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CCNA – Basic Questions 

Question 1 

For which type of connection should a straight-through cable be used? 

A. switch to switch 
B. switch to hub 
C. switch to router 
D. hub to hub 
E. router to PC 

Answer: C 

Explanation 

To specify when we use crossover cable or straight-through cable, we should remember: 

Group 1: Router, Host, Server 
Group 2: Hub, Switch 
One device in group 1 + One device in group 2: use straight-through cable 
Two devices in the same group: use crossover cable 

In this case we can use straight-through cable to connect a switch to a router -> C is correct. 

Question 2 

Which type of cable is used to connect the COM port of a host to the COM port of a router or 
switch? 

A. crossover 
B. straight-through 
C. rolled 
D. shielded twisted-pair 

Answer: C 

Explanation 

The correct question should be “Which type of cable is used to connect the COM port of a host to 
the CONSOLE port of a router or switch?” and the correct answer is rollover cable. But we can’t 
plug this rollover cable directly into our host because it will not work. We often use a RJ45 to DB9 
Female cable converter as shown below: 
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Question 3 

What is the first 24 bits in a MAC address called? 

A. NIC 
B. BIA 
C. OUI 
D. VAI 

Answer: C 

Explanation 

Organizational Unique Identifier (OUI) is the first 24 bits of a MAC address for a network device, 
which indicates the specific vendor for that device as assigned by the Institute of Electrical and 
Electronics Engineers, Incorporated (IEEE). This identifier uniquely identifies a vendor, 
manufacturer, or an organization. 

Question 4 

In an Ethernet network, under what two scenarios can devices transmit? (Choose two) 

A. when they receive a special token 
B. when there is a carrier 
C. when they detect no other devices are sending 
D. when the medium is idle 
E. when the server grants access 

Answer: C D 

Explanation 

Ethernet network is a shared environment so all devices have the right to access to the medium. 
If more than one device transmits simultaneously, the signals collide and can not reach the 
destination. 

If a device detects another device is sending, it will wait for a specified amount of time before 
attempting to transmit. 

When there is no traffic detected, a device will transmit its message. While this transmission is 
occurring, the device continues to listen for traffic or collisions on the LAN. After the message is 
sent, the device returns to its default listening mode. 

So we can see C and D are the correct answers. But in fact “answer C – when they detect no 
other devices are sending” and “when the medium is idle” are nearly the same. 

Question 5 

Which two benefits are provided by using a hierarchical addressing network addressing scheme? 
(Choose two) 

A. reduces routing table entries 
B. auto-negotiation of media rates 
C. efficient utilization of MAC addresses 
D. dedicated communications between devices 
E. ease of management and troubleshooting 

Answer: A E 
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Question 6 

When a host transmits data across a network to another host, which process does the data go 
through? 

A. standardization 
B. conversion 
C. encapsulation 
D. synchronization 

Answer: C 

Explanation 

To transmit to another host, a host must go through the TCP/IP model (very similar to the OSI 
model). At each layer, the message is encapsulated with that layer’s header (and trailer if it has). 
This process is called encapsulation. 

Question 7 

Which two Ethernet fiber-optic modes support distances of greater than 550 meters? 

A. 1000BASE-CX 
B. 100BASE-FX 
C. 1000BASE-LX 
D. 1000BASE-SX 
E. 1000BASE-ZX 

Answer: C E 

Explanation 

Below lists the cabling standards mentioned above 

Standard Cabling Maximum length 

1000BASE-CX Twinaxial cabling 25 meters 

100BASE-FX Two strands, multimode 400 m 

1000BASE-LX Long-wavelength laser, MM or 
SM fiber 

10 km (SM) 
3 km (MM) 

1000BASE-SX Short-wavelength laser, MM fiber 220 m with 62.5-micron fiber; 550 m 
with 50-micron fiber 

1000BASE-ZX Extended wavelength, SM fiber 100 km 

Note: 

+ MM: Multimode 
+ SM: Single-mode(Reference: The official self-study test preparation guide to the Cisco CCNA 
INTRO exam 640-821) 
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Question 8 

Refer to the exhibit. What type of connection would be supported by the cable diagram shown? 

Pin Color Function Pin Color Function 

1 White/Green TX+ 1 White/Green TX+ 

2 Green TX- 2 Green TX- 

3 White/Orange RX+ 3 White/Orange RX+ 

6 Orange RX- 6 Orange RX- 

A. PC to router 
B. PC to switch 
C. server to router 
D. router to router 

Answer: B 

Explanation 

From the “Pin” and “Color” in the exhibit we know that this is a straight-through cable so it can be 
used to connect PC to switch. 

Question 9 

Refer to the exhibit. What type of connection would be supported by the cable diagram shown? 

Pin Color Function Pin Color Function 

1 White/Green TX+ 3 White/Green RX+ 

2 Green TX- 6 Green RX- 

3 White/Orange RX+ 1 White/Orange TX+ 

6 Orange RX- 2 Orange TX- 

A. PC to router 
B. PC to switch 
C. server to switch 
D. switch to router 

Answer: A 

Explanation 

This is a crossover cable so it can be used to connect PC and router. 
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Question 10 

Which two topologies are using the correct type of twisted-pair cables? (Choose two) 

A.  

B.  

C.  

D.  

E.  

Answer: D E 
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Question 11 

What are some of the advantages of using a router to segment the network? (Choose two) 

A. Filtering can occur based on Layer 3 information. 
B. Broadcasts are eliminated. 
C. Routers generally cost less than switches. 
D. Broadcasts are not forwarded across the router. 
E. Adding a router to the network decreases latency. 

Answer: A D 

Question 12 

Which of the following statements describe the network shown in the graphic? (Choose two) 

 

A. There are two broadcast domains in the network. 
B. There are four broadcast domains in the network. 
C. There are six broadcast domains in the network. 
D. There are four collision domains in the network. 
E. There are five collision domains in the network. 
F. There are seven collision domains in the network. 

Answer: A F 

Explanation 

Only router can break up broadcast domains so in the exhibit there are 2 broadcast domains: 
from e0 interface to the left is a broadcast domain and from e1 interface to the right is another 
broadcast domain -> A is correct. 

Both router and switch can break up collision domains so there is only 1 collision domain on the 
left of the router (because hub doesn’t break up collision domain) and there are 6 collision 
domains on the right of the router (1 collision domain from e1 interface to the switch + 5 collision 
domains for 5 PCs in Production) -> F is correct. 

Question 13 

Refer to the exhibit. The two connected ports on the switch are not turning orange or green. What 
would be the most effective steps to troubleshoot this physical layer problem? (Choose three) 
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A. Ensure that the Ethernet encapsulations match on the interconnected router and switch ports. 
B. Ensure that cables A and B are straight-through cables. 
C. Ensure cable A is plugged into a trunk port. 
D. Ensure the switch has power. 
E. Reboot all of the devices. 
F. Reseat all cables. 

Answer: B D F 

Explanation 

The ports on the switch are not up indicating it is a layer 1 (physical) problem so we should check 
cable type, power and how they are plugged in. 

Question 14 

For what two purposes does the Ethernet protocol use physical addresses? (Choose two) 

A. to uniquely identify devices at Layer 2 
B. to allow communication with devices on a different network 
C. to differentiate a Layer 2 frame from a Layer 3 packet 
D. to establish a priority system to determine which device gets to transmit first 
E. to allow communication between different devices on the same network 
F. to allow detection of a remote device when its physical address is unknown 

Answer: A E 

Explanation 

Physical addresses or MAC addresses are used to identify devices at layer 2 -> A is correct. 

MAC addresses are only used to communicate on the same network. To communicate on different 
network we have to use Layer 3 addresses (IP addresses) -> B is not correct; E is correct. 

Layer 2 frame and Layer 3 packet can be recognized via headers. Layer 3 packet also contains 
physical address -> C is not correct. 

On Ethernet, each frame has the same priority to transmit by default -> D is not correct. 
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All devices need a physical address to identify itself. If not, they can not communicate -> F is not 
correct. 

 

Question 15 

Refer to the exhibit. Two buildings on the San Jose campus of a small company must be 
connected to use Ethernet with a bandwidth of at least 100 Mbps. The company is concerned 
about possible problems from voltage potential difference between the two buildings. Which media 
type should be used for the connection? 

 

A. UTP cable 
B. STP cable 
C. Coaxial cable 
D. Fiber optic cable 

Answer: D 

Explanation 

Because the company has problem about voltage potential difference between the two buildings 
so they should connect via fiber optic cable which uses light pulses to transmit information instead 
of using electronic pulses. 

Question 16 

Which command can be used from a PC to verify the connectivity between host that connect 
through path? 

A. tracert address 
B. ping address 
C. arp address 
D. traceroute address 

Answer: A 

Explanation 

To check the connectivity between a host and a destination (through some networks) we can use 
both “tracert” and “ping” commands. But the difference between these 2 commands is the 
“tracert” command can display a list of near-side router interfaces in the path between the source 
and the destination. Therefore the best answer in this case is A – tracert address. 

Note: “traceroute” command has the same function of the “tracert” command but it is used on 
Cisco routers only, not on a PC. 
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Question 17 

Refer to the exhibit. A network engineer is troubleshooting an internet connectivity problem on 
the computer. What causing the problem? 

 

A. wrong DNS server 
B. wrong default gateway 
C. incorrect IP address 
D. incorrect subnet mask 

Answer: C 

Explanation 

The IP address of the PC (192.168.11.2/24) is not on the same network with its gateway 
192.168.1.1 -> C is correct. 

Question 18 

How many broadcast domains are shown in the graphic assuming only the default vlan is 
configured on the switches? 
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A. one 
B. six 
C. twelve 
D. two 

Answer: A 

Explanation 

Only router can break up broadcast domains but in this exhibit no router is used so there is only 1 
broadcast domain. 

For your information, there are 7 collision domains in this exhibit (6 collision domains between 
hubs & switches + 1 collision between the two switches). 

Question 19 

Refer to the exhibit. 

PC> tracert 10.16.176.23 
Tracing route to 10.16.176.23 over a maximum of 30 hops 

1 31 ms 31 ms 32ms 172.16.182.1 
2 62 ms 62 ms 62 ms 192.1681.6 
3 93 ms 92 ms 34 ms 192.168.1.10 
4 125 ms 110ms 125ms 10.16.176.23 

Trace complete. 

Host A has tested connectivity to a remote network. What is the default gateway for host A? 

A. 172.16.182.1 
B. 192.168.1.1 
C. 10.16.176.1 
D. 192.168.1.6 

Answer: A 

Explanation 

It will list all the routers (from nearest to farthest) it passes through until it reaches its destination 
so the first hop is its nearest IP. If we ping from a PC, it is also the default gateway for that PC -> 
A is correct. 

Question 20 

What functions do routers perform in a network? (Choose two) 

A. packet switching 
B. access layer security 
C. path selection 
D. VLAN membership assignment 
E. bridging between LAN segments 
F. microsegmentation of broadcast domains 

Answer: A C 
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CCNA – Cisco IOS Questions 
Note: If you are not sure about the boot sequence of a router/switch, please read my Cisco Router 
Boot Sequence Tutorial. 
 
Cisco Router Boot Sequence Tutorial 

 
In this article we will learn about the main components of a Cisco router and how the boot process 
takes place. 

Types of memory 

Generally Cisco routers (and switches) contain four types of memory: 

Read-Only Memory (ROM): ROM stores the router’s bootstrap startup program, operating 
system software, and power-on diagnostic test programs (POST). 

Flash Memory: Generally referred to simply as “flash”, the IOS images are held here. Flash is 
erasable and reprogrammable ROM. Flash memory content is retained by the router on reload. 

Random-Access Memory (RAM): Stores operational information such as routing tables and the 
running configuration file. RAM contents are lost when the router is powered down or reloaded. By 
default, routers look here first for an Internetwork Operating System (IOS) file during boot. 

Non-volatile RAM (NVRAM): NVRAM holds the router’s startup configuration file. NVRAM 
contents are not lost when the router is powered down or reloaded. 

Some comparisons to help you remember easier: 

+ RAM is a volatile memory so contents are lost on reload, where NVRAM and Flash contents are 
not. 
+ NVRAM holds the startup configuration file, where RAM holds the running configuration file. 
+ ROM contains a bootstrap program called ROM Monitor (or ROMmon). When a router is powered 
on, the bootstrap runs a hardware diagnostic called POST (Power-On Self Test). 

Router boot process 

The following details the router boot process: 
1. The router is powered on. 
2. The bootstrap program (ROMmon) in ROM runs Power-On Self Test (POST) 
3. The bootstrap checks the Configuration Register value to specify where to load the IOS. By 
default (the default value of Configuration Register is 2102, in hexadecimal), the router first looks 
for “boot system” commands in startup-config file. If it finds these commands, it will run boot 
system commands in order they appear in startup-config to locate the IOS. If not, the IOS image 
is loaded from Flash . If the IOS is not found in Flash, the bootstrap can try to load the IOS from 
TFTP server or from ROM (mini-IOS). 
4. After the IOS is found, it is loaded into RAM. 
5. The IOS attempts to load the configuration file (startup-config) from NVRAM to RAM. If the 
startup-config is not found in NVRAM, the IOS attempts to load a configuration file from TFTP. If 
no TFTP server responds, the router enters Setup Mode (Initial Configuration Mode). 

http://www.9tut.com/cisco-router-boot-sequence-tutorial
http://www.9tut.com/cisco-router-boot-sequence-tutorial
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And this is the process we can see on our screen when the router is turned on: 
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In short, when powered on the router needs to do: 

1. Run POST to check hardware 
2. Search for a valid IOS (the Operating System of the router) 
3. Search for a configuration file (all the configurations applied to this router) 

Specify how much RAM, NVRAM and Flash of a router 

Also, from the information shown above, we can learn some information about router’s model, 
RAM, Flash, NVRAM memories as shown below: 

 
Note: The “show version” command also gives us this information. 

All the above information is straight-forwarding except the information of RAM. In some series of 
routers, the RAM information is displayed by 2 parameters (in this case 60416K/5120K). The first 
parameter indicates how much RAM is in the router while the second parameter (5120K) indicates 
how much DRAM is being used for Packet memory. Packet memory is used for buffering packets. 

So, from the output above we can learn: 

Amount of RAM: 60416 + 5120 = 65536KB / 1024 = 64MB 
Amount of NVRAM: 239KB 
Amount of Flash: 62720KB 

Question 1 

How does using the service password encryption command on a router provide additional 
security? 

A. by encrypting all passwords passing through the router 
B. by encrypting passwords in the plain text configuration file 
C. by requiring entry of encrypted passwords for access to the device 
D. by configuring an MD5 encrypted key to be used by routing protocols to validate routing 
exchanges 
E. by automatically suggesting encrypted passwords for use in configuring the router 

Answer: B 

Explanation 

By using this command, all the (current and future) passwords are encrypted. This command is 
primarily useful for keeping unauthorized individuals from viewing your password in your 
configuration file. 
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Question 2 

Refer to the diagram. What is the largest configuration file that can be stored on this router? 

R# show version 
Cisco IOS Software. 1841 Software (C1841-IPBASE-M}, Version 12.4(1a), RELEASE SOFTWARE 
(fc2) 
Technical Support: http://www.cisco.com/techsupport 
Copyright (c) 1986*2005 by Cisco Systems, Inc. 
Compiled Fri 27-May-0512:32 by hqluong 

ROM: System Bootstrap. Version 12.3(8r)T8, RELEASE SOFTWARE (fc1) 

N-East uptime is 5 days, 49 minutes 
System returned to ROM by reload at 15:17:00 UTC Thu Jun 8 2006 
System image file is “flash:c1841-ipbase-mz.124-1a.bin” 

Cisco 1841 (revision 5.0) with 114688K/16384K bytes of memory. 
Processor board ID FTX0932W21Y 
2 FastEthernet interfaces 
2 Low-speed serial(sync/async) interfaces 
DRAM configuration is 64 bits wide with parity disabled. 
191K bytes of NVRAM. 
31360K bytes of ATA CompactFlash (Read/Write) 

Configuration register Is 0×2102 

R# 

A. 191K bytes 
B. 16384K bytes 
C. 31369K bytes 
D. 114688K bytes 

Answer: A 

Explanation 

Non-volatile RAM (NVRAM) holds the router’s startup configuration file. NVRAM contents are not 
lost when the router is powered down or reloaded. 

Question 3 

Which command shows system hardware and software version information? 

A. show configuration 
B. show environment 
C. show inventory 
D. show platform 
E. show version 

Answer: E 

Question 4 

Refer to the exhibit. If number 2 is selected from the setup script, what happens when the user 
runs setup from a privileged prompt? 
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[0] Go to the IOS command prompt without saving this config. 
[1] Return back to the setup without saving this config. 
[2] Save this configuration to nvram and exit. 

Enter your selection [2]: 

A. Setup is additive and any changes will be added to the config script. 
B. Setup effectively starts the configuration over as if the router was booted for the first time. 
C. Setup will not run if an enable secret password exists on the router. 
D. Setup will not run, because it is only viable when no configuration exists on the router. 

Answer: A 

Question 5 

Which command shows your active Telnet connections? 

A. show sessions 
B. show cdp neighbors 
C. show users 
D. show queue 

Answer: A 

Question 6 

Which command can you use to determine the cisco ios feature set on a cisco router? 

A. show version 
B. dir flash:include ios 
C. show environment 
D. show diag 
E. show inventory 

Answer: A 

Question 7 

A system administrator types the command to change the hostname of a router. Where on the 
Cisco IFS is that change stored? 

A. NVRAM 
B. RAM 
C. FLASH 
D. ROM 
E. PCMCIA 

Answer: B 

Explanation 

The change is only reflected in the running-config on RAM. It can be lost if we reset the router 
without saving it. 

Note: Cisco IFS means “Cisco IOS File System” 
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Question 8 

Before installing a new, upgraded version of the IOS, what should be checked on the router, and 
which command should be used to gather this information? (Choose two) 

A. the amount of available ROM 
B. the amount of available flash and RAM memory 
C. the version of the bootstrap software present on the router 
D. show version 
E. show processes 
F. show running-config 

Answer: B D 

Explanation 

When upgrading new version of the IOS we need to copy the IOS to the Flash so first we have to 
check if the Flash has enough memory or not. Also running the new IOS may require more RAM 
than the older one so we should check the available RAM too. We can check both with the “show 
version” command. 

Question 9 

Refer to the exhibit. A network administrator configures a new router and enters the copy startup-
config running-config on the router. The network administrator powers down the router and sets it 
up at a remote location. When the router starts, it enter the system configuration dialog as 
shown. What is the cause of the problem? 

— System Configuration Dialog — 
Would you like to enter the initial configuration dialog? [yes/no]: % Please answer yes’ or ‘no’. 
Would you like to enter the initial configuration dialog? [yes/ho]: n 

Would you like to terminate autoinstall? [yes]: 

Press RETURN to get started! 

A. The network administrator failed to save the configuration. 
B. The configuration register is set to 0×2100. 
C. The boot system flash command is missing from the configuration. 
D. The configuration register is set to 0×2102. 
E. The router is configured with the boot system startup command. 

Answer: A 

Explanation 

The “System Configuration Dialog” appears only when no startup configuration file is found. The 
network administrator has made a mistake because the command “copy startup-config running-
config” will copy the startup config (which is empty) over the running config (which is configured 
by the administrator). So everything configured was deleted. 

Note: We can tell the router to ignore the start-up configuration on the next reload by setting the 
register to 0×2142. This will make the “System Configuration Dialog” appear at the next reload. 

Question 10 

Refer to the exhibit. What can be determined about the router from the console output? 

1 FastEthernet/IEEE 802.3 interface(s) 
125K bytes of non-volatile configuration memory. 
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65536K bytes of ATA PCMCIA card at slot 0 (Sector size 512 bytes) . 
8192K bytes of Flash internal SIMM (Sector size 256K). 

———-System Configuration Dialog ———- 

Would you like to enter the initial configuration dialog? [yes/no]: 

A. No configuration file was found in NVRAM. 
B. No configuration file was found in flash. 
C. No configuration file was found in the PCMCIA card. 
D. Configuration file is normal and will load in 15 seconds. 

Answer: A 

Explanation 

When no startup configuration file is found in NVRAM, the System Configuration Dialog will appear 
to ask if we want to enter the initial configuration dialog or not. 

Question 11 

When you are logged into a switch, which prompt indicates that you are in privileged mode? 

A. % 
B. @ 
C. > 
D. $ 
E. # 

Answer: E 

Explanation 

The “#” (like Switch#) indicates you are in privileged mode while the “>” indicates you are in user 
mode. 

Note: The “#” sign in “Switch(config)#” indicates this is only accessible at privileged EXEC mode. 
The “(config)#” part indicates we are in configuration mode. 

Below lists popular modes in Cisco switch/router: 

Router> User EXEC mode 

Router# Privileged EXEC mode 

Router(config)# Configuration mode 

Router(config-if)# Interface level (within configuration mode) 

Router(config-router)# Routing engine level (within configuration mode) 

Router(config-line)# Line level (vty, tty, async) within configuration mode 
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Question 12 

Which command is used to copy the configuration from RAM into NVRAM? 

A. copy running-config startup-config 
B. copy startup-config: running-config: 
C. copy running config startup config 
D. copy startup config running config 
E. write terminal 

Answer: A 

Explanation 

The running-config is saved in RAM while the startup-config is saved in NVRAM. So in order to 
copy the configuration from RAM into NVRAM we use the command “copy running-config startup-
config” (syntax: copy ). 

Question 13 

Which command is used to load a configuration from a TFTP server and merge the configuration 
into RAM? 

A. copy running-config: TFTP: 
B. copy TFTP: running-config 
C. copy TFTP: startup-config 
D. copy startup-config: TFTP: 

Answer: B 

Explanation 

The syntax of the copy command is “copy ” so to copy a configuration from a TFTP server into 
RAM we use the command “copy TFTP: running-config”. 

Question 14 

There are no boot system commands in a router configuration in NVRAM. What is the fallback 
sequence that router will use to find an IOS during reload? 

A. Flash, TFTP server, ROM 
B. Flash, NVRAM, ROM 
C. ROM, NVRAM, TFTP server 
D. NVRAM, TFTP server, ROM 
E. TFTP server, Flash, NVRAM 

Answer: A 

Explanation 

When you turn the router on, it runs through the following boot process. 

The Power-On Self Test (POST) checks the router’s hardware. When the POST completes 
successfully, the System OK LED indicator comes on. 
The router checks the configuration register to identify where to load the IOS image from. A 
setting of 0×2102 means that the router will use information in the startup-config file to locate 
the IOS image. If the startup-config file is missing or does not specify a location, it will check the 
following locations for the IOS image: 
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1. Flash (the default location) 
2. TFTP server 
3. ROM (used if no other source is found) 

The router loads the configuration file into RAM (which configures the router). The router can load 
a configuration file from: 

+ NVRAM (startup-configuration file) 
+ TFTP server 
If a configuration file is not found, the router starts in setup mode. 

Question 15 

A Cisco router is booting and has just completed the POST process.It is now ready to find and load 
an IOS image. What function does the router perform next? 

A. It checks the configuration register 
B. It attempts to boot from a TFTP server 
C. It loads the first image file in flash memory 
D. It inspects the configuration file in NVRAM for boot instructions 

Answer: A 

Question 16 

Refer to the partial command output shown. Which two statements are correct regarding the 
router hardware? (Choose two) 

system image file is “flash:c2600-do3s-mz.120-5.T1″ 

Cisco 2621 (MPC860) processor (revision 0×600) with 53248K/12288K bytes of memory 
Processor board ID JAD05280307 (3536592999) 
M860 processor: part number 0, mask 49 
Bridging software. 
X.25 software, version 3.0.0. 
2 FastEthernet/IEEE 802.3 interface(s) 
2 Serial(sync/async) network interface(s) 
2 Low-speed serial(sync/async) network interface(s) 
16 terminal line(s) 

32K bytes of non-volatile configuration memory. 
16384K bytes of processor board system flash (Read/Write) 

A. Total RAM size is 32 KB 
B. Total RAM size is 16384 KB (16 MB) 
C. Total RAM size is 65536 KB (64 MB) 
D. Flash size is 32 KB 
E. Flash size is 16384 KB (16 MB). 
F. Flash size is 65536 KB (64 MB) 

Answer: C E 

Explanation 

The line “Cisco 2621 (MPC860) processor (revision 0×600) with 53248K/12288K bytes of 
memory” tells how much RAM in your router. The first parameter (53248) specifies how much 
Dynamic RAM (DRAM) in your router while the second parameter (12288K) indicates how much 
DRAM is being used for Packet memory (used by incoming and outgoing packets) in your router. 
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Therefore you have to add both numbers to find the amount of DRAM available on your router -> 
C is correct. 

Note: Cisco 4000, 4500, 4700, and 7500 routers have separate DRAM and Packet memory, so you 
only need to look at the first number to find out the DRAM in that router. 

The flash size is straightforward from the line “16384K bytes of processor board system flash 
(Read/Write)” -> E is correct. 

(Reference: http://www.cisco.com/en/US/products/sw/iosswrel/ps1834/products_tech_note09186
a00800fb9d9.shtml) 

Question 17 

Which router IOS commands can be used to troubleshoot LAN connectivity problems? (Choose 
three) 

A. ping 
B. tracert 
C. ipconfig 
D. show ip route 
E. winipcfg 
F. show interfaces 

Answer: A D F 

Explanation 

The ping command can be used to test if the local device can reach a specific destination -> A is 
correct. 

“tracert” is not a valid command in Cisco IOS commands, the correct command should be 
“traceroute” -> B is not correct. 

The ipconfig command is not a valid command in Cisco IOS too -> C is not correct. 

The “show ip route” command can be used to view the routing table of the router. It is a very 
useful command to find out many connectivity problems (like directly connected networks, 
learned network via routing protocols…) -> D is correct. 

“winipcfg” is an old tool in Windows 95/98 to view IP settings of the installed network interfaces. 
But it is not a valid command in Cisco IOS commands -> E is not correct. 

The “show interfaces” command is used to check all the interfaces on the local device only. It has 
very limited information to trouble LAN connectivity problem but it is the most reasonable to 
choose -> F is acceptable. 

Question 18 

Which two locations can be configured as a source for the IOS image in the boot system 
command? (Choose two) 

A. RAM 
B. NVRAM 
C. flash memory 
D. HTTP server 
E. TFTP server 
F. Telnet server 

Answer: C E 

http://www.cisco.com/en/US/products/sw/iosswrel/ps1834/products_tech_note09186a00800fb9d9.shtml
http://www.cisco.com/en/US/products/sw/iosswrel/ps1834/products_tech_note09186a00800fb9d9.shtml
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Explanation 

The following locations can be configured as a source for the IOS image: 
1. + Flash (the default location) 
2. + TFTP server 
3. + ROM (used if no other source is found) 
4. (Please read the explanation of Question 4 for more information) 

Question 19 

Refer to the exhibit. Why is flash memory erased prior to upgrading the IOS image from the TFTP 
server? 

Router# copy tftp flash 
Address or name of remote host []? 192.168.2.167 
Source filename []? c1600-k8sy-mz.123-16a.bin 
Destination filename [c1600-k8sy-mz.123-16a.bin]? 
Accessing tftp://192.168.2.167/ c1600-k8sy-mz.l23-16a.bin… 
Erasing flash before copying? [confirm] 
Erasing the flash filesystem will remove all files! continue? [confirm] 
Erasing device 
Eeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee 
Eeeeeeeeeeeeeeeeeeeeeeeeeeeeeee …erased 
Erase of flash: complete 
Loading c1600-k8sy-mz.l23-16a.bin from 192.168.2.167 (via Ethernet0): 
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!! 
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!! 
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!! 
[OK - 6888962/13777920 bytes] 

verifying checksum… OK (0x7BF3) 
6888962 bytes copied in 209.920 secs (32961 bytes/sec) 
Router# 

A. The router cannot verify that the Cisco IOS image currently in flash is valid 
B. Flash memory on Cisco routers can contain only a single IOS image. 
C. Erasing current flash content is requested during the copy dialog. 
D. In order for the router to use the new image as the default, it must be the only IOS image in 
flash. 

Answer: C 

Explanation 

During the copy process, the router asked “Erasing flash before copying? [confirm]” and the 
administrator confirmed (by pressing Enter) so the flash was deleted. 

Note: In this case, the flash has enough space to copy a new IOS without deleting the current 
one. The current IOS is deleted just because the administrator wants to do so. If the flash does 
not have enough space you will see an error message like this: 

%Error copying tftp://192.168.2.167/ c1600-k8sy-mz.l23-16a.bin (Not enough space on device) 
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Question 20 

Which command reveals the last method used to powercycle a router? 

A. show reload 
B. show boot 
C. show running-config 
D. show version 

Answer: D 

Question 21 

Refer to the exhibit. A router boots to the prompt shown in the exhibit. What does this signify, 
and how should the network administrator respond? 

rommon 1> 

A. This prompt signifies that the configuration file was not found in NVRAM. The network 
administrator should follow the prompts to enter a basic configuration. 
B. The prompt signifies that the configuration file was not found in flash memory. The network 
administrator should use TFTP to transfer a configuration file to the router. 
C. The prompt signifies that the IOS image in flash memory is invalid or corrupted. The network 
administrator should use TFTP to transfer an IOS image to the router. 
D. The prompt signifies that the router could not authenticate the user. The network administrator 
should modify the IOS image and reboot the router. 

Answer: C 

Explanation 

If a Cisco router boots in ROMmon mode, it means: 

+ The value of the configuration register is set to XXX0 (the boot field – fourth bit – is 0) 
+ The router is unable to locate a valid Cisco IOS software image (you can use the “dir flash:” 
command in ROMmon mode to look for the IOS in the Flash then try to boot that flash with the 
“boot flash:<IOS image>” command). 

If the IOS image is invalid or corrupted, the fastest way to re-install a new Cisco IOS software 
image on the router is to copy a new one from TFTP (with “tftpdnld” command). 

Question 22 

What should be done prior to backing up an IOS image to a TFTP server? (Choose three) 

A. Make sure that the server can be reached across the network. 
B. Check that authentication for TFTP access to the server is set. 
C. Assure that the network server has adequate space for the IOS image. 
D. Verify file naming and path requirements. 
E. Make sure that the server can store binary files. 
F. Adjust the TCP window size to speed up the transfer. 

Answer: A C D 

Question 23 

Which two privileged mode cisco ios commands can be used to determine a cisco router chassis 
serial number? (choose two) 
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A. show inventory 
B. show flash filesys 
C. dir flash:|include chassis 
D. show diag 
E. show controllers 

Answer: A D 

Question 24 

Which command helps a network administrator to manage memory by displaying flash memory 
and NVRAM utilization? 

A. show secure 
B. show file systems 
C. show flash 
D. show version 

Answer: B 

Question 25 

A network administrator changes the configuration register to 0×2142 and reboots the router. 
What are two results of making this change? (Choose two) 

A. The IOS image will be ignored. 
B. The router will prompt to enter initial configuration mode. 
C. The router will boot to ROM. 
D. Any configuration entries in NVRAM will be ignored. 
E. The configuration in flash memory will be booted. 

Answer: B D 

Explanation 

The router bypasses the startup configuration stored in NVRAM during its boot sequence so the 
router will enter initial configuration mode. This feature is normally used during a password 
recovery procedure. 

Question 26 

Refer to the exhibit. For what two reasons has the router loaded its IOS image from the location 
that is shown? (Choose two) 

Router1> show version 
Cisco Internetwork Operating System Software 
IOS ™ 7200 Software (C7200-J-M), Experimental Version 11.3tl997091S:1647S2) 
[hampton-nitro-baseline 249] 
Copyright (c) 1986-1997 by cisco Systems, Inc. 
Compiled Wed 08-0ct-97 06:39 by hampton 
Image text-base: 0×60008900, data-base: 0x60B98000 

ROM: System Bootstrap, Version 11.1(11855) [beta 2], INTERIM SOFTWARE 
BOOTPLASH: 7200 Software (C7200-BOOT-M), Version 11.1(472), RELEASE SOFTWARE (fcl) 

Router1 uptime is 23 hours, 33 minutes 
System restarted by abort at PC 0x6022322C at 10:50:SS PDT Tue Oct 21 1997 
System image file is “tftp://112.16.1.129/hampton/nitro/c7200-j-mz” 
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cisco 7206 (NPE150) processor with 57344K/8192K bytes of memory. 

<output omitted> 

Configuration register is 0×2102 

A. Router1 has specific boot system command that instruct it to load IOS from TFTP server. 
B. Router1 is acting as a TFTP server for other routers. 
C. Router1 cannot locate a valid IOS image in flash memory. 
D. Router1 defaulted to ROMMON mode and loaded the IOS image from a TFTP sewer. 
E. Cisco routers will first attempt to load a image from TFTP for management purposes. 

Answer: A C 

Explanation 

When powered on, the router first checks its hardware via Power-On Self Test (POST). Then it 
checks the configuration register to identify where to load the IOS image from. In the output 
above we learn that the Configuration register value is 0×2102 so the router will try to boot the 
system image from Flash memory first. 

But we also see a line “System image file is “tftp://112.16.1.129/hampton/nitro/c7200-j-mz”. 
Please notice that this line tells us the image file that the device last started. In this case it is from 
a TFTP server. Therefore we can deduce that the router could not load the IOS image from the 
flash and the IOS image has been loaded from TFTP server. 

Note: 

If the startup-config file is missing or does not specify a location, it will check the following 
locations for the IOS image: 

+ Flash (the default location) 
+ TFTP server 
+ ROM (used if no other source is found) 

 
 
 
CCNA – OSI Model Questions 
 
Note: If you are not sure about OSI Model, please read my OSI tutorial. 
 
OSI Model Tutorial 
Welcome to the most basic tutorial for networker! Understanding about OSI model is one of the 
most important tools to help you grasp how networking devices like router, switch, PC… work. 

Let’s take an example in our real life to demonstrate the OSI model. Maybe you have ever sent a 
mail to your friend, right? To do it, you have to follow these steps: 

1. Write your letter 
2. Insert it into an envelope 
3. Write information about sender and receiver on that envelope 
4. Stamp it 
5. Go to the post office and drop it into a mail inbox 

From the example above, I want to imply we have to go through some steps in a specific order to 
complete a task. It is also applied for two PCs to communicate with each other. They have to use 

http://www.9tut.com/osi-model-tutorial
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a predefined model, named OSI, to complete each step. There are 7 steps in this model as listed 
below: 

 
This is also the well-known table of the OSI model so you must take time to learn by heart. A 
popular way to remember this table is to create a fun sentence with the first letters of each layer. 
For example: All People Seem To Need Data Processing or a more funny sentence sorted from 
layer 1 to layer 7: Please Do Not Throw Sausage Pizza Away. 

There are two notices about this table: 

1. First, the table is arranged from top to bottom (numbering from 7 to 1). Each step is called a 
“layer” so we have 7 layers (maybe we usually call them “layers” to make them more… technical 
^^). 

When a device wants to send information to another one, its data must go from top to bottom 
layer. But when a device receives this information, it must go from bottom to top to “decapsulate” 
it. In fact, the reverse action at the other end is very natural in our life. It is very similar when 
two people communicate via mail. First, the writer must write the letter, insert it into an envelope 
while the receiver must first open the envelope and then read the mail. The picture below shows 
the whole process of sending and receiving information. 
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Note: The OSI model layers are often referred to by number than by name (for example, we refer 
saying “layer 3″ to “network layer”) so you should learn the number of each layer as well. 

2. When the information goes down through layers (from top to bottom), a header is added to it. 
This is called encapsulation because it is like wrapping an object in a capsule. Each header can be 
understood only by the corresponding layer at the receiving side. Other layers only see that 
layer’s header as a part of data. 

 
At the receiving side, corresponding header is stripped off in the same layer it was attached. 

Understand each layer 

Layer 7 – Application layer 

This is the closest layer to the end user. It provides the interface between the applications we use 
and the underlying layers. But notice that the programs you are using (like a web browser – IE, 
Firefox or Opera…) do not belong to Application layer. Telnet, FTP, email client (SMTP), HyperText 
Transfer Protocol (HTTP) are examples of Application layer. 

Layer 6 – Presentation layer 

This layer ensures the presentation of data, that the communications passing through are in the 
appropriate form for the recipient. In general, it acts as a translator of the network. For example, 
you want to send an email and the Presentation will format your data into email format. Or you 
want to send photos to your friend, the Presentation layer will format your data into GIF, JPG or 
PNG… format. 

Layer 5 – Session layer 

Layer 5 establishes, maintains and ends communication with the receiving device. 

Layer 4 – Transport layer 

This layer maintains flow control of data and provides for error checking and recovery of data 
between the devices. The most common example of Transport layer is Transmission Control 
Protocol (TCP) and User Datagram Protocol (UDP). 
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Layer 3 – Network layer 

This layer provides logical addresses which routers will use to determine the path to the 
destination. In most cases, the logic addresses here means the IP addresses (including source & 
destination IP addresses). 

Layer 2 – Data Link Layer 

The Data Link layer formats the message into a data frame, and adds a header containing the 
hardware destination and source address to it. This header is responsible for finding the next 
destination device on a local network. 

Notice that layer 3 is responsible for finding the path to the last destination (network) but it 
doesn’t care about who will be the next receiver. It is the Layer 2 that helps data to reach the 
next destination. 

This layer is subdivide into 2 sub-layers: logical link control (LLC) and media access control 
(MAC). 

The LLC functions include: 
+ Managing frames to upper and lower layers 
+ Error Control 
+ Flow control 

The MAC sublayer carries the physical address of each device on the network. This address is 
more commonly called a device’s MAC address. MAC address is a 48 bits address which is burned 
into the NIC card on the device by its manufacturer. 

Layer 1 – Physical layer 

The Physical Layer defines the physical characteristics of the network such as connections, voltage 
levels and timing. 

To help you remember the functions of each layer more easily, I created a fun story in which 
Henry (English) wants to send a document to Charles (French) to demonstrate how the OSI model 
works. 
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Lastly, I summarize all the important functions of each layer in the below table (please remember 
them, they are very important knowledge you need to know about OSI model): 

Layer Description Popular 
Protocols 

Protocol Data 
Unit 

Devices 
operate in 
this layer 

Application + User interface HTTP, FTP, TFTP, 
Telnet, SNMP, 
DNS… 

Data  

Presentation + Data representation, 
encryption & decryption 

+ Video (WMV, 
AVI…) 
+ Bitmap (JPG, 
BMP, PNG…) 
+ Audio (WAV, 
MP3, WMA…) 
…. 

Data  

Session + Set up, monitor & 
terminate the connection 
session 

+ SQL, RPC, 
NETBIOS names… 

Data  

Transport + Flow control (Buffering, 
Windowing, Congestion 
Avoidance) helps prevent 
the loss of segments on 
the network and the need 
for retransmission 

+ TCP 
(Connection-
Oriented, reliable 
) 
+ UDP 
(Connectionless, 
unreliable) 

Segment  

Network + Path determination 
+ Source & Destination 
logical addresses 

+ IP 
+ IPX 
+ AppleTalk 

Packet/Datagram Router 

Data Link + Physical addresses 

Includes 2 layers: 
+ Upper layer: Logical 
Link Control (LLC) 
+ Lower layer: Media 
Access Control (MAC) 

+ LAN 
+ WAN (HDLC, 
PPP, Frame 
Relay…) 

Frame Switch, 
Bridge 

Physical Encodes and transmits 
data bits 

+ Electric signals 
+ Radio signals 

+ FDDI, Ethernet Bit (0, 1) Hub, 
Repeater… 

Note: In fact, OSI is just is a theoretical model of networking. The practical model used in modern 
networks is the TCP/IP model. You may think “Hm, it’s just theoretic and has no use in real life! I 
don’t care!” but believe me, you will use this model more often than the TCP/IP model so take 
time to grasp it, you will not regret – I promise :) 
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Question 1 

Which of the following correctly describe steps in the OSI data encapsulation process? (Choose 
two) 

A. The transport layer divides a data stream into segments and may add reliability and flow 
control information. 
B. The data link layer adds physical source and destination addresses and an FCS to the segment. 
C. Packets are created when the network layer encapsulates a frame with source and destination 
host addresses and protocol-related control information. 
D. Packets are created when the network layer adds Layer 3 addresses and control information to 
a segment. 
E. The presentation layer translates bits into voltages for transmission across the physical link. 

Answer: A D 

Explanation 

The transport layer segments data into smaller pieces for transport. Each segment is assigned a 
sequence number, so that the receiving device can reassemble the data on arrival. 

The transport layer also use flow control to maximize the transfer rate while minimizing the 
requirements to retransmit. For example, in TCP, basic flow control is implemented by 
acknowledgment by the receiver of the receipt of data; the sender waits for this acknowledgment 
before sending the next part. 

-> A is correct. 

The data link layer adds physical source and destination addresses and an Frame Check Sequence 
(FCS) to the packet (on Layer 3), not segment (on Layer 4) -> B is not correct. 

Packets are created when network layer encapsulates a segment (not frame) with source and 
destination host addresses and protocol-related control information. Notice that the network layer 
encapsulates messages received from higher layers by placing them into datagrams (also called 
packets) with a network layer header -> C is not correct. 

The Network layer (Layer 3) has two key responsibilities. First, this layer controls the logical 
addressing of devices. Second, the network layer determines the best path to a particular 
destination network, and routes the data appropriately. 

-> D is correct. 

The Physical layer (presentation layer) translates bits into voltages for transmission across the 
physical link -> E is not correct. 

Question 2 

Which layer of the OSI reference model uses the hardware address of a device to ensure message 
delivery to the proper host on a LAN? 

A. physical 
B. data link 
C. network 
D. transport 

Answer: B 
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Explanation 

The hardware address of a device or the Media Access Control (MAC) address is added in the Data 
Link layer. An Ethernet MAC address is a 48-bit binary value expressed as 12 hexadecimal digits 
(for example: 00:15:A4:CB:03:CA). 

Question 3 

Which layer of the OSI reference model uses flow control, sequencing, and acknowledgments to 
ensure that reliable networking occurs? 

A. data link 
B. network 
C. transport 
D. presentation 
E. physical 

Answer: C 

Question 4 

Which layer in the OSI reference model is responsible for determining the availability of the 
receiving program and checking to see if enough resources exist for that communication? 

A. transport 
B. network 
C. presentation 
D. session 
E. application 

Answer: E 

Question 5 

Data transfer is slow between the source and destination. The quality of service requested by the 
transport layer in the OSI reference model is not being maintained. To fix this issue, at which 
layer should the troubleshooting process begin? 

A. presentation 
B. session 
C. transport 
D. network 
E. physical 

Answer: D 

Question 6 

Which protocols are found in the network layer of the OSI reference model and are responsible for 
path determination and traffic switching? 

A. LAN 
B. routing 
C. WAN 
D. network 

Answer: B 
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Question 7 

Refer to the exhibit. An administrator pings the default gateway at 10.10.10.1 and sees the 
output as shown. At which OSI layer is the problem? 

C:\> ping 10.10.10.1 
Pinging 10.10.10.1 with 32 bytes of data: 
Request timed out. 
Request timed out. 
Request timed out. 
Request timed out. 
Ping statistics for 10.10.10.1: 
Packets: sent – 4, Received = 0, Lost – 4 (100% loss) 

A. data link layer 
B. application layer 
C. access layer 
D. session layer 
E. network layer 

Answer: E 

Explanation 

The Network layer is responsible for network addressing and routing through the internetwork. So 
a ping fails, you may have an issue with the Network layer (although lower layers like Data Link & 
Physical may cause the problem). 

Question 8 

Which of the following are types of flow control? (Choose three) 

A. buffering 
B. cut-through 
C. windowing 
D. congestion avoidance 
E. load balancing 

Answer: A C D 

Explanation 

Three types of flow control are buffering, windowing & congestion avoidance: 

+ Buffering: If a device receives packets too quickly for it to handle then it can store them in a 
memory section called a buffer and proceed them later. 

+ Windowing: a window is the quantity of data segments that the transmitting device is allowed 
to send without receiving an acknowledgment for them. For example: 

With the window size of 1, the sending device sends 1 segment and the receiving device must 
reply with 1 ACK before the sending device can send the next segment. This “waiting” takes some 
time. 

By increasing the window size to 3, the sending device will send up to 3 segments before waiting 
an ACK -> helps reduce the waiting time. 

+ Congestion avoidance: lower-priority traffic can be discarded when the network is overloaded -
> minimize delays. 
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Question 9 

A network administrator is verifying the configuration of a newly installed host by establishing an 
FTP connection to a remote server. What is the highest layer of the protocol stack that the 
network administrator is using for this operation? 

A. application 
B. presentation 
C. session 
D. transport 
E. internet 
F. data link 

Answer: A 

Explanation 

FTP belongs to Application layer and it is also the highest layer of the OSI model. 

Question 10 

A receiving host computes the checksum on a frame and determines that the frame is damaged. 
The frame is then discarded. At which OSI layer did this happen? 

A. session 
B. network 
C. physical 
D. data link 
E. transport 

Answer: D 

Explanation 

When using the term “frame” we can easily recognize it belongs to the Data Link layer. In this 
layer, an Frame Check Sequence (FCS) field is added to the frame to verify that the frame data is 
received correctly. 

Question 11 

As a frame leaves a Layer 3 device, the Layer 2 encapsulation information is changed from what it 
was when it entered the device. For what two reasons can this happen? (Choose two) 

A. The data is moving from 10BASE-TX to 100BASE-TX. 
B. The WAN encapsulation type has changed. 
C. The data format has changed from analog to digital. 
D. The source and destination hosts are in the same subnet. 
E. The source and destination MAC addresses have changed. 

Answer: B E 

Question 12 

Acknowledgement, Sequencing, and Flow control are characteristics of which OSI layer? 

A. Layer 2 
B. Layer 3 
C. Layer 4 
D. Layer 5 
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E. Layer 6 
F. Layer 7 

Answer: C 

 

 

CCNA – TCP/IP Model & Operation 

Question 1 

An inbound access list has been configured on a serial interface to deny packet entry for TCP and 
UDP ports 21, 23 and 25. What types of packets will be permitted by this ACL? (Choose three) 

A. FTP 
B. Telnet 
C. SMTP 
D. DNS 
E. HTTP 
F. POP3 

Answer: D E F 

Explanation 

The access list denies packet entry for TCP & UDP -> all the services on ports 21, 23 and 25 are 
disabled. Services on these ports are FTP (port 21), Telnet (port 23), SMTP (port 25). Other 
services are allowed so D E F are the correct answers. 

Question 2 

What are two characteristics of Telnet? (Choose two) 

A. It sends data in clear text format. 
B. It is no longer supported on Cisco network devices. 
C. It is more secure than SSH. 
D. It requires an enterprise license in order to be implemented. 
E. It requires that the destination device be configured to support Telnet connections. 

Answer: A E 

Explanation 

Telnet, part of the TCP/IP protocol suite, is a virtual terminal protocol that allows you to make 
connections to remote devices, gather information, and run programs. Telnet is considered 
insecure because it transfers all data in clear text -> A is correct. 

The destination device needs to support Telnet connection. For example, if a device doesn’t 
support TCP/IP protocol suit then maybe we can’t telnet to it. 

Question 3 

An administrator issues the command ping 127.0.0.1 from the command line prompt on a PC. If a 
reply is received, what does this confirm? 

A. The PC has connectivity with a local host. 
B. The PC has connectivity with a Layer 3 device. 
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C. The PC has a default gateway correctly configured 
D. The PC has connectivity up to Layer 5 of the OSI model 
E. The PC has the TCP/IP protocol stack correctly installed. 

Answer: E 

Explanation 

The address 127.0.0.1 is called loopback address. When we ping 127.0.0.1, in fact we are pinging 
the local network card and test the TCP/IP protocol suite on our device. 

Question 4 

Where does routing occur within the DoD TCP/IP reference model? 

A. application 
B. internet 
C. network 
D. transport 

Answer: B 

Explanation 

The picture below shows the comparison between TCP/IP model & OSI model. Notice that the 
Internet Layer of TCP/IP is equivalent to the Network Layer which is responsible for routing 
decision. 

 

Question 5 

A host is attempting to send data to another host on a different network. What is the first action 
that the sending host will take? 

A. Drop the data. 
B. Send the data frames to the default gateway. 
C. Create an ARP request to get a MAC address for the receiving host. 
D. Send a TCP SYN and wait for the SYN ACK with the IP address of the receiving host. 

Answer: B 
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Explanation 

Before sending data, the sending host checks if the destination host is inside or outside the local 
network. If it is outside the local network, the data will be sent to the default gateway. 
Question 6 

A TCP/IP Transfer is diagrammed in the exhibit. 
A window size of three has been negotiated for this transfer. Which message will be returned from 
the receiver to the sender as part of this TCP/IP transfer? 

 

A. Send ACK 1-3   

B. Send ACK 3 
C. Send ACK 4 
D. Send ACK 4-6 
E. Send ACK 6 
F. Send ACK 7 

Answer: C 

Explanation 

In response, the receiver replies with an ACK. The acknowledgment number is set to one more 
than the received sequence number. The ACK means “I have got all messages up to sequence 
number n-1 so please send me the message for sequence number n”. 

Question 7 

What is the purpose using the traceroute command? 

A. to map all the devices on a network. 
B. to display the current TCP/IP configuration values. 
C. to see how a device MAC address is mapped to its IP address. 
D. to see the path a packet will take when traveling to a specified destination. 
E. to display the MTU values for each router in a specified network path from source to a 
destination. 

Answer: D 

Question 8 

A network admin wants to know every hop the packets take when he accesses cisco.com. Which 
command is the most appropriate to use? 

http://4.bp.blogspot.com/-Bs48qTJ14_s/T2c9cYy2LJI/AAAAAAAAANg/5Bse_bif54A/s1600/image6.png�
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A. path cisco.com 
B. debugcisco.com 
C. trace cisco.com 
D. traceroute cisco.com 

Answer: D 

Question 9 

Refer to the exhibit. Host A pings Host B. What source MAC address and source IP address are 
contained in the frame as the frame leaves R2 destined for host B? 

 

 

 

A. abcd.abcd.a001 
B. abcd.abcd.b002 
C. abcd.abcd.c003 
D. 10.2.0.15 
E. 10.0.64.1 
F. 10.0.128.15 

Answer: B D 

Explanation 

When packets are sent from Host A to Host B, the source and destination IP addresses are never 
changed and they are the IP addresses of Host A & Host B. Only the MAC addresses will be 
changed to reflect the device of the current network. In this case, when the frame leaves R2 
destined for host B. It will have: 

+ Source IP: IP of Host A - 10.2.0.15 (never changed) 
+ Destination IP: IP of Host B – 10.0.128.15 (never changed) 
+ Source MAC: MAC of Fa0/0 of R2 – abcd.abcd.b002 
+ Destination MAC: MAC of Host B – abcd.abcd.d004 
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Question 10 

Host 1 is trying to communicate with Host 2. The e0 interface on Router C is down. Which of the 
following are true? (Choose two) 

 

 

A. Router C will use ICMP to inform Host 1 that Host 2 cannot be reached. 
B. Router C will use ICMP to inform Router B that Host 2 cannot be reached. 
C. Router C will use ICMP to inform Host 1, Router A, and Router B that Host 2 cannot be reached. 
D. Router C will send a Destination Unreachable message type. 
E. Router C will send a Router Selection message type. 
F. Router C will send a Source Quench message type. 

Answer: A D 

Explanation 

The last known good router will try to inform you that the destination cannot be reached (with a 
Destination Unreachable message type) so from that information you can learn how far your 
packets can travel to and where the problem is. 

Question 11 

Refer to the exhibit. The switch in the graphic has a default configuration and the MAC table is 
fully populated. In addition, this network is operating properly. The graphic represents selected 
header information in a frame leaving host A. What can be concluded from this information? 

 

A. The MAC address of host A is FFFF.FFFF.FFFF. 
B. The router will forward the packet in this frame to the Internet. 
C. The switch will only forward this frame to the attached router interface. 
D. All devices in this LAN except host A will pass the packet to Layer 3. 

http://2.bp.blogspot.com/-hBNm3jXueQw/T2dAFH0iSNI/AAAAAAAAANw/C6xssz-UmhU/s1600/ICMP_Destination_Unreachable.jpg�
http://3.bp.blogspot.com/-KCglczkptEs/T2dBoCd4QLI/AAAAAAAAAN4/UXL9G5QbMbw/s1600/frame_header_information.jpg�


http://www.9tut 41 

 

Answer: D 

Explanation 

This frame is leaving host A so host A is the source of this frame. In this frame, the MAC 
destination is FFFF.FFFF.FFFF which is a broadcast address so Sw1 will flood this frame out all its 
ports except the port it received the frame -> Hosts B, C, D and the interface connected to Sw1 
on R1 will receive this frame. When receiving this frame, they will pass the packet to Layer 3 
(because they consider broadcast address “everyone, including me”). At Layer 3, the Destination 
IP will be checked and only the host (or the interface on the router) with correct IP will respond to 
Host A while others keep silence -> D is correct. 

Just for your information, maybe you can ask “this is a broadcast message so why router R1 
doesn’t drop it?”. Suppose this is an ARP Request message. In fact, R1 drops that packet but it 
also learns that it is an ARP Request so R1 looks up its routing table to find a route to that 
destination. If it can find one, it will send an ARP Reply back for host A”. 

 

CCNA – Show Command Questions 

Question 1 

Refer to the exhibit. What can be determined from the output? 

 

A. 192.168.1.2 is local to the router. 
B. 192.168.3.1 is local to the router. 
C. 192.168.1.2 will age out in less than 1 minute. 
D. 192.168.3.1 has aged out and is marked for deletion. 

Answer: B 

Explanation 

The “Age” field in the “show ip arp” command is the age in minutes of the cache entry. A hyphen 
(-) means the address is local so in this case 192.168.1.1 & 192.168.3.1 are local to this router -
> B is correct. 

Note: The “Age 0″ means that the address was cached less than 1 minute ago. 

Question 2 

Refer to the exhibit. What could be possible causes for the “Serial0/0 is down” interface status? 
(Choose two) 

http://2.bp.blogspot.com/-02NqMw8I24c/T2dFEScbB4I/AAAAAAAAAOA/-okYWeqEkz0/s1600/1.jpg�


http://www.9tut 42 

 

 

A. A Layer 1 problem exists. 
B. The bandwidth is set too low. 
C. A protocol mismatch exists. 
D. An incorrect cable is being used. 
E. There is an incorrect IP address on the Serial 0/0 interface. 

Answer: A D 

Explanation 

The first part of the “Serial0/0 is down, line protocol is down” indicates a layer 1 problem while 
the second part indicates a layer 2 problem -> A is correct. 

Some popular layer 1 problems are listed below: 

+ device power off 
+ device power unplugged 
+ loose network cable connection 
+ incorrect cable type 
+ faulty network cable 

Answer B “The bandwidth is set too low” will not make a layer 1 problem. 
Answer C is a layer 2 problem. 
Answer E is a layer 3 problem. 

Question 3 

Which line from the output of the show ip interface command indicates a layer 1 problem? 

A. Serial0/1 is up, line protocol is down 
B. Serial0/1 is down, line protocol is down 
C. Serial0/1 is up, line protocol is up 
D. Serial0/1 is administratively down, line protocol is down 

Answer: B 

Explanation 

Same as question 2. 
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Question 4 

Refer to the exhibit. What is the meaning of the output MTU 1500 bytes? 

 

 

A. The maximum number of bytes that can traverse this interface per second is 1500. 
B. The minimum segment size that can traverse this interface is 1500 bytes. 
C. The maximum segment size that can traverse this interface is 1500 bytes. 
D. The minimum packet size that can traverse this interface is 1500 bytes. 
E. The maximum packet size that can traverse this interface is 1500 bytes. 
F. The maximum frame size that can traverse this interface is 1500 bytes. 

Answer: E 

Explanation 

The Maximum Transmission Unit (MTU) defines the maximum Layer 3 packet (in bytes) that the 
layer can pass onwards. 

Question 5 

The network administrator normally establishes a Telnet session with the switch from host A. The 
administrator’s attempt to establish a connect via Telnet to the switch from host B fails, but pings 
from host B to other two hosts are successful. What is the issue for this problem? 

 

A. Host B and the switch need to be in the same subnet. 
B. The switch needs an appropriate default gateway assigned. 
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C. The switch interface connected to the router is down. 
D. Host B need to be assigned an IP address in vlan 1. 

Answer: B 

Explanation 

Host A (172.19.1.1) and the management IP address of the Switch (172.19.1.250) are in the 
same subnet so telnet from host A to the switch can be successful even if a default gateway is not 
set on host A. 

But host B (172.19.32.2) and the management IP address of the Switch (172.19.1.250) are not in 
the same subnet so host B needs a default gateway to telnet to the switch. The default gateway 
on host B should be 172.19.32.254. 

Question 6 

Which command displays CPU utilization? 

A. show protocols 
B. show process 
C. show system 
D. show version 

Answer: B 

Question 7 

Refer to the exhibit. You are connected to the router as user Mike. Which command allows you to 
see output from the OSPF debug command? 

 

A. terminal monitor 
B. show debugging 
C. show sessions 
D. show ip ospf interface 

Answer: A 

Explanation 

By default, Cisco IOS does not send log messages to a terminal session over IP like Telnet, SSH 
but console connections do have logging feature enabled by default. To display debug command 
output and system error messages for Telnet or SSH session, use the “terminal monitor” 
command in privileged mode. 
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CCNA – Protocols & Services 

Question 1 

An administrator attempts a traceroute but receives a “Destination Unreachable” message. Which 
protocol is responsible for that message? 

A. RARP 
B. RUDP 
C. ICMP 
D. SNMP 

Answer: C 

Explanation 

The ICMP destination unreachable message is generated by a router (which is reachable) to 
inform the source host that the destination unicast address is unreachable. 

Question 2 

DNS servers provide what service? 

A. They run a spell check on host names to ensure accurate routing 
B. They convert domain names into IP address 
C. Given an IP address.they determine the name of the host that is sought 
D. They map individual hosts to their specific IP addresses 

Answer: B 

Explanation 

For example, when you open a web browser (IE, Firefox…) and type a domain (like google.com). 
This domain will be sent to a DNS server. The DNS server looks up this domain in its database 
and sends back a corresponding IP address which you can use to access that website. 

Note: A DNS server can be a dedicated device for DNS service or integrated into a networking 
device (like router). 

Question 3 

Which of the following protocols uses both TCP and UDP ports? 

A. SMTP 
B. Telnet 
C. FTP 
D. DNS 

Answer: D 

Explanation 

DNS can use either the User Datagram Protocol (UDP) or Transmission Control Protocol (TCP) with 
a destination port of 53. 

Note: 

+Simple Mail Transfer Protocol (SMTP) is specified for mail transport and uses TCP port 25. 
+ Telnet uses TCP on port 23. 
+ File Transfer Protocol (FTP) uses TCP on port 20, 21. 
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+ Trivial File Transfer Protocol (TFTP) uses UDP on port 69. 
+ HTTP Secure (HTTPS) uses TCP on port 443. 

Question 4 

Which protocol should be used to establish a secure terminal connection to a remote network 
device? 

A. ARP 
B. SSH 
C. Telnet 
D. WEP 
E. SNMPv1 
F. SNMPv2 

Answer: B 

Explanation 

Secure Shell (SSH) protocols secure terminal session data across insecure environments such as 
the internet. 

Question 5 

A network administrator issues the ping 192.168.2.5 command and successfully tests connectivity 
to a host that has been newly connected to the network. Which protocols were used during the 
test? (Choose two) 

A. ARP 
B. CDP 
C. DHCP 
D. DNS 
E. ICMP 

Answer: A E 

Explanation 

In this question we are not sure the host 192.168.2.5 is in or outside the local network. But in 
both cases the ARP protocol are used to get the MAC address: 

+ If host 192.168.2.5 is inside the local network, our device will broadcast an ARP Request to ask 
the MAC address of the host 192.168.2.5 (something like “If your IP is 192.168.2.5, please send 
me your MAC address”). 
+ If host 192.168.2.5 is outside the local network, our device will broadcast an ARP Request to 
ask the MAC address of the local port (the port in the same subnet with our device) of the default 
gateway. Notice that the IP of the default gateway has been already configured in our device. 

-> In both cases, our device must broadcast an ARP Request -> A is correct. 

After getting the ARP of the destination device, our device will use ICMP protocol to send the 
“ping” -> E is correct. 

Note: The question states “the host has been newly connected to the network” which means our 
device hasn’t had the MAC address of this host in its ARP table -> it needs to send ARP Request. 

There is one situation which makes answer A incorrect: the newly connected host is outside the 
network but our device has already learned the MAC address of the default gateway -> in this 
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case no ARP Request will be sent. So I assume the question wants to imply the newly connected 
host is in the local network. 

Question 6 

Which network protocol does DNS use? 

A. FTP 
B. TFTP 
C. TCP 
D. UDP 
E. SCP 

Answer: D 

Explanation 

It is funny that in Question 3 I answered “DNS uses both TCP & UDP” but in this question we can 
only choose one answer and it should be “DNS uses UDP”. So I wish to explain more: 

Normally a client sends a DNS Query using UDP Protocol over Port 53. If it does not get response 
from a DNS Server, it must re-transmit the DNS Query using TCP after 3-5 seconds. So we can 
say DNS prefers using UDP to TCP -> the answer should be UDP. 

Question 7 

When two hosts are trying to communicate across a network, how does the host originating the 
communication determine the hardware address of the host that it wants to “talk” to? 

A. RARP request 
B. Show Network Address request 
C. Proxy ARP request 
D. ARP request 
E. Show Hardware Address request 

Answer: D 

Explanation 

The address resolution protocol (ARP) is a protocol used to map IP network addresses to the 
hardware addresses. 

+ If the destination host is inside the local network, the originating host will broadcast an ARP 
Request to ask the MAC address of that host. 
+ If the destination host is outside the local network, the originating host will broadcast an ARP 
Request to ask the MAC address of the local port (the port in the same subnet with our device) of 
the default gateway. Notice that the IP of the default gateway has been already configured in our 
device. 

 

 

CCNA – Protocols & Services 

Question 1 

An administrator attempts a traceroute but receives a “Destination Unreachable” message. Which 
protocol is responsible for that message? 
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A. RARP 
B. RUDP 
C. ICMP 
D. SNMP 

Answer: C 

Explanation 

The ICMP destination unreachable message is generated by a router (which is reachable) to 
inform the source host that the destination unicast address is unreachable. 

Question 2 

DNS servers provide what service? 

A. They run a spell check on host names to ensure accurate routing 
B. They convert domain names into IP address 
C. Given an IP address.they determine the name of the host that is sought 
D. They map individual hosts to their specific IP addresses 

Answer: B 

Explanation 

For example, when you open a web browser (IE, Firefox…) and type a domain (like google.com). 
This domain will be sent to a DNS server. The DNS server looks up this domain in its database 
and sends back a corresponding IP address which you can use to access that website. 

Note: A DNS server can be a dedicated device for DNS service or integrated into a networking 
device (like router). 

Question 3 

Which of the following protocols uses both TCP and UDP ports? 

A. SMTP 
B. Telnet 
C. FTP 
D. DNS 

Answer: D 

Explanation 

DNS can use either the User Datagram Protocol (UDP) or Transmission Control Protocol (TCP) with 
a destination port of 53. 

Note: 

+Simple Mail Transfer Protocol (SMTP) is specified for mail transport and uses TCP port 25. 
+ Telnet uses TCP on port 23. 
+ File Transfer Protocol (FTP) uses TCP on port 20, 21. 
+ Trivial File Transfer Protocol (TFTP) uses UDP on port 69. 
+ HTTP Secure (HTTPS) uses TCP on port 443. 
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Question 4 

Which protocol should be used to establish a secure terminal connection to a remote network 
device? 

A. ARP 
B. SSH 
C. Telnet 
D. WEP 
E. SNMPv1 
F. SNMPv2 

Answer: B 

Explanation 

Secure Shell (SSH) protocols secure terminal session data across insecure environments such as 
the internet. 

Question 5 

A network administrator issues the ping 192.168.2.5 command and successfully tests connectivity 
to a host that has been newly connected to the network. Which protocols were used during the 
test? (Choose two) 

A. ARP 
B. CDP 
C. DHCP 
D. DNS 
E. ICMP 

Answer: A E 

Explanation 

In this question we are not sure the host 192.168.2.5 is in or outside the local network. But in 
both cases the ARP protocol are used to get the MAC address: 

+ If host 192.168.2.5 is inside the local network, our device will broadcast an ARP Request to ask 
the MAC address of the host 192.168.2.5 (something like “If your IP is 192.168.2.5, please send 
me your MAC address”). 
+ If host 192.168.2.5 is outside the local network, our device will broadcast an ARP Request to 
ask the MAC address of the local port (the port in the same subnet with our device) of the default 
gateway. Notice that the IP of the default gateway has been already configured in our device. 

-> In both cases, our device must broadcast an ARP Request -> A is correct. 

After getting the ARP of the destination device, our device will use ICMP protocol to send the 
“ping” -> E is correct. 

Note: The question states “the host has been newly connected to the network” which means our 
device hasn’t had the MAC address of this host in its ARP table -> it needs to send ARP Request. 

There is one situation which makes answer A incorrect: the newly connected host is outside the 
network but our device has already learned the MAC address of the default gateway -> in this 
case no ARP Request will be sent. So I assume the question wants to imply the newly connected 
host is in the local network. 
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Question 6 

Which network protocol does DNS use? 

A. FTP 
B. TFTP 
C. TCP 
D. UDP 
E. SCP 

Answer: D 

Explanation 

It is funny that in Question 3 I answered “DNS uses both TCP & UDP” but in this question we can 
only choose one answer and it should be “DNS uses UDP”. So I wish to explain more: 

Normally a client sends a DNS Query using UDP Protocol over Port 53. If it does not get response 
from a DNS Server, it must re-transmit the DNS Query using TCP after 3-5 seconds. So we can 
say DNS prefers using UDP to TCP -> the answer should be UDP. 

Question 7 

When two hosts are trying to communicate across a network, how does the host originating the 
communication determine the hardware address of the host that it wants to “talk” to? 

A. RARP request 
B. Show Network Address request 
C. Proxy ARP request 
D. ARP request 
E. Show Hardware Address request 

Answer: D 

Explanation 

The address resolution protocol (ARP) is a protocol used to map IP network addresses to the 
hardware addresses. 

+ If the destination host is inside the local network, the originating host will broadcast an ARP 
Request to ask the MAC address of that host. 
+ If the destination host is outside the local network, the originating host will broadcast an ARP 
Request to ask the MAC address of the local port (the port in the same subnet with our device) of 
the default gateway. Notice that the IP of the default gateway has been already configured in our 
device. 

 

 

CCNA – WAN 

If you are not sure about Frame Relay, please read my Frame Relay tutorial. 
 
Frame Relay Tutorial 
Let’s start this article with the question: Why do we need Frame Relay? 

Let’s take a simple example. Suppose you are working in a big company and your company has 
just expanded to two new locations. The main site is connected to two branch offices, named 

http://www.9tut.com/frame-relay-tutorial
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Branch 1 & Branch 2 and your boss wants these two branches can communicate with the main 
site. The most simple solution is to connect them directly (called a leased line) as shown below: 

 
To connect to these two branches, the main site router, HeadQuarter, requires two serial 
interfaces which a router can provide. But what happens when the company expands to 10 
branches, 50 branches? For each point-to-point line, HeadQuarter needs a separate physical serial 
interface (and maybe a separate CSU/DSU if it is not integrated into the WAN card). As you can 
imagine, it will need many routers with many interfaces and lots of rack space for the routers and 
CSU/DSUs. Maybe we should use another solution for this problem? Luckily, Frame Relay can do 
it! 

By using Frame Relay we only need one serial interface at the HeadQuarter to connect to all 
branches. This is also true when we expand to 10 or 50 branches. Moreover, the cost is much 
lesser than using leased-lines. 

 
Frame Relay is a high-performance WAN protocol that operates at the physical and data link 
layers of the OSI reference model. It offers lower-cost data transfer when compared to typical 
point-to-point applications, by using virtual connections within the frame relay network and by 
combining those connections into a single physical connection at each location. Frame relay 
providers use a frame relay switch to route the data on each virtual circuit to the appropriate 
destination. 

Maybe these terminologies of Frame Relay are difficult to understand so we will explain them in 
more detail in this article. 

DCE & DTE 

The first concept in Frame Relay you must grasp is about DTE & DCE: 

+ Data terminal equipment (DTE), which is actually the user device and the logical Frame-relay 
end-system 
+ Data communication equipment (DCE, also called data circuit-terminating equipment), which 
consists of modem and packet switch 

In general, the routers are considered DTE, and the Frame Relay switches are DCE. The purpose 
of DCE equipment is to provide clocking and switching services in a network. In our example, 
HeadQuarter, Branch 1 & Branch 2 are DTEs while Frame Relay switches are DCEs. 
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Virtual Circuits 

The logical connection through the Frame Relay network between two DTEs is called a virtual 
circuit (VC). The term “virtual” here means that the two DTEs are not connected directly but 
through a network. For example, the HeadQuarter & Branch 1 (or Branch 2) can communicate 
with each other as if they were directly connected but in fact they are connected through a Frame 
Relay network with many Frame Relay switches between them. 

 
There are two types of VCs 
+ switched virtual circuits (SVCs): are temporary connections that are only used when there 
is sporadic data transfer between DTE devices across the Frame Relay network. SVC is set up 
dynamically when needed. SVC connections require call setup and termination for each 
connection. 
+ permanent virtual circuits (PVCs): A predefined VC. A PVC can be equated to a leased line 
in concept. 

Nowadays most service providers offer PVC service only to save additional costs for signaling and 
billing procedures. 

Question 1 

The command frame-relay map ip 10.121.16.8 102 broadcast was entered on the router. Which of 
the following statements is true concerning thiscommand? 

A: This command should be executed from the global configuration mode. 

B: The IP address 10.121.16.8 is the local router port used to forward data. 

C: 102 is the remote DLCI that will receive the information. 

D: This command is required for all Frame Relay configurations. 

E: The broadcast option allows packets, such as RIP updates, to be forwarded across the PVC. 

Answer: E 

Explanation: 

The command frame-relay map ip 10.121.16.8 102 broadcast means to mapping the distal IP 
10.121.16.8 102 to the local DLCI 102. When the “broadcast” keyword is included, it turns Frame 
Relay network as a broadcast network, which can forward broadcasts 

Question 2 

Refer to the exhibit. Which statement describes DLCI 17? 
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A: DLCI 17 describes the ISDN circuit between R2 and R3. 

B: DLCI 17 describes a PVC on R2. It cannot be used on R3 or R1. 

C: DLCI 17 is the Layer 2 address used by R2 to describe a PVC to R3. 

D: DLCI 17 describes the dial-up circuit from R2 and R3 to the service provider. 

Answer: C 

Explanation: 

DLCI stands for Data Link Connection Identifier. DLCI values are used on Frame Relay interfaces 
to distinguish between different virtual circuits. DLCIs have local significance because the 
identifier references the point between the local router and the local Frame Relay switch to which 
the DLCI is connected. 

Question 3 

A default Frame Relay WAN is classified as what type of physical network? 

A: point-to-point 

B: broadcast multi-access 

C: nonbroadcast multi-access 

D: nonbroadcast multipoint 

E: broadcast point-to-multipoint 

Answer: C 

Explanation: 

Non-Broadcast Multi-Access (NBMA) networks are types such as Frame Relay, X.25, and 
Asynchronous Transfer Mode (ATM). These networks allow for multi-access, but have no 
broadcast ability like Ethernet 

Question 4 

Which of the following are key characteristics of PPP? (Choose three.) 

A: can be used over analog circuits 
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B: maps Layer 2 to Layer 3 address 

C: encapsulates several routed protocols 

D: supports IP only 

E: provides error correction 

Answer: A C E 

Explanation 

Below is some more information about PPP: 

PPP (Point-to-Point Protocol) allows authentication such as Password Authentication Protocol (PAP) 
and Challenge Handshake Authentication Protocol (CHAP) and multilink connections (allow several 
separate physical paths to appear to be one logical path at layer 3) and can be run over 
asynchronous and synchronous links. 

PPP can work with numerous network layer protocols, including Internet Protocol (IP), Novell’s 
Internetwork Packet Exchange (IPX), NBF and AppleTalk. 

PPP only supports error detection, not error correction so answer E should be understood as 
“provides error detection”. It is a mistake of this question. 

Question 5 

Which three Layer 2 encapsulation types would be used on a WAN rather than a LAN? (Choose 
three) 

A: HDLC 

B: Ethernet 

C: Token Ring 

D: PPP 

E: FDDI 

F: Frame Relay 

Answer: A D F 

Question 6 

Refer to the exhibit. What is the meaning of the term dynamic as displayed in the output of the 
show frame-relay map command shown? 

 

A: The Serial0/0 interface is passing traffic. 

B: The DLCI 100 was dynamically allocated by the router 

C: The Serial0/0 interface acquired the IP address of 172.16.3.1 from a DHCP server 

D: The DLCI 100 will be dynamically changed as required to adapt to changes in the Frame Relay 
cloud 
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E: The mapping between DLCI 100 and the end station IP address 172.16.3.1 was learned 
through Inverse ARP 

Answer: E 

Explanation 

The term dynamic indicates that the DLCI number and the remote router IP address 172.16.3.1 
are learned via the Inverse ARP process. 

Inverse ARP is a technique by which dynamic mappings are constructed in a network, allowing a 
device such as a router to locate the logical network address and associate it with a permanent 
virtual circuit (PVC). 

Question 7 

Which of the following describes the roles of devices in a WAN? (Choose three.) 

A: A CSU/DSU terminates a digital local loop 

B: A modem terminates a digital local loop 

C: A CSU/DSU terminates an analog local loop 

D: A modem terminates an analog local loop 

E: A router is commonly considered a DTE device 

F: A router is commonly considered a DCE device 

Answer: A D E 

Explanation 

The idea behind a WAN is to be able to connect two DTE networks together through a DCE 
network. The network’s DCE device (includes CSU/DSU) provides clocking to the DTE-connected 
interface (the router’s serial interface). 

 

 

 

Question 8 

How should a router that is being used in a Frame Relay network be configured to avoid split 
horizon issues from preventing routing updates? 

A: Configure a separate sub-interface for each PVC with a unique DLCI and subnet assigned to the 
sub-interface 
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B: Configure each Frame Relay circuit as a point-to-point line to support multicast and broadcast 
traffic 

C: Configure many sub-interfaces on the same subnet 

D: Configure a single sub-interface to establish multiple PVC connections to multiple remote 
router interfaces 

Answer: A 

Question 9 

What can a network administrator utilize by using PPP Layer 2 encapsulation? (Choose three.) 

A: VLAN support 

B: compression 

C: authentication 

D: sliding windows 

E: multilink support 

F: quality of service 

Answer: B C E 

Question 10 

The Frame Relay network in the diagram is not functioning properly. What is the cause of the 
problem? 

 

 

 

A: The Gallant router has the wrong LMI type configured 

B: Inverse ARP is providing the wrong PVC information to the Gallant router 
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C: The S3 interface of the Steele router has been configured with the frame-relay encapsulation 
ietf command 

D: The frame-relay map statement in the Attalla router for the PVC to Steele is not correct 

E: The IP address on the serial interface of the Attalla router is configured incorrectly 

Answer: D 

Explanation 

At Attalla router, we find a deleted status but the next map statement indicates an active status, 
which if for Gallant. Therefore we can deduce the map statement for the PVC from Attalla to 
Steele is incorrect. Incorrect DLCI assignments that are configured normally shown up as 
“deleted” in the frame relay maps. 
 

Question 11 

Users have been complaining that their Frame Relay connection to the corporate site is very slow. 
The network administrator suspects that the link is overloaded. Based on the partial output of 
the Router#show frame relay pvc command shown in the graphic, which output value indicates to 
the local router that traffic sent to the corporate site is experiencing congestion? 

 

 

A. DLCI=100 
B. last time PVC status changed 00:25:40 
C. in BECN packets 192 
D. in FECN packets 147 
E. in DF packets 0 

Answer: C 

Question 12 

When troubleshooting a Frame Relay connection, what is the first step when performing a 
loopback test? 
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A. Set the encapsulation of the interface to HDLC. 
B. Place the CSU/DSU in local-loop mode. 
C. Enable local-loop mode on the DCE Frame Relay router. 
D. Verify that the encapsulation is set to Frame Relay. 

Answer: A 

Explanation 

The first thing when performing a loopback test on a Frame Relay connection is to reconfigure the 
encapsulation of the interface to HDLC protocol instead of Frame Relay protocol. The main reason 
is Frame Relay requires a pair of DCE/DTE which cannot be used in a loopback test. 

For more information about steps of trouble shooting Frame Relay, please 
read:http://www.cisco.com/en/US/tech/tk713/tk237/technologies_tech_note09186a008014f8a7.s
html#topic20 

For your information, below is a paragraph quoted from the above link: 

“Serial0 is down, line protocol is down” 

This output means you have a problem with the cable, channel service unit/data service unit 
(CSU/DSU), or the serial line. You need to troubleshoot the problem with a loopback test. To do a 
loopback test, follow the steps below: 

1. Set the serial line encapsulation to HDLC and keepalive to 10 seconds. To do so, issue the 
commands encapsulation hdlc and keepalive 10 under the serial interface. 
2. Place the CSU/DSU or modem in local loop mode. If the line protocol comes up when the CSU, 
DSU or modem is in local loopback mode (indicated by a “line protocol is up (looped)” message), 
it suggests that the problem is occurring beyond the local CSU/DSU. If the status line does not 
change states, there is possibly a problem in the router, connecting cable, CSU/DSU or modem. In 
most cases, the problem is with the CSU/DSU or modem. 
3. Ping your own IP address with the CSU/DSU or modem looped. There should not be any 
misses. An extended ping of 0×0000 is helpful in resolving line problems since a T1 or E1 derives 
clock from data and requires a transition every 8 bits. B8ZS ensures that. A heavy zero data 
pattern helps to determine if the transitions are appropriately forced on the trunk. A heavy ones 
pattern is used to appropriately simulate a high zero load in case there is a pair of data inverters 
in the path. The alternating pattern (0×5555) represents a “typical” data pattern. If your pings 
fail or if you get cyclic redundancy check (CRC) errors, a bit error rate tester (BERT) with an 
appropriate analyzer from the telco is needed. 
4. When you are finished testing, make sure you return the encapsulation to Frame Relay. 

Question 13 

What occurs on a Frame Relay network when the CIR is exceeded? 

A. All TCP traffic is marked discard eligible. 
B. All UDP traffic is marked discard eligible and a BECN is sent. 
C. All TCP traffic is marked discard eligible and a BECN is sent. 
D. All traffic exceeding the CIR is marked discard eligible. 

Answer: D 

 

 

http://www.cisco.com/en/US/tech/tk713/tk237/technologies_tech_note09186a008014f8a7.shtml#topic20
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Explanation 

Committed information rate (CIR): The minimum guaranteed data transfer rate agreed to by the 
Frame Relay switch. Frames that are sent in excess of the CIR are marked as discard eligible (DE) 
which means they can be dropped if the congestion occurs within the Frame Relay network. 

Note: In the Frame Relay frame format, there is a bit called Discard eligible (DE) bit that is used 
to identify frames that are first to be dropped when the CIR is exceeded. 

Question 14 

When troubleshooting a Frame Relay connection, what is the first step when performing a 
loopback test? 

A. Set the encapsulation of the interface to HDLC. 
B. Place the CSU/DSU in local-loop mode. 
C. Enable local-loop mode on the DCE Frame Relay router. 
D. Verify that the encapsulation is set to Frame Relay. 

Answer: A 

Explanation 

The first thing when performing a loopback test on a Frame Relay connection is to reconfigure the 
encapsulation of the interface to HDLC protocol instead of Frame Relay protocol. The main reason 
is Frame Relay requires a pair of DCE/DTE which cannot be used in a loopback test. 

For more information about steps of trouble shooting Frame Relay, please 
read:http://www.cisco.com/en/US/tech/tk713/tk237/technologies_tech_note09186a008014f8a7.s
html#topic20 

For your information, below is a paragraph quoted from the above link: 

“Serial0 is down, line protocol is down” 

This output means you have a problem with the cable, channel service unit/data service unit 
(CSU/DSU), or the serial line. You need to troubleshoot the problem with a loopback test. To do a 
loopback test, follow the steps below: 

1. Set the serial line encapsulation to HDLC and keepalive to 10 seconds. To do so, issue the 
commands encapsulation hdlc and keepalive 10 under the serial interface. 
2. Place the CSU/DSU or modem in local loop mode. If the line protocol comes up when the CSU, 
DSU or modem is in local loopback mode (indicated by a “line protocol is up (looped)” message), 
it suggests that the problem is occurring beyond the local CSU/DSU. If the status line does not 
change states, there is possibly a problem in the router, connecting cable, CSU/DSU or modem. In 
most cases, the problem is with the CSU/DSU or modem. 
3. Ping your own IP address with the CSU/DSU or modem looped. There should not be any 
misses. An extended ping of 0×0000 is helpful in resolving line problems since a T1 or E1 derives 
clock from data and requires a transition every 8 bits. B8ZS ensures that. A heavy zero data 
pattern helps to determine if the transitions are appropriately forced on the trunk. A heavy ones 
pattern is used to appropriately simulate a high zero load in case there is a pair of data inverters 
in the path. The alternating pattern (0×5555) represents a “typical” data pattern. If your pings 
fail or if you get cyclic redundancy check (CRC) errors, a bit error rate tester (BERT) with an 
appropriate analyzer from the telco is needed. 
4. When you are finished testing, make sure you return the encapsulation to Frame Relay. 

 

http://www.cisco.com/en/US/tech/tk713/tk237/technologies_tech_note09186a008014f8a7.shtml#topic20
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Question 15 

What occurs on a Frame Relay network when the CIR is exceeded? 

A. All TCP traffic is marked discard eligible. 
B. All UDP traffic is marked discard eligible and a BECN is sent. 
C. All TCP traffic is marked discard eligible and a BECN is sent. 
D. All traffic exceeding the CIR is marked discard eligible. 

Answer: D 

Explanation 

Committed information rate (CIR): The minimum guaranteed data transfer rate agreed to by the 
Frame Relay switch. Frames that are sent in excess of the CIR are marked as discard eligible (DE) 
which means they can be dropped if the congestion occurs within the Frame Relay network. 

Note: In the Frame Relay frame format, there is a bit called Discard eligible (DE) bit that is used 
to identify frames that are first to be dropped when the CIR is exceeded. 

Question 16 

What are two characteristics of Frame Relay point-to-point subinterfaces? (Choose two) 

A. They create split-horizon issues. 
B. They require a unique subnet within a routing domain. 
C. They emulate leased lines. 
D. They are ideal for full-mesh topologies. 
E. They require the use of NBMA options when using OSPF. 

Answer: B C 

Question 17 

The output of the show frame-relay pvc command shows ”PVC STATUS=INACTIVE”. What does 
this mean? 

A. The PVC is configured correctly and is operating normally,but no data packets have been 
detected for more than five minutes. 
B. The PVC is configured correctly, is operating normally and is no longer actively seeking the 
address the remote route, 
C. The PVC is configured correctly, is operating normally and is waiting for interesting to trigger a 
call to the remote router. 
D. The PVC is configured correctly on the local switch, but there is a problem on the remote end of 
the PVC. 
E. The PVC is not configured on the switch. 

Answer: D 

Explanation 

The PVC STATUS displays the status of the PVC. The DCE device creates and sends the report to 
the DTE devices. There are 4 statuses: 

+ ACTIVE: the PVC is operational and can transmit data 
+ INACTIVE: the connection from the local router to the switch is working, but the connection to 
the remote router is not available 
+ DELETED: the PVC is not present and no LMI information is being received from the Frame 
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Relay switch 
+ STATIC: the Local Management Interface (LMI) mechanism on the interface is disabled (by 
using the “no keepalive” command). This status is rarely seen so it is ignored in some books. 

Question 18 

Which encapsulation type is a Frame Relay encapsulation type that is supported by Cisco routers? 

A. Q933-A Annex A 
B. IETF 
C. ANSI Annex D 
D. HDLC 

Answer: B 

Explanation 

Cisco supports two Frame Relay encapsulation types: the Cisco encapsulation and the IETF Frame 
Relay encapsulation, which is in conformance with RFC 1490 and RFC 2427. The former is often 
used to connect two Cisco routers while the latter is used to connect a Cisco router to a non-Cisco 
router. You can test with your Cisco router when typing the command Router(config-
if)#encapsulation frame-relay ? on a WAN link. Below is the output of this command (notice Cisco 
is the default encapsulation so it is not listed here, just press Enter to use it). 

 

Note: Three LMI options are supported by Cisco routers are ansi, Cisco, and Q933a. They 
represent the ANSI Annex D, Cisco, and ITU Q933-A (Annex A) LMI types, respectively. 

HDLC is a WAN protocol same as Frame-Relay and PPP so it is not a Frame Relay encapsulation 
type. 

 
 

CCNA – IP Address Questions 

Question 1 

Which IP address can be assigned to an Internet interface? 

A. 10.180.48.224 
B. 9.255.255.10 
C. 192.168.20.223 
D. 172.16.200.18 

Answer: B 

Explanation 

The IP address which can be assigned to an Internet interface is a public IP address. Private IP 
address are found in the following ranges: 

* From 10.0.0.0 to 10.255.255.255 
* From 172.16.0.0 to 172.31.255.255 
* From 192.168.0.0 to 192.168.255.255 
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Also some special IP addresses (like the local loopback address 127.0.0.1, multicast addresses…) 
can’t be assigned to an Internet interface. 

In this question only answer B doesn’t belong to the range of private IP address -> B is the 
correct answer. 

Question 2 

What will happen if a private IP address is assigned to a public interface connected to an ISP? 

A. Addresses in a private range will be not routed on the Internet backbone. 
B. Only the ISP router will have the capability to access the public network. 
C. The NAT process will be used to translate this address in a valid IP address. 
D. Several automated methods will be necessary on the private network. 
E. A conflict of IP addresses happens, because other public routers can use the same range. 

Answer: A 

Question 3 

When is it necessary to use a public IP address on a routing interface? 

A. Connect a router on a local network. 
B. Connect a router to another router. 
C. Allow distribution of routes between networks. 
D. Translate a private IP address. 
E. Connect a network to the Internet. 

Answer: E 

Question 4 

When a DHCP server is configured, which two IP addresses should never be assignable to hosts? 
(Choose two) 

A. network or subnetwork IP address 
B. broadcast address on the network 
C. IP address leased to the LAN 
D. IP address used by the interfaces 
E. manually assigned address to the clients 
F. designated IP address to the DHCP server 

Answer: A B 

Explanation 

Network or subnetwork IP address (for example 11.0.0.0/8 or 13.1.0.0/16) and broadcast address 
(for example 23.2.1.255/24) should never be assignable to hosts. When try to assign these 
addresses to hosts, you will receive an error message saying that they can’t be assignable. 

Question 6 

The network administrator has asked you to check the status of the workstation’s IP stack by 
pinging the loopback address. Which address would you ping to perform this task? 

A. 10.1.1.1 
B. 127.0.0.1 
C. 192.168.0.1 
D. 239.1.1.1 



http://www.9tut 63 

 

Answer: B 

Explanation 

The IP address of 127.0.0.1 is the well-known loopback IP address on a computer. When try 
pinging this address, you are testing if the TCP/IP stack is working or not. 

Question 7 

Which command is used to see the path taken by packets across an IP network? 

A. show ip route 
B. show route 
C. traceroute 
D. trace ip route 

Answer: C 

Explanation 

Notice that “traceroute” is the command used on a Cisco router while the “tracert” is the 
command used in MSDOS of Windows. They have the same purpose of finding the path that 
packets use to reach a destination network. 

Question 8 

Refer to the exhibit. Which value will be configured for Default Gateway of the Local Area 
Connection? 

 

A. 10.0.0.0 
B. 10.0.0.254 
C. 192.223.129.0 
D. 192.223.129.254 

Answer: B 

Explanation 
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The default gateway IP address must be on the same network with the configured host’s IP 
address and not is the network or broadcast address -> B is correct. 

Question 9 

Which of the following describe private IP addresses? (Choose two) 

A. addresses chosen by a company to communicate with the Internet 
B. addresses that cannot be routed through the public Internet 
C. addresses that can be routed through the public Internet 
D. a scheme to conserve public addresses 
E. addresses licensed to enterprises or ISPs by an Internet registry organization 

Answer: B D 

Question 10 

Refer to the exhibit. A network technician is asked to design a small network with redundancy. 
The exhibit represents this design, with all hosts configured in the same VLAN. What conclusions 
can be made about this design? 

 

 

A. The design will function as intended 
B. Spanning-tree will need to be used. 
C. The router will not accept the addressing scheme. 
D. The connection between switches should be a trunk. 
E. The router interfaces must be encapsulated with the 802.1Q protocol. 

Answer: C 

Explanation 

Each interface on a router must be in a different network. If two interfaces are in the same 
network, the router will not accept it and show error when the administrator assigns it. 

 

 

CCNA – IP Routing Questions 

 

Question 1 
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Refer to the exhibit. Assume that the routing protocol referenced in each choice below is 
configured with its default settings and the given routing protocol is running on all the routers. 
Which two conditional statements accurately state the path that will be chosen between networks 
10.1.0.0 and 10.3.2.0 for the routing protocol mentioned? (Choose two) 

 

 

A. If OSPF is the routing protocol, the path will be from R1 to R3 to R4 to R5. 
B. If OSPF is the routing protocol, the path will be from R1 to R2 to R5. 
C. If OSPF is the routing protocol, the path will be from R1 to R5. 
D. If RIPv2 is the routing protocol, the path will be from R1 to R3 to R4 to R5. 
E. If RIPv2 is the routing protocol, the path will be from R1 to R5. 

Answer: A E 

Explanation 

First we need to know the speed of these links: 

+ T1: 1.544 Mbps 
+ 10BaseT: 10 Mbps 
+ 100BaseT (often referred to as FastEthernet): 100Mbps 

OSPF chooses the best path via bandwidth while RIP only uses hop count (the sum of routers to 
reach the destination). 

Therefore if OSPF is used, it will choose the path R1 -> R3 -> R4 -> R5 because these links have 
much higher speed than other paths -> A is correct. 

But if RIP is used it only counts the number of routers to reach the destination (the less the 
better) so it will choose path R1 -> R5 (hop count: 1) -> E is correct. 

Question 2 

Refer to the exhibit. Which three statements are true about how router JAX will choose a path to 
the 10.1.3.0/24 network when different routing protocols are configured? (Choose three) 

http://2.bp.blogspot.com/-GszG-HaI0l8/T2iWWI0fAiI/AAAAAAAAARI/Jd7WinAdgDg/s1600/multiple_routing_protocols.jpg�


http://www.9tut 66 

 

 

A. By default, if RIPv2 is the routing protocol, only the path JAX-ORL will be installed into the 
routing table. 
B. The equal cost paths JAX-CHI-ORL and JAX- NY-ORL will be installed in the routing table if 
RIPv2 is the routing protocol. 
C. When EIGRP is the routing protocol, only the path JAX-ORL will be installed in the routing table 
by default. 
D. When EIGRP is the routing protocol, the equal cost paths JAX-CHI-ORL, and JAX-NY-ORL will be 
installed in the routing table by default. 
E. With EIGRP and OSPF both running on the network with their default configurations, the EIGRP 
paths will be installed in the routing table. 
F. The OSPF paths will be installed in the routing table, if EIGRP and OSPF are both running on the 
network with their default configurations. 

Answer: A D E 

Explanation 

First we need to know the speed of these links: 

+ T1: 1.544 Mbps 
+ T3: 45 Mbps (each T3 line consists of 28 T1 lines) 

RIP chooses the path with minimum hop count to reach the destination so it will choose JAX-ORL 
path -> A is correct. 

EIGRP, by default, calculates metric via bandwidth & delay (metric = bandwidth + delay). Delay 
parameter can be ignored in this case so EIGRP will choose the path via metric. Both the path 
JAX-CHI-ORL and JAX- NY-ORL have the same metric (each includes two T3 lines) so EIGRP will 
use these paths -> D is correct. 

EIGRP has lower Administrative Distance than OSPF (EIGRP: 90 < OSPF: 110) which is better -> 
EIGRP will be preferred to OSPF -> E is correct. 

Question 3 

Refer to the exhibit. The network administrator must establish a route by which London 
workstations can forward traffic to the Manchester workstations. What is the simplest way to 
accomplish this? 
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A. Configure a dynamic routing protocol on London to advertise all routes to Manchester. 
B. Configure a dynamic routing protocol on London to advertise summarized routes to 
Manchester. 
C. Configure a dynamic routing protocol on Manchester to advertise a default route to the London 
router. 
D. Configure a static default route on London with a next hop of 10.1.1.1. 
E. Configure a static route on London to direct all traffic destined for 172.16.0.0/22 to 10.1.1.2. 
F. Configure Manchester to advertise a static default route to London. 

Answer: E 

Question 4 

Which command is used to configure a default route? 

A. ip route 172.16.1.0 255.255.255.0 0.0.0.0 
B. ip route 172.16.1.0 255.255.255.0 172.16.2.1 
C. ip route 0.0.0.0 255.255.255.0 172.16.2.1 
D. ip route 0.0.0.0 0.0.0.0 172.16.2.1 

Answer: D 

Explanation 

The simple syntax of static route: 

ip route destination-network-address subnet-mask {next-hop-IP-address | exit-
interface}+ destination-network-address: destination network address of the remote network 
+ subnet mask: subnet mask of the destination network 
+ next-hop-IP-address: the IP address of the receiving interface on the next-hop router 
+ exit-interface: the local interface of this router where the packets will go out 

In the statement “ip route 0.0.0.0 0.0.0.0 172.16.2.1″: 
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+ 0.0.0.0 0.0.0.0: refer to any network 
+ 172.16.2.1: the next-hop-IP-address 

Question 5 

If IP routing is enabled, which two commands set the gateway of last resort to the default 
gateway? (Choose two) 

A. ip default-gateway 0.0.0.0 
B. ip route 172.16.2.1 0.0.0.0 0.0.0.0 
C. ip default-network 0.0.0.0 
D. ip default-route 0.0.0.0 0.0.0.0 172.16.2.1 
E. ip route 0.0.0.0 0.0.0.0 172.16.2.1 

Answer: C E 

Question 6 

What must be set correctly when configuring a serial interface so that higher-level protocols 
calculate the best route? 

A. bandwidth 
B. delay 
C. load 
D. reliability 

Answer: A 

Explanation 

Higher-level protocols (OSPF, EIGRP) calculate the best route mainly based on bandwidth so it 
must be set correctly -> A is correct. 

Question 7 

Which destination addresses will be used by Host A to send data to Host C? (Choose two) 

 

 

A. the IP address of Switch 1 
B. the MAC address of Switch 1 
C. the IP address of Host C 
D. the MAC address of Host C 
E. the IP address of the router’s E0 interface 
F. the MAC address of the router’s E0 interface 
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Answer: C F 

Explanation 

While transferring data through many different networks, the source and destination IP addresses 
are not changed. Only the source and destination MAC addresses are changed. So in this case 
Host A will use the IP address of Host C and the MAC address of E0 interface to send data. When 
the router receives this data, it replaces the source MAC address with it own E1 interface’s MAC 
address and replaces the destination MAC address with Host C’s MAC address before sending to 
Host C -> C and F are correct. 

Question 8 

Which routing protocols can be used within the enterprise network shown in the diagram? (Choose 
three) 

 

 

A. RIPv1 
B. RIP v2 
C. IGRP 
D. OSPF 
E. BGP 
F. EIGRP 

Answer: B D F 

Explanation 

RIPv1 & IGRP can not be used in this network because they do not support Variable Length 
Subnet Masking (VLSM) -> A and C are not correct. 

BGP is a complicated routing protocol between different network (usually very big) or different 
Autonomous System. For example BGP can be used between two Internet Service Providers (ISP). 
The above network is very small in an enterprise so BGP is not a suitable choice -> E is not 
correct. 

RIPv2 supports VLSM and can be used in networks which have less than 15 routers -> B is 
correct. 

OSPF and EIGRP can be always used in most of enterprise networks -> D F are correct. 

(But notice that EIGRP is a Cisco-proprietary routing protocol so it can be used in Cisco routers 
only) 

Question 9 

Which routing protocols will support the following IP addressing scheme? (Choose three) 
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Network 1 – 192.168.10.0 /26 
Network 2 – 192.168.10.64 /27 
Network 3 – 192.168.10.96 /27 
Network 4 – 192.168.10.128 /30 
Network 5 – 192.168.10.132 /30 

A. RIP version 1 
B. RIP version 2 
C. IGRP 
D. EIGRP 
E. OSPF 

Answer: B D E 

Explanation 

RIPv2, OSPF and EIGRP are classless routing protocol which support VLSM. 

Question 10 

Refer to the graphic. A static route to the 10.5.6.0/24 network is to be configured on the HFD 
router. Which commands will accomplish this? (Choose two) 

 

A. HFD (config) #ip route 10.5.6.0 0.0.0.255 fa0/0 
B. HFD(config)# ip route 10.5.6.0 0.0.0.255 10.5.4.6 
C. HFD(config)# ip route 10.5.6.0 255.255.255.0 fa0/0 
D. HFD(config)# ip route 10.5.6.0 255.255.255.0 10.5.4.6 
E. HFD(config)# ip route 10.5.4.6 0.0.0.255 10.5.6.0 
F. HFD(config)# ip route 10.5.4.6 255.255.255.0 10.5.6.0 

Answer: C D 

Explanation 

The simple syntax of static route: 

ip route destination-network-address subnet-mask {next-hop-IP-address | exit-
interface}+ destination-network-address: destination network address of the remote network 
+ subnet mask: subnet mask of the destination network 
+ next-hop-IP-address: the IP address of the receiving interface on the next-hop router 
+ exit-interface: the local interface of this router where the packets will go out 

In the statement “ip route 10.5.6.0 255.255.255.0 fa0/0″: 

+ 10.5.6.0 255.255.255.0: the destination network 
+fa0/0: the exit-interface 
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Question 11 

Refer to the exhibit. Host A is to send data to Host B. How will Router1 handle the data frame 
received from Host A? (Choose three) 

 

A. Router1 will strip off the source MAC address and replace it with the MAC address on the 
forwarding FastEthernet interface. 
B. Router1 will strip off the source IP address and replace it with the IP address on the forwarding 
FastEthernet interface. 
C. Router1 will strip off the destination MAC address and replace it with the MAC address of Host 
B. 
D. Router1 will strip off the destination IP address and replace it with the IP address of Host B. 
E. Router1 will forward the data frame out interface FastEthernet0/1. 
F. Router1 will forward the data frame out interface FastEthernet0/2. 

Answer: A C F 

Explanation 

While transferring data through many different networks, the source and destination IP addresses 
are not changed. Only the source and destination MAC addresses are changed. So in this case, 
Host A will use the IP address of Host B and the MAC address of Fa0/0 interface to send data. 
When the router receives this data, it replaces the source MAC address with it own Fa0/2 
interface’s MAC address and replaces the destination MAC address with Host B’s MAC address 
before sending to Host B -> A, C and F are correct. 

Question 12 

What is an appropriate use of a default route? 

A. to provide routing to a local web server 
B. to provide routing from an ISP to a stub network 
C. to provide routing that will override the configured dynamic routing protocol 
D. to provide routing to a destination that is not specified in the routing table and which is outside 
the local network 

Answer: D 
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Explanation 

Default routes are used to direct packets addressed to networks not explicitly listed in the routing 
table. An example of default route is: 

Router(config)#ip route 0.0.0.0 0.0.0.0 192.168.1.1 

(Notice that the network address of default route is 0.0.0.0 0.0.0.0) 

Question 13 

A medium-sized company has a Class C IP address. It has two Cisco routers and one non-Cisco 
router. 
All three routers are using RIP version 1. 
The company network is using the block of 198.133.219.0/24. 
The company has decided it would be a good idea to split the network into three smaller subnets 
and create the option of conserving addresses with VLSM. 

What is the best course of action if the company wants to have 40 hosts in each of the three 
subnets? 

A. Convert all the routers to EIGRP and use 198.133.219.32/27, 198.133.219.64/27, and 
198.133.219.92/27 as the new subnetworks. 
B. Maintain the use of RIP version 1 and use 198.133.219.32/27, 198.133.219.64/27, and 
198.133.219.92/27 as the new subnetworks. 
C. Convert all the routers to EIGRP and use 198.133.219.64/26, 198.133.219.128/26, and 
198.133.219.192/26 as the new subnetworks. 
D. Convert all the routers to RIP version 2 and use 198.133.219.64/26, 198.133.219.128/26, and 
198.133.219.192/26 as the new subnetworks. 
E. Convert all the routers to OSPF and use 198.133.219.16/28, 198.133.219.32/28, and 
198.133.219.48/28 as the new subnetworks. 
F. Convert all the routers to static routes and use 198.133.219.16/28, 198.133.219.32/28, and 
198.133.219.48/28 as the new subnetworks. 

Answer: D 

Explanation 

RIP version 1 does not support VLSM so we have to convert into RIPv2, OSPF or EIGRP -> B is not 
correct. 

But EIGRP is a Cisco-proprietary routing protocol so it can not be used in a non-Cisco router -> A 
and C are not correct. 

To support 40 hosts per subnet we need a subnet mask of /26 or lower (which leaves 6 bits 0 and 
26 = 64 > 40 hosts). Therefore a subnet mask of /28 is not suitable in this case -> E & F are not 
correct. 

Question 14 

Refer to the exhibit. Which command will created a default route on RouterB to reach all networks 
beyond RouterA? 
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A. ip route 0.0.0.0 0.0.0.0 192.168.2.2 
B. ip route 192.168.1.0 255.255.255.0 192.168.2.1 
C. ip route 192.168.1.0 255.255.255.0 s0/0/0 
D. ip route 10:0.0.0 255.255.255.0 s0/0/0 
E. ip route 0.0.0.0 255.255.255.0 192.168.2.2 

Answer: A 

Explanation 

Notice that in the static (or default) route we need to specify the exit-interface (local on that 
router) or the next-hop IP address (of a directly connected router) -> A is correct. 

Question 15 

Refer to the exhibit. S0/0 on R1 is configured as a multipoint interface to communicate with R2 
and R3 in the hub-and-spoke Frame Relay topology. While testing this configuration, a technician 
notes that pings are successfully from hosts on the 172.16.1.0/24 network to hosts on both the 
172.16.2.0/25 and 172.16.0.2.128/25 networks. However, pings between hosts on the 
172.16.2.0/25 and 172.16.2.128/25 network are not successful. What could explain this 
connectivity problem? 

 

A. The ip subnet-zero command has been issued on the R1 router. 
B. The RIPv2 dynamic routing protocol cannot be used across a Frame Relay network. 
C. Split horizon is preventing R2 from learning about the R3 networks and R3 from learning about 
R2 networks. 
D. The 172.16.2.0/25 and 172.16.2.128/25 networks are overlapping networks that can be seen 
by R1, but not between R2 and R3. 
E. The 172.16.3.0/29 network used on the Frame Relay links is creating a discontiguous network 
between the R2 and R3 router subnetworks. 

Answer: C 
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Explanation 

The split horizon rule states “a router never sends information about a route back in same 
direction which is original information came”. In this case it means whenR3 sends update to R1 
via s0/0, R1 does not send any update for same network out of interface s0/0. To solve this 
problem we can configure sub-interfaces on s0/0 or explicitly allow the update to be sent back on 
the same interface. 

Question 16 

S0/0 on R1 is configured as a multipoint interface to communicate with R2 and R3 in the hub-and-
spoke Frame Relay topology shown in the exhibit. Originally, static routes were configured 
between these routers to successfully route traffic between the attached networks. What will need 
to be done in order to use RIPv2 in place of the static routes? 

 

A. Configure the no ip subnet-zero command on R1, R2, and R3. 
B. Dynamic routing protocols such as RIPv2 cannot be used across Frame Relay networks. 
C. Configure the S0/0 interface on R1 as two subinterfaces and configure point-to-point links to 
R2 and R3. 
D. Change the 172.16.2.0/25 and 172.16.2.128/25 subnetworks so that at least two bits are 
borrowed from the last octet. 
E. Change the network address configuration to eliminate the discontiguous 172.16.2.0/25 and 
172.16.2.128/25 subnetwork. 

Answer: C 

Explanation 

Same as Question 5 

Question 17 

Refer to the exhibit. A network associate has configured the internetwork that is shown in the 
exhibit, but has failed to configure routing properly. 

 

Which configuration will allow the hosts on the Branch LAN to access resources on the HQ LAN 
with the least impact on router processing and WAN bandwidth? 
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A. 
HQ(config)# ip route 192.168.1.0 255.255.255.0 192.168.2.5 
Branch(config) # ip route 172.16.25.0 255.255.255.0 192.168.2.6 

B. 
HQ(config)# router rip 
HQ(config-router)# network 192.168.2.0 
HQ(config-router)# network 172.16.0.0 
Branch(config)# router rip 
Branch(config-router) # network 192.168.1.0 
Branch(config-router)# network 192.168.2.0 

C. 
HQ(config)# router eigrp 56 
HQ(config-router)# network 192.168.2.4 
HQ(config-router)# network 172.16.25.0 
Branch(config)# router eigrp 56 
Branch(config-router)# network 192.168.1.0 
Branch(config-router) # network 192.168.2.4 

D. 
HQ(config)# router ospf 1 
HQ(config-router)# network 192.168.2.4 0.0.0.3 area 0 
HQ(config-router)# network 172.16.25.0 0.0.0.255 area 0 
Branch(config)# router ospf 1 
Branch(config-router)# network 192.168.1.0 0.0.0.255 area 0 

Answer: A 

Explanation 

By configuring static route, we can minimize the router processing and WAN bandwidth. 

Question 18 

Refer to the exhibit. The network administrator requires easy configuration options and minimal 
routing protocol traffic. Which two options provide adequate routing table information for traffic 
that passes between the two routers and satisfy the requests of the network 
administrator?(choose two) 
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A. a dynamic routing protocol on InternetRouter to advertise summarized routers to 
CentralRouter. 
B. a dynamic routing protocol on CentralRouter to advertise summarized routers to 
InternetRouter. 
C. a static route on InternetRouter to direct traffic that is destined for 172.16.0.0/16 to 
CentralRouter. 
D. a dynamic routing protocol on InternetRouter to advertise all routes to CentralRouer. 
E. a dynamic routing protocol on CentralRouer to advertise all routes to InternetRouter 
F. a static, default route on CentralRouter that directs traffic to InternetRouter. 

Answer: C F 

Question 19 

A router receives information about network 192.168.10.0/24 from multiple sources. What will the 
router consider the most reliable information about the path to that network? 

A. an OSPF update for network 192.168.0.0/16 
B. a static router to network 192.168.10.0/24 
C. a static router to network 192.168.10.0/24 with a local serial interface configured as the next 
hop 
D. a RIP update for network 192.168.10.0/24 
E. a directly connected interface with an address of 192.168.10.254/24 
F. a default route with a next hop address of 192.168.10.1 

Answer: E 

Question 20 

Which parameter can be tuned to affect the selection of a static route as a backup when a 
dynamic protocol is also being used? 

A. link bandwidth 
B. hop count 
C. link cost 
D. administrative distance 
E. link delay 

Answer: D 

Question 21 

Which statement is true, as relates to classful or classless routing? 

A. RIPV1 and OSPF are classless routing protocols. 
B. Classful routing protocols send the subnet mask in routing updates. 
C. Automatic summarization at classful boundaries can cause problems on discontiguous 
networks. 
D. EIGRP and OSPF are classful routing protocols and summarize routes by default. 

Answer: C 

Question 22 

Which two are advantages of static routing when compared to dynamic routing? (choose two) 

A. Security increases because only the network administrator may change the routing tables. 
B. Configuration complexity decreases as network size increases. 
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C. Routing updates are automatically sent to neighbors. 
D. Route summarization is computed automatically by the router. 
E. Routing traffic load is reduced when used in stub network links. 
F. An efficient algorithm is used to build routing tables using automatic updates. 
G. Routing tables adapt automatically to topology changes. 

Answer: A E 

Question 23 

The speed of all serial links is E1 and the speed of the all other links is 100Mb/s. A static route will 
be established on the Manchester router to direct traffic toward to the internet over the most 
direct path available. What configuration of the Manchester router will establish a route toward to 
the internet for traffic from workstation on the Manchester LAN? 

 

A. ip route 0.0.0.0 255.255.255.0 172.16.100.2 
B. ip route 0.0.0.0 255.255.255.252 128.107.1.1 
C. ip route 0.0.0.0 0.0.0.0 128.107.1.1 
D. ip route 0.0.0.00.0:0:0 172.16.100.1 
E. ip route 0.0.0.0 255.255.255.255 172.16.100.2 
F. ip route 0.0.0.0 0.0.0.0 172.16.100.2 

Answer: F 

Explanation 

Maybe “the most direct path available” here means via R2 because it is directly connected with 
the Internet while the London path needs to go through R1. So we need a command to send 
traffic to R2 and the correct command is “ip route 0.0.0.0 0.0.0.0 172.16.100.2″. 

 

CCNA – RIP Questions 

Note: If you are not sure about RIP, please read my RIP tutorial. 
 
RIP tutorial 
In this tutorial we will learn about RIP routing protocol 

Routing Information Protocol (RIP) is a distance-vector routing protocol. RIP sends the complete 
routing table out to all active interfaces every 30 seconds. RIP only uses hop count (the number of 
routers) to determine the best way to a remote network. 

Note: RIP v1 is a classful routing protocol but RIP v2 is a classless routing protocol. 

http://www.9tut.com/rip-routing-protocol-tutorial
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Classful routing protocols do not include the subnet mask with the network address in routing 
updates, which can cause problems with discontiguous subnets or networks that use Variable-
Length Subnet Masking (VLSM). Fortunately, RIPv2 is a classless routing protocol so subnet masks 
are included in the routing updates, making RIPv2 more compatible with modern routing 
environments. 

Distance vector protocols advertise routing information by sending messages, called routing 
updates, out the interfaces on a router 

Key points: 

+ RIP uses hop counts to calculate optimal routes (a hop is a router).  
+ RIP routing is limited to 15 hops to any location (16 hops indicates the network is 
unreachable).  
+ RIP uses the split horizon with poison reverse method to prevent the count-to-infinity problem.  
+ RIP uses only classful routing, so it uses full address classes, not subnets.  
+ RIP broadcasts updates to the entire network.  
+ RIP can maintain up to six multiple paths to each network, but only if the cost is the same.  
+ RIP supports load balancing over same-cost paths.  
+ The update interval default is 30, the invalid timer default is 180, the holddown timer default is 
180, and the flush timer default is 240. 

A big problem with distance vector routing protocol is routing loop 

A common problem that could occur with routing protocol is that a routing loop. Let’s take a look 
at how a routing loop occurs. 

——————– 

Here we have routers A, B and C. Notice that at the beginning (when a routing protocol is not 
turned on) there are only directly connected networks in the routing tables of these routers. For 
example, in the routing table of router A, network 1.0.0.0 has already been known because it is 
directly connected through interface E0 and the metric (of a directly connected network) 
is 0(these 3 parameters are shown in the routing tables below). 

 
Also B knows networks 2.0.0.0 & 3.0.0.0 with a metric of 0. 
Also C knows networks 3.0.0.0 & 4.0.0.0 with a metric of 0. 

 

Now we turn on RIP on these routers (we will discuss the configuration later. In the rest of this 
article, we will call network 1.0.0.0 network 1, 2.0.0.0 network 2 and so on). 

RIP sends update every 30 seconds so after 30 sec goes by, A sends a copy of its routing table to 
B, B already knew about network 2 but now B learns about network 1 as well. Notice the metric 
we have here for directly connected networks, since we’re using RIP, we’re using a metric of hop 
count. Remember a hop count (or a hop) is how many routers that these packets will have to go 
through to reach the destination. For example, from router A to network 1 & 2 (which are directly 
connected) it goes to 0 hop, router B has now learned about network 1 from A via E0 interface so 
the metric now will be 1 hop. 
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Each router receives a routing table from its direct neighbor. For example, Router B receives 
information from Router A about network 1 and 2. It then adds a distance vector metric (such as 
the number of hops), increasing the distance vector of these routes by 1. 

B also exchanges its routing table with A about network 2 and 3. 

 
B then passes the routing table to its other neighbor, Router C. 

 
C also sends its update to B and B sends it to A. 
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Now the network is converged. 

Now let’s assume network 4 down suddenly. 

 
When network 4 fails, Router C detects the failure and stops routing packets out its E1 interface. 
However, Routers A and B have not yet received notification of the failure. Router A still believes 
it can access 4.0.0.0 through Router B. The routing table of Router A still refects a path to 
network 10.4.0.0 with a distance of 2 and router B has a path with a distance of 1. 

There will be no problem if C sends an update earlier than B and inform that network is currently 
down but if B sends its update first, C will see B has a path to network 4 with a metric of 1 so it 
updates its routing table, thinking that “if B can go to network 4 by 1 hop than I can go to 
network 4 by 2 hops” but of course this is totally wrong. 
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The problem does not stop here. In turn, C sends an update to B and informs it can access 
network 4 by 2 hops. B learns this and think “if C can access network 4 by 2 hops than I can 
access by 3 hops”. 

 
This same process occurs when B continually sends its update to C and the metric will increase to 
infinity so this phenomenon is called “counting to infinity”. 

Below lists some methods to prevent this phenomenon: 

SPLIT HORIZON: 
A router never sends information about a route back in same direction which is original 
information came, routers keep track of where the information about a route came from. Means 
when router A sends update to router B about any failure network, router B does not send any 
update for same network to router A in same direction. 

ROUTE POISONING: 
Router consider route advertised with an infinitive metric to have failed ( metric=16) instead of 
marking it down. For example, when network 4 goes down, router C starts route poisoning by 
advertising the metric (hop count) of this network as 16, which indicates an unreachable network. 

POISON REVERSE: 

The poison reverse rule overwrites split horizon rule. For example, if router B receives a route 
poisoning of network 4 from router C then router B will send an update back to router C (which 
breaks the split horizon rule) with the same poisoned hop count of 16. This ensures all the routers 
in the domain receive the poisoned route update. 

Notice that every router performs poison reverse when learning about a downed network. In the 
above example, router A also performs poison reverse when learning about the downed network 
from B. 
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HOLD DOWN TIMERS: 

After hearing a route poisoning, router starts a hold-down timer for that route. If it gets an update 
with a better metric than the originally recorded metric within the hold-down timer period, the 
hold-down timer is removed and data can be sent to that network. Also within the hold-down 
timer, if an update is received from a different router than the one who performed route poisoning 
with an equal or poorer metric, that update is ignored. During the hold-down timer, the “downed” 
route appears as “possibly down” in the routing table. 

For example, in the above example, when B receives a route poisoning update from C, it marks 
network 4 as “possibly down” in its routing table and starts the hold-down timer for network 4. In 
this period if it receives an update from C informing that the network 4 is recovered then B will 
accept that information, remove the hold-down timer and allow data to go to that network. But if 
B receives an update from A informing that it can reach network by 1 (or more) hop, that update 
will be ignored and the hold-down timer keeps counting. 

Note: The default hold-down timer value = 180 second. 

TRIGGERED UPDATE : 
When any route failed in network ,do not wait for the next periodic update instead send an 
immediate update listing the poison route. 

COUNTING TO INFINITY: 
Maximum count 15 hops after it will not be reachable. 

Configuring RIP 

Router(config)#router rip Enter router RIP configuration mode 

Router(config-
router)#network<address> 

Identify networks that will participate in the router protocol. 
Notice that you identify networks, and not interfaces. 

NOTE: You need to advertise only the classful network number, not a subnet: 
Router(config-router)#network 172.16.0.0 
not 
Router(config-router)#network 172.16.10.0 

If you advertise a subnet, you will not receive an error message, because the router will 
automatically convert the subnet to the classful network address. 

 
Question 1 
Which statement about RIPng is true? 
A. RIPng allows for routes with up to 30 hops. 
B. RIPng is enabled on each interface separately. 
C. RIPng uses broadcasts to exchange routes. 
D. There can be only one RIPng process per router. 
Answer: B 
Explanation 
RIPng is similar to RIPv2 but is used for IPv6. But unlike RIPv1 and RIPv2, RIPng is enabled on 
each interface separately. For example: 
Router(config)#ipv6 unicast-routing (Enables the forwarding of IPv6 unicast datagrams globally 
on the router) 
Router(config)#interface fa0/0 
Router(config-if)#ipv6 rip 9tut enable (9tut is the process name of this RIPng) 
Question 2 
What are two characteristics of RIPv2? (Choose two) 
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A. classful routing protocol 
B. variable-length subnet masks 
C. broadcast addressing 
D. manual route summarization 
E. uses SPF algorithm to compute path 
 
Answer: B D 
Question 3 
Refer to the exhibit. Which (config-router) command will allow the network represented on the 
interface to be advertised by RIP? 

router rip 
version 2 
no auto summary 
! 
interface ethernet0 
ip address 10.12.6.1 255.255.0.0 

A. redistribute ethernet0 
B. network ethernet0 
C. redistribute 10.12.0.0 
D. network 10.12.0.0 
 
Answer: D 
Question 4 
Refer to the exhibit. What information can be gathered from the output? 

RouterA#debug ip rip 
RIP protocol debugging is on00:34:32: RIP: sending v2 flash update to 224.0.0.9 via 
FastEthernet8/0 (172.16.1.1) 
00:34:32: RIP: build flash update entries 
00:34:32: 10.10.1.0/24 via 0.0.0.6, metric 1, tag 0 
00:34:32: RIP: sending v2 flash update to 224.0.0.9 via Loopback (10.10.1.1) 
00:34:32: RIP: build flash update entries 
00:34:32: 10.0.0.0/8 via 0.6.0.0, metric 2, tag 0 
00:34:32: 172.16.1.0/24 via 0.0.0.0, metric 1, tag 0 
00:34:32: RIP: ignored v2 packet from 16.10.1.1 (sourced from one of our addresses) 
06:34:33: RIP: received v2 update from 172.16.1.2 on FastEthernet0/6 
66:34:33: 16.6.0.0/8 via 6.0.6.6 in 1 hops 
66:34:44: RIP: sending v2 update to 224.6.6.9 via FastEthernet0/0 (172.16.1.1) 
66:34:44: RIP: build update entries 
66:34:44: 10.10.1.0/24 via 0.0.0.0, metric 1, tag 0 

A. One router is running RIPv1. 
B. RIP neighbor is 224.0.0.9. 
C. The network contains a loop. 
D. Network 10.10.1.0 is reachable. 
 
Answer: D 
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Question 5 
Which series of commands will configure router R1 for LAN-to-LAN communication with router R2? 
The enterprise network address is 192.1.1.0/24 and the routing protocol in use is RIP. (Choose 
three) 

 
A. 
R1 (config)# interface ethernet 0 
R1 (config-if)# ip address 192.1.1.129 255.255.255.192 
R1 (config-if)# no shutdown 
B. 
R1 (config)# interface ethernet 0 
R1(config-if)#ip address 192.1.1.97 255.255.255.192 
R1 (config-if)# no shutdown 
C. 
R1 (config)# interface serial 0 
R1 (config-if)# ip address 192.1.1.4 255.255.255.252 
R1 (config-if)# clock rate 56000 
D. 
R1 (config)# interface serial 0 
R1(config-if)#ip address 192.1.1.6 255.255.255.252 
R1 (config-it)# no shutdown 
E. 
R1 (config)# router rip 
R1 (config-router)# network 192.1.1.4 
R1 (config-router)# network 192.1.1.128 
F. 
R1 (config)# router rip 
R1 (config-router)# version 2 
R1 (config-router)# network 192.1.1.0 
 
Answer: A D F 
Explanation 
First we notice that the ip address of the E0 interface of R2 is 192.1.1.65/26, which has: 
+ Increment: 64 (/26 = 1111 1111.1111 1111.1111 1111.1100 0000) 
+ Network address: 192.1.1.64 
+ Broadcast address: 192.1.1.127 
Therefore, the ip address of the E0 interface of R1 cannot belong to this range or the network 
cannot operate correctly. 
In answer A, the ip address of E0 interface of R1 is 192.1.1.129, which does not belong in this 
range -> A is correct. 
In answer B, E0 interface of R1 has the ip address of 192.1.1.97, which belongs in this range -> B 
is not correct. 
The s0 interface of R1 must belong to the same network of s0 interface of R2, which has: 
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+ Increment: 4 (/30 = 1111 1111.1111 1111.1111 1111.1111 1100) 
+ Network address: 192.1.1.4 
+ Broadcast address: 192.1.1.7 
The ip 192.1.1.5 has been used by s0 of R2 so the only suitable ip address of s0 of R1 is 
192.1.1.6 -> C is wrong but D is correct. 
Now the last thing we must do is enabling RIP. Because e0 interface of R1 and e0 interface of R2 
have the same major network (192.1.1.0/24) so we must use RIP version 2 to support 
discontiguous network -> F is correct. 
For answer E, if we configure 2 networks 
R1 (config-router)# network 192.1.1.4 
R1 (config-router)# network 192.1.1.128 
then these networks will be automatically summarized as 192.1.1.0 network. 
Question 6 
Refer to the exhibit. Two routers have just been configured by a new technician. All interfaces are 
up. However, the routers are not sharing their routing tables. What is the problem? 

 
A. Split horizon is preventing Router2 from receiving routing information from Router1. 
B. Router1 is configured for RIP version 2, and Router2 is configured for RIP version 1. 
C. Router1 has an ACL that is blocking RIP version 2. 
D. There is a physical connectivity problem between Router1 and Router2. 
E. Router1 is using authentication and Router2 is not. 
 
Answer: B 
Explanation 
As we can see from the output, Router2 is sending v1 update and ignoring v2 update from 
neighbor so we can conclude Router2 is running RIPv1. Its neighbor, Router1 (ip address of 
192.168.2.1), is running RIPv2. 
Notice that router running RIPv2 can “understand” RIPv1 update but router running RIPv1 cannot 
understand RIPv2 update. 
Question 7 
What is the default routing update period for RIPv2? 
A. 15 seconds 
B. 30 Seconds 
C. 180 Seconds 
D. 240 Seconds 
 
Answer: B 
Question 8 
Refer to the exhibit. The network manager is evaluating the efficiency of the current network 
design. RIPv2 is enabled on all Layer 3 devices in the network. What network devices participate 
in passing traffic from the PC at 10.10.1.7 to File Server at 10.20.1.6 in the order that they will 
forward traffic from source to destination? 
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A. Switch, Switch2 
B. Switch, Switch2, Router2, Switch2 
C. Switch1, Router1, Switch1, Switch2 
D. Switch1, Router1, Router2, Switch2 
 
Answer: D 
Explanation 
The PC and File Server are in different VLANs so surely traffic from PC to File Server must go 
through Router1 but which path will the packet go next, through Router 2 or Switch1? Well, it is a 
hard question to answer. 
As many comments said “the connection between R1 and Switch is Blue, so that means its under 
Vlan 10, and R2 to Switch 2 is red. The two routers do not have subinterfaces and are not running 
router on a stick basing on the color of the links” so D should be the correct answer. 
Just for your information, I keep this explanation (which supports answer C) but in the exam you 
should choose D as your answer! 
I haven’t had tested it yet but I guess that because there is a VLAN 20 on Switch 1 so Router1 will 
try to send that packet back to Switch1. If the link between Switch1 and Switch2 is a trunk link 
then the returned packet will also be sent to this link. Switch 2 receives that packet and it sends 
to the File Server at VLAN20. So the path will be Switch1 -> Router1 -> Switch1 -> Switch2. 
There are some debates about this question but if the routers are properly configured then the 
packets can go from Switch1 -> Router1 -> Router2 -> Switch2 (D answer) so D can be a correct 
answer. 
 
Question 9 
Refer to the exhibit. Router A has interfaces with addresses 192.168.1.1 and 172.16.1.1. Router 
B, which is connected to router A over a serial link, has interfaces with address 172.16.1.2 and 
10.1.1.2. 

 
Which sequence of commands will configure RIPv2 on router B? 
A. 
B( config)# router rip 
B(config-router)#version 2 
B(config-router)# network 172.16.0.0 
B(config-router)# network 10.0.0.0 
B(config-router)# end 
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B. 
B(config)# router rip 2 
B(config-router)# network 172.16.0.0 
B(config-router)# network 10.0.0.0 
B(config-router)# end 
C. 
B(config)# router rip 
B(config-router)#version 2 
B(config-router)# network 172.16.0.0 
B(config-router)#network 192.168.1.0 
B(config-router)#end 
D. 
B(config)# router rip version 2 
B(config-router)# network 172.16.0.0 
B(config-router)# network 10.0.0.0 
B(config-router)#end 
 
Answer: A 
 
Question 10 
Refer to the exhibit. S0/0 on R1 is configured as a multipoint interface to communicate with R2 
and R3 in this hub-and-spoke Frame Relay topology. 
While testing this configuration, a technician notes that pings are successful from hosts on the 
172.16.1.0/24 network to hosts on both the 172.16.2.0/25 and 172.16.2.128/25 networks. 
However, pings between hosts on the 172.16.2.0/25 and 172.16.2.128/25 networks are not 
successful. What could explain this connectivity problem? 

 
A. The ip subnet-zero command has been issued on the R1 router. 
B. The RIP v2 dynamic routing protocol cannot be used across a Frame Relay network. 
C. Split horizon is preventing R2 from learning about the R3 networks and R3 from learning about 
the R2 networks. 
D. The 172.16.2.0/25 and 172.16.2.128/25 networks are overlapping networks that can be seen 
by R1, but not between R2 and R3. 
E. The 172.16.3.0/29 network used on the Frame Relay links is creating a discontiguous network 
between the R2 and R3 router subnetworks. 
 
Answer: C 
Explanation 
The “ip subnet-zero” allows the use of the first subnet but it doesn’t cause this problem and we 
don’t have that first subnet (like 172.16.0.0/24) so we can’t confirm if the “ip subnet-zero” was 
used or not -> A is not correct. 
Frame-Relay can use RIPv2 with no problem if we configure it correctly -> B is not correct. 
In the exhibit above we notice that the s0/0 interface of R1 has not been divided into sub-
interfaces so the split horizon will prevent updates from R2 to R3 and vice versa. The split horizon 
rule states “A router never sends information about a route back in same direction which is 
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original information came”. In this case R2 send an update to S0/0 of R1 so R1 cannot send that 
update back on S0/0 -> R3 will not learn about networks of R2 (and vice versa) -> C is correct. 
172.16.2.0/25 and 172.16.2.128/25 networks are not overlapping networks. They are two 
different sub-networks -> D is not correct. 
RIPv2 is a classless routing protocol so it supports VLSM and discontiguous networks -> E is not 
correct. 
 
Question 11 
Refer to the exhibit. After a RIP route is marked invalid on Router_1, how much time will elapse 
before that route is removed from the routing table? 

Router_1# show ip protocols 
Routing Protocol is “rip” 
Sending updates every 30 seconds, next due in 8 seconds 
Invalid after 180 seconds, hold down 180, flushed after 240 
Outgoing update filter list foe all interfaces is not set 
Incoming update filter list for all interfaces is not set 
Router 1# 

A. 30 seconds 
B. 60 seconds 
C. 90 seconds 
D. 180 seconds 
E. 240 seconds 
 
Answer: B 
 
Question 12 
Refer to the graphic. Host 1 cannot receive packets from Host 2. Assuming that RIP v1 is the 
routing protocol in use, what is wrong with the IP configuration information shown? (Choose two) 

 
A. The fa0/1 interface of router R2 has been assigned a broadcast address. 
B. The fa0/1 network on router R2 overlaps with the LAN attached to R1. 
C. Host 2 has been assigned the incorrect subnet mask. 
D. Host 1 has been configured with the 255.255.248.0 subnet mask. 
E. Host 2 on router R2 is on a different subnet than its gateway. 
 
Answer: B C 
Explanation 
The fa0/1 interface of R2 is assigned an IP address of 10.1.40.255/20. It seems to be a broadcast 
address but it is not. If we calculate the range of this network we will understand why: 
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Network 10.1.40.255/20 
Increment: 16 (/20 = 1111 1111.1111 1111.1111 0000.0000 0000) 
Network address: 10.1.32.0 
Broadcast address: 10.1.47.255 
-> 10.1.40.255/20 is an usable host address -> A is not correct. 
The IP address of host 1 (10.1.32.48) belongs to the range of interface fa0/1 on R2 as shown 
above -> B is correct. 
In the topology above, all subnet masks are /20 (255.255.240.0) excepting the subnet mask of 
Host 2 (255.255.252.0)  so C can be incorrect. 
The subnet mask of Host 1 is 255.255.240.0, not 255.255.248.0 -> D is not correct. 
Host 2 is not on a different subnet than its gateway even if the subnet mask 255.255.252.0 is 
used. Let’s analyze the range of Host 2 network: 
Network 10.1.40.96/22 
Increment: 4 
Network address: 10.1.40.0 
Broadcast address: 10.1.43.255 
Its gateway (10.1.40.255) is still belongs to this range -> E is not correct. 
Note: In this question, C is the best suitable answer after eliminating A, D, E answers. But in fact 
Host 2 can ping its gateway because they are on the same subnet. 
 
Question 13 
What two things will a router do when running a distance vector routing protocol? (Choose two) 
A. Send periodic updates regardless of topology changes. 
B. Send entire routing table to all routers in the routing domain. 
C. Use the shortest-path algorithm to the determine best path. 
D. Update the routing table based on updates from their neighbors. 
E. Maintain the topology of the entire network in its database. 
 
Answer: A D 
 
Question 14 

 
Use the output from the router shown in the graphic above to determine which of the following 
are correct. (Choose two) 
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A. Router John uses a link-state routing protocol. 
B. Router John will receive routing updates on the Serial0/0 interface. 
C. Router John will receive routing updates on the Serial0/1 interface. 
D. Router John will send routing updates out the Serial0/0 interface. 
E. Router John will send routing updates out the FastEthernet0/0 interface. 
F. Router John will send routing updates out the Serial0/1 interface. 
 
Answer: B D 
 
Question 15 
What can be determined from the line of show ip route output shown in the exhibit? (Choose two) 
R 10.10.10.8 [120/2] via 10.10.10.6,00:00:25, Serial0/1 
A. The next routing update can be expected in 35 seconds. 
B. The IP address 10.10.10.6 is configured on S0/1. 
C. The IP address 10.10.10.8 is configured on S0/1. 
D. This route is using the default administrative distance. 
E. The 10.10.10.8 network is two hops away from this router. 
 
Answer: D E 
Explanation 
From the output, we can see 2 parameters [120/2]. The first is the administrative distance of the 
routing protocol being used. In this case it is RIP (symbolized by the letter “R”). Because 120 is 
also the default administrative distance value of RIP -> D is correct. 
In RIP, the metric is hop count so “2″ means the network 10.10.10.8 is two hops (routers) away 
from this router. 

 
 
 
CCNA – OSPF Questions 

Note: If you are not sure about OSPF, please read my OSPF tutorial 
 
OSPF Tutorial 
In this article we will learn about the OSPF Routing Protocol 

Open-Shortest-Path-First (OSPF) is the most widely used interior gateway protocol routing 
protocol on the world because it is a public (non-proprietary) routing protocol while its biggest 
rival, EIGRP, is a Cisco proprietary protocol so other vendors can’t use it. OSPF is a complex link-
state routing protocol. Link-state routing protocols generate routing updates only when a change 
occurs in the network topology. When a link changes state, the device that detected the change 
creates a link-state advertisement (LSA) concerning that link and sends to all neighboring devices 
using a special multicast address. Each routing device takes a copy of the LSA, updates its link-
state database (LSDB), and forwards the LSA to all neighboring devices. 

Note: 

+ OSPF routers use LSA (Link State Advertisement)to describe its link state. LSDB stores all LSAs. 

+ A router uses Router LSA to describe its interface IP addresses. 

+ After OSPF is started on a router, it creates LSDB that contains one entry: this router’s Router 
LSA. 

There are five types of OSPF Link-State Packets (LSPs). 

http://www.9tut.com/ospf-routing-protocol-tutorial
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+ Hello: are used to establish and maintain adjacency with other OSPF routers. They are also 
used to elect the Designated Router (DR) and Backup Designated Router (BDR) on multiaccess 
networks (like Ethernet or Frame Relay). 

+ Database Description (DBD or DD): contains an abbreviated list of the sending router’s link-
state database and is used by receiving routers to check against the local link-state database 

+ Link-State Request (LSR): used by receiving routers to request more information about any 
entry in the DBD 

+ Link-State Update (LSU): used to reply to LSRs as well as to announce new information. LSUs 
contain seven different types of Link-State Advertisements (LSAs) 

+ Link-State Acknowledgement (LSAck): sent to confirm receipt of an LSU message 

 

Key points 

+ Is a public (non-proprietary) routing protocol. 

+ Is the only link-state routing protocol you learn in CCNA 

+ This works by using the Dijkstra algorithm 

+ Information about its neighbors (local connectivity) is sent to the entire network using 
multicasting 

+ The entire routing table is transmitted once every 30 minutes 

+ Routing information is shared through Link-state updates (LSAs) 

+ HELLO messages are used to maintain adjacent neighbors. By default, OSPF routers send Hello 
packets every 10 seconds on multiaccess and point-to-point segments and every 30 seconds on 
non-broadcast multiaccess (NBMA) segments (like Frame Relay, X.25, ATM). 

+ Is a classless routing protocol because it does not assume the default subnet masks are used. It 
sends the subnet mask in the routing update. 

+ Supports VLSM and route summarization 

+ Uses COST as a metric which CISCO defines as the inverse of the bandwidth 

+ Uses AREAs to subdivide large networks, providing a hierarchical structure and limit the 
multicast LSAs within routers of the same area — Area 0 is called backbone area and all other 
areas connect directly to it. All OSPF networks must have a backbone area 

+ Only support IP but it’s not bad as we are all using IP, right? :) 
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Area Border Routers (ABR) are any routers that have one interface in one area and another 
interface in another area 

Let’s see an example of OSPF 

Suppose OSPF has just been enabled on R1 & R2. Both R1 and R2 are very eager to discover if 
they have any neighbors nearby but before sending Hello messages they must first choose an 
OSPF router identifier (router-id) to tell their neighbors who they are. The Router ID (RID) is an IP 
address used to identify the router and is chosen using the following sequence: 

+ The highest IP address assigned to a loopback (logical) interface. 

+ If a loopback interface is not defined, the highest IP address of all active router’s physical 
interfaces will be chosen. 

+ The router ID can be manually assigned 

In this example, suppose R1 has 2 loopback interfaces & 2 physical interfaces: 

+ Loopback 0: 10.0.0.1 

+ Loopback 1: 12.0.0.1 

+ Fa0/0: 192.168.1.1 

+ Fa0/1: 200.200.200.1 

As said above, the loopback interfaces are preferred to physical interfaces (because they are 
never down) so the highest IP address of the loopback interfaces is chosen as the router-id -> 
Loopback 1 IP address is chosen as the router-id. 

 
Suppose R2 doesn’t have any loopback interfaces but it has 2 physical interfaces: 

+ Fa0/0: 210.0.0.1 but it is shut down 

+ Fa0/1: 192.168.1.2 (is active) 

Although Fa0/0 has higher IP address but it is shutdown so R1 will choose Fa0/1 as its router-id. 
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Now both the routers have the router-id so they will send Hello packets on all OSPF-enabled 
interfaces to determine if there are any neighbors on those links. The information in the OSPF 
Hello includes the OSPF Router ID of the router sending the Hello packet. 

Question 1 

Which of the following statements below best describe the process identifier that is used to run 
OSPF on a router? (Choose two) 

A – It is an optional parameter required only if multiple OSPF processes are running on the router 
B – It is locally significant 
C – It is needed to identify a unique instance of an OSPF database 
D – All routers in the same OSPF area must have the same process ID if they are to exchange 
routing information 

Answer: B C 

Question 2: 

Why R1 can’t establish an OSPF neighbor relationship with R3 according to the following graphic? 
(Choose two) 

 

 

A – Configure EIGRP on these routers with a lower administrative distance 
B – All routers should be configured for backbone Area 1 
C – R1 and R3 have been configured in different areas 
D – The hello and dead interval timers are not configured the same values on R1 and R3 

Answer: C D 

Explanation: 

A is not correct because configure EIGRP on these routers (with a lower administrative distance) 
will force these routers to run EIGRP, not OSPF. 

B is not correct because the backbone area of OSPF is always Area 0. 

C and D are correct because these entries must match on neighboring routers: 

- Hello and dead intervals 
– Area ID (Area 0 in this case) 
– Authentication password 
– Stub area flag 

Question 3: 

Which items are correct about the routing protocol OSPF? (Choose three) 

A – Support VLSM 
B – Increase routing overhead on the network 

http://1.bp.blogspot.com/-7cEaEJt77pY/T2iiDA9L1eI/AAAAAAAAASY/WsXJHILDoC0/s1600/OSPFneighbor.jpg�
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C – Confine network instability to one area of the network 
D – Allow extensive control of routing updates 

Answer: A C D 

Explanation: 

Routing overhead is the amount of information needed to describe the changes in a dynamic 
network topology. All routers in an OSPF area have identical copies of the topology database and 
the topology database of one area is hidden from the rest of the areas to reduce routing 
overhead because fewer routing updates are sent and smaller routing trees are computed and 
maintained (allow extensive control of routing updates and confine network instability to one area 
of the network). 

Question 4: 

Which three features are of OSPF routing protocol? (Choose three) 

A – Converge quickly 
B – OSPF is a classful routing protocol 
C – Identify the best route by use of cost 
D – Before exchanging routing information, OSPF routers find out neighbors 

Answer: A C D 

Question 5: 

OSPF routing uses the concept of areas. What are the characteristics of OSPF areas? (Chose 
three) 

A – Each OSPF area requires a loopback interface to be configured 
B – Areas may be assigned any number from 0 to 65535 
C – Area 0 is called the backbone area 
D – Hierarchical OSPF networks do not require multiple areas 
E – Multiple OSPF areas must connect to area 0 
F – Single area OSPF networks must be configured in area 1 

Answer: B C E 

Explanation: 

I used to think the answers should be C D E and here is my explanation: 

OSPF can use an active interface for its router ID, so a loopback interface is not a must -> A is 
incorrect. 

OSPF Area is a 32-bit number so we can use up to 232 – 1 = 4294967296 – 1 (since Area 0 is the 
first area). Remember that only process ID is a 16-bit number and ranges from 1 to 65535 -> B is 
incorrect. 

F is incorrect too because single area OSPF netwoks must be configured in Area 0, which is called 
the backbone area. 

For answer D, it is a bit hard to guess what they want to say about “hierarchical” but we should 
understand “Hierarchical OSPF networks” as “OSPF networks”. D is correct bercause we can only 
have one area (area 0 – the backbone area) for our networks. 

But TT commented on 01-11-2010: 

Especially to note on choice B, D, and E: 
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Choice B: we all know that The areas can be any number from 0 to 4.2 billion and 1 to 65,535 for 
the Process ID. As choice B specifies ‘area’ (be aware, it’s not saying ‘process id), there is no 
reason to say that we cannot assign numbers from 0 to 65535 for area # (it is using ‘may be’, not 
‘have to be’ or ‘ought to be’). Hence, we do not worry about assigning ’0′. 

Choice E: as Area 0 is the backbone, we all understand that any areas in a OSPF network have to 
be connected to it. And actually this is implicitly saying that multiple areas form a hierarchical 
OSPF network, as Area 0 being a root and others being its leaves. 

Choice D: when it specifies ‘Hierarchical’, at least 2 areas should be required to form such 
topology (of course that includes Area 0) 

Although Choice B is not an absolutely accurate statement since it not only can be assigned up to 
65535, it is still a correct answer. And again, it specifies ‘area’, not ‘process id’, so ’0′ can be 
included. Finally, it would be meaningless to call OSPF a hierarchical network if no more than one 
area is present. 

—————————————————————————————————- 

I reviewed the question and think it is a more suitable solution with choice B than choice D, surely 
it is a tricky question! 

Question 6: 

Part of the OSPF network is shown below: 

 

Configuration exhibit: 

R1 routing commands: 

ip route 0.0.0.0 0.0.0.0 serial0/0 
router ospf 1 
network 172.16.100.0 0.0.0.3 area 0 
network 172.16.100.64 0.0.0.63 area 0 
network 172.16.100.128 0.0.0.31 area 0 
default-information originate 

You work as a network technician, study the exhibits carefully. Assume that all router interfaces 
are operational and correctly configured. In addition, assume that OSPF has been correctly 
configured on router R2. How will the default route configured on R1 affect the operation of R2? 

A – Any packet destined for a network that is not directly connected to router R2 will be dropped 
immediately 

http://4.bp.blogspot.com/-db4BZfHhr24/T2iikHm9EII/AAAAAAAAASg/inWRxCSvepA/s1600/OSPF_Routing.jpg�
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B – Any packet destined for a network that is not directly connected to router R1 will be dropped 
C – Any packet destined for a network that is not directly connected to router R2 will be dropped 
immediately because of the lack of a gateway on R1 
D – The network directly connected to a router R2 will not be able to communicate with the 
172.16.100.0, 172.16.100.28 and 172.16.100.64 subnetworks. 
E – Any packet destined for a network that is not referenced in the routing table of router R2 will 
be directed to R1. R1 will then send that packet back to R2 and a routing loop will occur 

Answer: E 

Explanation: 

First, notice that the more-specific routes will always be favored over less-specific routes 
regardless of the administrative distance set for a protocol. In this case, because we use OSPF for 
three networks (172.16.100.0 0.0.0.3, 172.16.100.64 0.0.0.63, 172.16.100.128 0.0.0.31) so the 
packets destined for these networks will not be affected by the default route. 

The default route configured on R1 “ip route 0.0.0.0 0.0.0.0 serial0/0″ will send any packet whose 
destination network is not referenced in the routing table of router R1 to R2, it doesn’t drop 
anything so answers A, B and C are not correct. D is not correct too because these routes are 
declared in R1 and the question says that “OSPF has been correctly configured on router R2″, so 
network directly connected to router R2 can communicate with those three subnetworks. 

As said above, the default route configured on R1 will send any packet destined for a network that 
is not referenced in its routing table to R2; R2 in turn sends it to R1 because it is the only way and 
a routing loop will occur. 

Question 7 

Refer to the exhibit. Which two statements are true about the loopback address that is configured 
on RouterB? (Choose two) 

 

A. It ensures that data will be forwarded by RouterB. 
B. It provides stability for the OSPF process on RouterB. 
C. It specifies that the router ID for RouterB should be 10.0.0.1. 
D. It decreases the metric for routes that are advertised from RouterB. 
E. It indicates that RouterB should be elected the DR for the LAN. 

Answer: B C 
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Explanation 

A loopback interface never comes down even if the link is broken so it provides stability for the 
OSPF process (for example we use that loopback interface as the router-id) -> B is correct. 

The router-ID is chosen in the order below: 

+ The highest IP address assigned to a loopback (logical) interface. 
+ If a loopback interface is not defined, the highest IP address of all active router’s physical 
interfaces will be chosen. 

-> The loopback interface will be chosen as the router ID of RouterB -> C is correct. 

Question 8 

Which characteristics are representative of a link-state routing protocol? (Choose three) 

A. provides common view of entire topology 
B. exchanges routing tables with neighbors 
C. calculates shortest path 
D. utilizes event-triggered updates 
E. utilizes frequent periodic updates 

Answer: A C D 

Explanation 

Each of routers running link-state routing protocol learns paths to all the destinations in its “area” 
so we can say A is correct although it is a bit unclear. 

Link-state routing protocols generate routing updates only (not the whole routing table) when a 
change occurs in the network topology so B is not correct. 

Link-state routing protocol like OSPF uses Dijkstra algorithm to calculate the shortest path -> C is 
correct. 

Unlike Distance vector routing protocol (which utilizes frequent periodic updates), link-state 
routing protocol utilizes event-triggered updates (only sends update when a change occurs) -> D 
is correct but E is not correct. 

Question 9 

 

The internetwork infrastructure of company XYZ consists of a single OSPF area as shown in the 
graphic. There is concern that a lack of router resources is impeding internetwork performance. 

http://2.bp.blogspot.com/-jNrZKNcSaIU/T2iju3qV03I/AAAAAAAAASo/TmGZriDSAYw/s1600/OSPF_DR_elect.jpg�
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As part of examining the router resources the OSPF DRs need to be known. 

All the router OSPF priorities are at the default and the router IDs are shown with each router. 

Which routers are likely to have been elected as DR? (Choose two) 

A. Corp-1 
B. Corp-2 
C. Corp-3 
D. Corp4 
E. Branch-1 
F. Branch-2 

Answer: D F 

Explanation 

There are 2 segments on the topology above which are separated by Corp-3 router. Each segment 
will have a DR so we have 2 DRs. 

To select which router will become DR they will compare their router-IDs. The router with highest 
(best) router-ID will become DR. The router-ID is chosen in the order below: 

+ The highest IP address assigned to a loopback (logical) interface. 

+ If a loopback interface is not defined, the highest IP address of all active router’s physical 
interfaces will be chosen. 

In this question, the IP addresses of loopback interfaces are not mentioned so we will consider IP 
addresses of all active router’s physical interfaces. Router Corp-4 (10.1.40.40) & Branch-2 
(10.2.20.20) have highest “active” IP addresses so they will become DRs. 

Question 10 

 

A network associate has configured OSPF with the command: 
City(config-router)# network 192.168.12.64 0.0.0.63 area 0 

After completing the configuration, the associate discovers that not all the interfaces are 
participating in OSPF. 
Which three of the interfaces shown in the exhibit will participate in OSPF according to this 
configuration statement? (Choose three) 
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A. FastEthernet0/0 
B. FastEthernet0/1 
C. Serial0/0 
D. Serial0/1.102 
E. Serial0/1.103 
F. Serial0/1.104 

Answer: B C D 

Explanation 

The “network 192.168.12.64 0.0.0.63″ equals to network 192.168.12.64/26. This network has: 
+ Increment: 64 (/26= 1111 1111.1111 1111.1111 1111.1100 0000) 
+ Network address: 192.168.12.64 
+ Broadcast address: 192.168.12.127 
Therefore all interface in the range of this network will join OSPF -> B C D are correct. 

Question 11 

When running OSPF, what would cause router A not to form an adjacency with router B? 

 

A. The loopback addresses are on different subnets. 
B. The values of the dead timers on the routers are different. 
C. Route summarization is enabled on both routers. 
D. The process identifier on router A is different than the process identifier on router 

Answer: B 

Explanation 

To form an adjacency (become neighbor), router A & B must have the same Hello interval, Dead 
interval and AREA number. 

Question 12 

Refer to the exhibit. The network is converged. After link-state advertisements are received from 
Router_A, what information will Router_E contain in its routing table for the subnets 
208.149.23.64 and 208.149.23.96? 
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A. 208.149.23.64[110/13] via 190.173.23.10, 00:00:00:07, FastEthernet0/0 
208.149.23.96[110/13] via 190.173.23.10, 00:00:00:16, FastEthernet0/0 

B. 208.149.23.64[110/1] via 190.173.23.10, 00:00:00:07, Serial1/0 
208.149.23.96[110/3] via 190.173.23.10, 00:00:00:16, FastEthernet0/0 

C. 208.149.23.64[110/13] via 190.173.23.10, 00:00:00:07, Serial1/0 
208.149.23.96[110/13] via 190.173.23.10, 00:00:00:16, Serial1/0 
208.149.23.96[110/13] via 190.173.23.10, 00:00:00:16, FastEthernet0/0 

D. 208.149.23.64[110/13] via 190.173.23.10, 00:00:00:07, Serial1/0 
208.149.23.96[110/13] via 190.173.23.10, 00:00:00:16, Serial1/0 

Answer: A 

Explanation 

Router_E learns two subnets subnets 208.149.23.64 and 208.149.23.96 via Router_A through 
FastEthernet interface. The interface cost is calculated with the formula 108 / Bandwidth. For 
FastEthernet it is 108 / 100 Mbps = 108 / 10,000,000,000 = 1. Therefore the cost is 12 (learned 
from Router_A) + 1 = 13for both subnets -> B is not correct. 

The cost through T1 link is much higher than through T3 link (T1 cost = 108 / 1.544 Mbps = 64; 
T3 cost = 108 / 45 Mbps = 2) so surely OSPF will choose the path through T3 link -> Router_E will 
choose the path from Router_A through FastEthernet0/0, not Serial1/0 -> C & D are not correct. 

In fact, we can quickly eliminate answers B, C and D because they contain at least one subnet 
learned from Serial1/0 -> they are surely incorrect. 

Question 13 

Refer to the exhibit. Given the output for this command, if the router ID has not been manually 
set, what router ID will OSPF use for this RouterD? 

RouterD# show ip interface brief 
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A. 10.1.1.2 
B. 10.154.154.1 
C. 172.16.5.1 
D. 192.168.5.316 

Answer: C 

Explanation 

The highest IP address of all loopback interfaces will be chosen -> Loopback 0 will be chosen as 
the router ID. 

Question 14 

Which commands are required to properly configure a router to run OSPF and to add network 
192.168.16.0/24 to OSPF area 0? (choose two) 

A. Router(config)#router ospf 1 
B. Router(config)#router ospf 0 
C. Router(config)#router ospf area 0 
D. Router(config-router)#network 192.168.16.0 0.0.0.255 area 0 
E. Router(config-router)#network 192.168.16.0 0.0.0.255 0 
F. Router(config-router)#network 192.168.16.0 255.255.255.0 area 0 

Answer: A D 

Explanation 

In the router ospf 

command, the 

ranges from 1 to 65535 so o is an invalid number -> A is correct but B is not correct. 

To configure OSPF, we need a wildcard in the “network” statement, not a subnet mask. We also 
need to assgin an area to this process -> D is correct. 

Question 15 

Which parameter or parameters are used to calculate OSPF cost in Cisco routers? 

A. Bandwidth, Delay and MTU 
B. Bandwidth 
C. Bandwidth and MTU 
D. Bandwidth, MTU, Reliability, Delay and Load 

Answer: B 

The well-known formula to calculate OSPF cost is 

Cost = 108 / Bandwidth 

so B is the correct answer. 

Question 16 

Refer to the exhibit. Why are two OSPF designated routers identified on Core-Router? 

Neighbor_ID Pri State Dead Time Address Interface 

208.149.23.194 1 Full/DR 00:00:33 190.172.32.10 Ethernet1 
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208.149.23.60 1 Full/BDR 00:00:33 190.172.32.10 Ethernet0 

208.149.23.130 1 Full/DR 00:00:39 190.172.32.10 Ethernet0 

A. Core-Router is connected more than one multi-access network 
B. The router at 208.149.23.130 is a secondary DR in case the primary fails. 
C. Two router IDs have the same OSPF priority and are therefore tied for DR election 
D. The DR election is still underway and there are two contenders for the role. 

Answer: A 

Explanation 

OSPF elects one DR per multi-access network. In the exhibit there are two DR so there must have 
more than one multi-access network. 

Question 17 

What is the default maximum number of equal-cost paths that can be placed into the routing of a 
Cisco OSPF router? 

A. 16 
B. 2 
C. unlimited 
D. 4 

Answer: D 

Explanation 

The default number of equal-cost paths that can be placed into the routing of a Cisco OSPF router 
is 4. We can change this default value by using “maximum-paths” command: 

Router(config-router)#maximum-paths 2 

Note: Cisco routers support up to 6 equal-cost paths 

Question 18 

What is the OSPF default frequency, in seconds, at which a Cisco router sends hello packets on a 
multiaccess network? 

A. 10 
B. 40 
C. 30 
D. 20 

Answer: A 

Explanation 

On broadcast multiacess and point-to-point links, the default is 10 seconds. On NBMA, the default 
is 30 seconds. 

Question 19 

What is the default administrative distance of OSPF? 
A. 120 
B. 100 
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C. 90 
D. 110 

Answer: D 

Question 20 

What information does a router running a link-state protocol use to build and maintain its 
topological database? (Choose two) 

A. hello packets 
B. SAP messages sent by other routers 
C. LSAs from other routers 
D. beacons received on point-to-point links 
E. routing tables received from other link-state routers 
F. TTL packets from designated routers 

Answer: A C 

 
 

CCNA – EIGRP Questions 

Note: If you are not sure about EIGRP, please read my EIGRP tutorial 
 
EIGRP Tutorial 
In this article we will mention about the EIGRP protocol. 

Enhanced Interior Gateway Routing Protocol (EIGRP) is a Cisco-proprietary routing protocol. 
EIGRP is a classless routing protocol, meaning that it sends the subnet mask of its interfaces in 
routing updates, which use a complex metric based on bandwidth and delay. 

EIGRP is referred to as a hybrid routing protocol because it has the characteristics of both 
distance-vector and link-state protocols but now Cisco refers it as an advanced distance vector 
protocol. 

Notice: the term “hybrid” is misleading because EIGRP is not a hybrid between distance vector 
and link-state routing protocols. It is a distance vector routing protocol with enhanced features. 

EIGRP is a powerful routing protocol and it is really standout from its ancestor IGRP. The main 
features are listed below: 

+ Support VLSM and discontiguous networks 
+ Use Reliable Transport Protocol (RTP) to delivery and reception of EIGRP packets 
+ Use the best path selection Diffusing Update Algorithm (DUAL), guaranteeing loop-free 
paths and backup paths throughout the routing domain 
+ Discover neighboring devices using periodic Hello messages to discover and monitor 
connection status with its neighbors 
+ Exchange the full routing table at startup and send partial* triggered updates thereafter (not 
full updates like distance-vector protocols) and the triggered updates are only sent to routers that 
need the information. This behavior is different from the link-state protocol in which an update will 
be sent to all the link-state routers within that area. For example, EIGRP will send updates when a 
new link comes up or a link becoming unavailable 
+ Supports multiple protocols: EIGRP can exchange routes for IPv4, IPv6, AppleTalk and 
IPX/SPX networks 
+ Load balancing: EIGRP supports unequal metric load balancing, which allows administrators to 
better distribute traffic flow in their networks. 

http://www.9tut.com/eigrp-routing-protocol-tutorial


http://www.9tut 104 

 

* Notice: The term “partial” means that the update only includes information about the route 
changes. 

EIGRP use metrics composed of bandwidth, delay, reliability, and load. By default, EIGRP uses 
only bandwidth and delay. 

EIGRP use five types of packets to communicate: 

+ Hello: used to identify neighbors. They are sent as periodic multicasts 
+ Update: used to advertise routes, only sent as multicasts when something is changed 
+ Ack: acknowledges receipt of an update. In fact, Ack is Hello packet without data. It is always 
unicast and uses UDP. 
+ Query: used to find alternate paths when all paths to a destination have failed 
+ Reply: is sent in response to query packets to instruct the originator not to recompute the 
route because feasible successors exist. Reply packets are always unicast to the originator of the 
query 

EIGRP sends every Query and Reply message using RTP, so every message is acknowledged using 
an EIGRP ACK message. 

EIGRP Route Discovery 

Suppose that our network has 2 routers and they are configured to use EIGRP. Let’s see what will 
happen when they are turned on. 

Firstly, the router will try to establish a neighboring relationships by sending “Hello” packets to 
others running EIGRP. The destination IP address is 224.0.0.10 which is the multicast address of 
EIGRP. By this way, other routers running EIGRP will receive and proceed these multicast packets. 
These packets are sent over TCP. 

 
After hearing “Hello” from R1, R2 will respond with another “Hello” packet. 
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R2 will also send its routing table to R1 by “Update” packets. Remember that R2 will send its 
complete routing table for the first time. 

 
R1 confirms it has received the Update packet by an “ACK” message. 

 
R1 will also send to R2 all of its routing table for the first time 

 
R2 sends a message saying it has received R1′s routing table. 
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Now both R1 & R2 learn all the paths of the neighbor and the network is converged. But there 
are some notices you should know: 
+ After the network converged, “Hello” messages will still be sent to indicate that the it is still 
alive. 
+ When something in the network changes, routers will only send partial updates to routers which 
need that information. 
+ Hellos are sent as periodic multicasts and are not acknowledged directly. 
+ The first hellos are used to build a list of neighbors; thereafter, hellos indicate that the neighbor 
is still alive 

To become a neighbor, the following conditions must be met: 
+ The router must hear a Hello packet from a neighbor.  
+ The EIGRP autonomous system must be the same. 
+ K-values must be the same. 

EIGRP builds and maintains three tables:  
+ Neighbor table: lists directly connected routers running EIGRP with which this router has an 
adjacency 
+ Topology table: lists all routes learned from each EIGRP neighbor 
+ Routing table: lists all best routes from the EIGRP topology table and other routing processes 

Configuring EIGRP 

Router(config)#router eigrp 1 Syntax: router eigrp <AS number> 

Turn on the EIGRP process 

1 is the Autonomous System (AS) number. It can be from 1 
to 65535. 

All routers in the same network must use the same AS 
number. 

Router(config-router)#network 
192.168.1.0 

Router will turn on EIGRP 1 process on all the interfaces 
belonging to 192.168.1.0/24 network. 

In the next part we will learn about the Feasible Distance & Administrative Distance of EIGRP 

Question 1 

Refer to the exhibit, when running EIGRP what is required for R1 to exchange routing updates 
with R3? 

 

A – AS numbers must be changed to match on all the routers 
B – Loopback interfaces must be configured so a DR is elected 
C – The no auto-summary command is needed on R1 and R3 
D – R2 needs to have two network statements, one for each connected network 

Answer: A 
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Question 2: 

As a Cisco technician, you need to know EIGRP protocol very well. Which of the following is true 
about EIGRP successor routes? (Choose two) 

A – A successor route is used by EIGRP to forward traffic to a destination 
B – Successor routes are stored in the neighbor table following the discovery process 
C – Successor routes are flagged as “active” in the routing table 
D – A successor route may be backed up by a feasible successor route 
E – Successor routes are stored in the neighbor table following the discovery process. 

Answer: A D 

Explanation: 

B is not correct because neighbor table only contains a list of directly connected EIGRP routers 
that have an adjacency with this router, it doesn’t contain successor routes. 

C is not correct because successor routes are not flagged as “active”, they are always the best 
route to reach remote networks and are always used to send packets. 

A and D are correct because successor route is the best and primary route to a remote network. It 
is stored in the routing table and topology table. If this route fails, a backup route (called feasible 
successor route) in the topology table will be used to route traffic to a destination. 

Question 3: 

Which two statements are true regarding EIGRP? (Choose two) 

A – Passive routes are in the process of being calculated by DUAL 
B – EIGRP supports VLSM, route summarization, and routing update authentication 
C – EIGRP exchanges full routing table information with neighboring routers with every update 
D – If the feasible successor has a higher advertised distance than the successor route, it 
becomes the primary route 
E – A query process is used to discover a replacement for a failed route if a feasible successor is 
not identified from the current routing information 

Answer: B E 

Explanation: 

Diffusing Update Algorithm (DUAL) is the algorithm for selecting and maintaining the best path to 
each remote network. DUAL tracks all the routes advertised by neighbors and selects routes based 
on feasible successors. It inserts lowest cost paths into the routing table (these routes are known 
as primary routes or successor routes) -> A is not correct. 

EIGRP is still a distance-vector protocol, but has certain features that belong to link-state 
algorithms (like OSPF) than distance-vector algorithms. For example, EIGRP sends a partial 
routing table update, which includes just routes that have been changed, not the full routing table 
like distance-vector algorithms -> C is not correct. 

The feasible successor route will become the primary route when its advertised distance is lower 
than the feasible distance of the successor route. The feasible successor route can be used in the 
event that the successor route goes down. Notice that the feasible successor route does not get 
installed in the routing table but is kept in the topology table as a backup route -> D is not 
correct. 
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“Support VLSM, route summarization, and routing update authentication” are the features of 
EIGRP -> B is correct. 

When a route fails and has no feasible successor, EIGRP uses a distributed algorithm called 
Diffusing Update Algorithm (DUAL) to discover a replacement for a failed route. When a new route 
is found, DUAL adds it to the routing table -> E is correct. 

Question 4 

Which type of EIGRP route entry describes a feasible successor? 

A. a primary route,stored in the routing table 
B. a backup route,stored in the routing table 
C. a backup route,stored in the topology table 
D. a primary route,stored in the topology table 

Answer: C 

Explanation 

Feasible successor is a route whose Advertised Distance is less than the Feasible Distance of the 
current best path. A feasible successor is a backup route, which is not stored in the routing table 
but stored in the topology table. 

Question 5 

Refer to the exhibit. Given the output from the show ip eigrp topology command, which router is 
the feasible successor? 

router# show ip eigrp topology 10.0.0.5 255.255.255.255 
IP-EIGRP topology entry for 10.0.0.5/32 State is Passive, Query 
origin flag is 1, 1 Successor(s), FD is 41152000 

A. 

10.1.0.1 (Serial0), from 10.1.0.1, Send flag is 0×0 
Composite metric is (46152000/41640000), Route is Internal 
Vector metric: 
Minimum bandwidth is 64 Kbit 
Total delay is 45000 Microseconds 
Reliability is 255/255 
Load is 1/255 
Minimum MTU is 1500 
Hop count is 2 

B. 

10.0.0.2 (Serial0.1), from 10.0.0.2, Send flag is 0×0 
Composite metric is (53973248/128256), Route is Internal 
Vector Metric: 
Minimum bandwidth is 48 Kbit 
Total delay is 25000 Microseconds 
Reliability is 255/255 
Load is 1/255 
Minimum MTU is 1500 
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Hop count is 1 

C. 

10.1.0.3 (Serial0), from 10.1.0.3, Send flag is 0×0 
Composite metric is (46866176/46354176), Route is Internal 
Vector metric: 
Minimum bandwidth is 56 Kbit 
Total delay is 45000 microseconds 
Reliability is 255/255 
Load is 1/255 
Minimum MTU is 1500 
Hop count is 2 

D. 

10.1.1.1 (Serial0.1), from 10.1.1.1, Send flag is 0×0 
Composite metric is (46763776/46251776), Route is External 
Vector metric: 
Minimum bandwidth is 56 Kbit 
Total delay is 41000 microseconds 
Reliability is 255/255 
Load is 1/255 
Minimum MTU is 1500 
Hop count is 2 

Answer: B 

Explanation 

To be the feasible successor, the Advertised Distance (AD) of that route must be less than the 
Feasible Distance (FD) of the successor. From the output of the “show ip eigrp topology 10.0.0.5 
255.255.255.255″ we learn that the FD of the successor is 41152000. 

Now we will mention about the answers, in the “Composite metric is (…/…)” statement the first 
parameter is the FD while the second parameter is the AD of that route. So we need to find out 
which route has the second parameter (AD) less than 41152000 -> only answer B satisfies this 
requirement with an AD of 128256. 

Question 6 

A network administrator is troubleshooting an EIGRP problem on a router and needs to confirm 
the IP addresses of the devices with which the router has established adjacency. The retransmit 
interval and the queue counts for the adjacent routers also need to be checked. What command 
will display the required information? 

A. Router# show ip eigrp adjacency 
B. Router# show ip eigrp topology 
C. Router#show ip eigrp interfaces 
D. Router#show ip eigrp neighbors 

Answer: D 
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Explanation 

Below is an example of the show ip eigrp neighbors command. The retransmit interval (Smooth 
Round Trip Timer – SRTT) and the queue counts (Q count, which shows the number of queued 
EIGRP packets) for the adjacent routers are listed: 

 

Question 7 

Refer to the exhibit. How many paths can the EIGRP routing process use to forward packets from 
HQ_Router to a neighbor router? 

HQ_Router# show ip protocols 
Routing Protocol is “eigrp 109″ 
Outgoing update filter list for all interfaces is not set 
Incoming update filter list for all interfaces is not set 
Default networks flagged in outgoing updates 
Default networks accepted from incoming updates 
EIGRP metric weight K1=1, K2=0, K3=1, K4=0, K5=0 
EIGRP maximum hopcount 100 
EIGRP maximum metric variance 3 
Redistributing: eigrp 109 
EIGRP NSF-aware route hold timer is 240s 
Automatic network summarization is not in effect 
Maximum path: 4 
Routing for Networks: 
20.10.10.0/24 
172.30.10.0/24 
192.168.1.0 
Routing Information Sources: 
Gateway Distance Last Update 
20.10.10.2 90 00:13:12 
172.30.10.2 90 01:13:06 
Distance: internal 90 external 170 
HQ_Router# 

A. two equal-cost paths 
B. two unequal-cost paths 
C. three equal-cost paths 
D. three unequal-cost paths 
E. four equal-cost paths 
F. four unequal-cost paths 

Answer: E 

Explanation 

The “Maximum path: 4″ means EIGRP can use up to 4 equal-cost paths to forward packets from 
HQ_Router to a neighbor router. 
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Question 8 

IP address and routing for the network are configured as shown in the exhibit. The network 
administrator issues the show ip eigrp neighbors command from Router1 and receives the output 
shown below the topology. Which statement is true? 

 

A. It is normal for Router1 to show one active neighbor at a time to prevent routing loops. 
B. Routing is not completely configured on Router3. 
C. The IP addresses are not configured properly on the Router1 and Router3 interfaces. 
D. The no auto-summary command configured on the routers prevents Router1 and Router2 from 
forming a neighbor relationship. 

Answer: B 

Explanation 

From the output of Router1, we learn that Router1 has not established neighborship with R3 yet. 
Also from the “show running-config” on Router3 we notice that the “network 192.168.3.0″ 
statement is missing -> the configuration on Router3 is not complete. 

Question 9 

A router has learned three possible routes that could be used to reach a destination network. One 
route is from EIGRP and has a composite metric of 20514560. Another route is from OSPF with a 
metric of 782. The last is from RIPv2 and has a metric of 4. Which route or routes will the router 
install in the routing table? 

A. the OSPF route 
B. the EIGRP route 
C. the RIPv2 route 
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D. all three routes 
E. the OSPF and RIPv2 routes 

Answer: B 

Explanation 

When one route is advertised by more than one routing protocol, the router will choose to use the 
routing protocol which has lowest Administrative Distance. The Administrative Distances of 
popular routing protocols are listed below: 

 

Question 10 

Refer to the exhibit. Based on the exhibited routing table, how will packets from a host within the 
192.168.10.192/26 LAN be forwarded to 192.168.10.1? 

 

A. The router will forward packets from R3 to R2 to R1 
B. The router will forward packets from R3 to R1 
C. The router will forward packets from R3 to R1 to R2 
D. The router will forward packets from R3 to R2 to R1 AND from R3 to R1 

Answer: D 
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Explanation 

From the routing table we learn that network 192.168.10.0/30 is learned via 2 equal-cost paths 
(192.168.10.9 &192.168.10.5) -> traffic to this network will be load-balancing. 

Question 11 

Refer to the exhibit. The company uses EIGRP as the routing protocol. What path will packets take 
from a host on 192.168.10.192/26 network to a host on the LAN attached to router R1? 

 

R3# show ip route 
Gateway of last resort is not set 
192 168.10.0/24 is variably subnetted, 6 subnets, 2 masks 
D 192.168.10.64/26 [90/2195456] via 192.168.10.9, 00:03:31, Serial0/0 
D 192.168.10.0/30 [90/2681856] via 192.168.10.9, 00:03:31, Serial0/0 
C 192.168.10.4/30 is directly connected, Serial0/1 
C 192.168.10.8/30 is directly connected, Serial0/0 
C 192.168.10.192/26 is directly connected, FastEthernet0/0 
D 192.168.10.128/26 [90/2195456] via 192.168.10.5,00:03:31, Serial0/1 

A. The path of the packets will be R3 to R2 to R1. 
B. The path of the packets will be R3 to R1 to R2. 
C. The path of the packets will be both R3 to R2 to R1 and R3 to R1. 
D. The path of the packets will be R3 to R1 

Answer: D 

Explanation 

Host on the LAN attached to router R1 belongs to 192.168.10.64/26 subnet. From the output of 
the routing table of R3 we learn this network can be reach via 192.168.10.9, which is an IP 
address in 192.168.10.8/30 network (the network between R1 & R3) -> packets destined for 
192.168.10.64 will be routed from R3 -> R1 -> LAN on R1. 

Question 12 

Refer to the exhibit. A packet with a source IP address of 192.168.2.4 and a destination IP 
address of 10.1.1.4 arrives at the HokesB router. What action does the router take? 
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A. forwards the received packet out the Serial0/0 interface 
B. forwards a packet containing an EIGRP advertisement out the Serial0/1 interface 
C. forwards a packet containing an ICMP message out the FastEthemet0/0 interface 
D. forwards a packet containing an ARP request out the FastEthemet0/1 interface 

Answer: C 

Explanation 

When a packet with destination IP address of 10.1.1.4 arrives at HokesB, it will look up in the 
routing table to find the most specific path. In this case no path is found so HokesB must inform 
to the source host that the destination is unreachable on the interface it has received this packet 
(it is Fa0/0 because the network 192.168.2.0/28 is learned from this interface). So the best 
answer here should be C – send an ICMP message out of Fa0/0. 

Question 13 

The EIGRP configuration in the Glencoe router uses a single network statement. From the output 
shown in the graph would advertise these networks in EIGRP? 

 

A. network 172.26.168.0 area 478 
B. network 172.26.0.0 
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C. network 172.26.168.128 0.0.0.127 
D. network 172.26.168.128 area 478 

Answer: B 

Explanation 

The single “network …” statement used to advertise network 172.26.168.128/26 & 
172.26.169.0/26 must cover both of them -> it is “network 172.26.0.0″. Notice the “network 
172.26.168.128 0.0.0.127″ command is valid but it only covers from 172.26.168.128 to 
172.26.168.255. 

Question 14 

Refer to the exhibit. From RouterA, a network administrator is able to ping the serial interface of 
RouterB but unable to ping any of the subnets attached to RouterB. Based on the partial outputs 
in the exhibit, what could be the problem? 

 

A. EIGRP does not support VLSM. 
B. The EIGRP network statements are incorrectly configured. 
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C. The IP addressing on the serial interface of RouterA is incorrect. 
D. The routing protocol has summarized on the classful boundary. 
E. EIGRP has been configured with an invalid autonomous system number. 

Answer: D 

Explanation 

From the output of “show ip route” command on RouterB, we learn that RouterB does not learn 
any networks in RouterA. Also the “172.16.0.0/26 is a summary, 00:00:03, Null0″ line tells us 
this netwok is summarized. 

Note: EIGRP performs auto-summarization each time it crosses a border between two major 
networks. For example, RouterA has networks of 172.16.x.x. It will perform auto-summarization 
when sending over network 10.1.1.0/30, which is in different major network (172.16.0.0/16 and 
10.0.0.0/8 are called major networks in this case). 
 
 
 
CCNA – Security Questions 

Question 1 

Which component of VPN technology ensures that data can be read only by its intended recipient? 

A. data integrity 
B. encryption 
C. key exchange 
D. authentication 

Answer: D 

Explanation 

First you need to understand what these terms mean: 

Data integrity: verifying that the packet was not changed as the packet transited the Internet 

Encryption: conversion of data into a form, called a ciphertext, that cannot be easily understood 
by unauthorized people 

Authentication: the process of determining whether someone or something is, in fact, who or what 
it is declared to be. Authentication can take place at both sides, the sender and the receiver. 

Key exchange: is any method in cryptography by which cryptographic keys are exchanged 
between users, allowing use of a cryptographic algorithm. 

So in this question we realize that only authentication involves in the end user while others are 
about processing data -> D is correct. 

Question 2 

What can be done to secure the virtual terminal interfaces on a router? (Choose two) 

A. Administratively shut down the interface. 
B. Physically secure the interface. 
C. Create an access list and apply it to the virtual terminal interfaces with the access-group 
command. 
D. Configure a virtual terminal password and login process. 
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E. Enter an access list and apply it to the virtual terminal interfaces using the access-class 
command. 

Answer: D E 

Explanation 

It is a waste to administratively shut down the interface. Moreover, someone can still access the 
virtual terminal interfaces via other interfaces -> A is not correct. 

We can not physically secure a virtual interface because it is “virtual” -> B is not correct. 

To apply an access list to a virtual terminal interface we must use the “access-class” command. 
The “access-group” command is only used to apply an access list to a physical interface -> C is 
not correct; E is correct. 

The most simple way to secure the virtual terminal interface is to configure a username & 
password to prevent unauthorized login -> D is correct. 

Question 3 

The enable secret command is used to secure access to which CLI mode? 

A. user EXEC mode 
B. global configuration mode 
C. privileged EXEC mode 
D. auxiliary setup mode 

Answer: C 

Question 4 

Which type of attack is characterized by flood of packet that requesting a TCP connection to a 
server? 

A. denial of service 
B. brute force 
C. reconnaissance 
D. Trojan horse 

Answer: A 

Question 5 

Which IPsec security protocol should be used when confidentiality is required? 

A. AH 
B. MD5 
C. PSK 
D. ESP 

Answer: D 

Explanation 

IPsec is a pair of protocols, Encapsulating Security Payload (ESP) and Authentication Header (AH), 
which provide security services for IP datagrams. 

ESP can provide the properties authentication, integrity, replay protection, and confidentiality of 
the data (it secures everything in the packet that follows the IP header). 
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AH provides authentication, integrity, and replay protection (but not confidentiality) of the sender. 

Question 6 

What algorithm technology must be used for ensuring data integrity when dataflow goes over VPN 
tunnel? (Choose two) 

A. RSA 
B. DH-1 
C. DH-2 
D. HMAC-MD5 
E. HMAC-SHA1 

Answer: D E 

Explanation 

Data integrity ensures data has not been altered in the transmission. A data-integrity algorithm 
adds a hash to the message to guarantee the integrity of the message. 

A Hashed Message Authentication Code (HMAC) is a data-integrity algorithm that ensures the 
integrity of the message. Two popular algorithms a VPN gateway uses for verifying integrity of 
data are HMAC-Message Digest 5 (HMAC-MD5) and HMAC-Secure Hash Algorithm 1 (HMAC-SHA1) 

+ HMAC-MD5 uses a 128-bit shared-secret key of any size. The variable-length message and 
shared-secret key are combined and run through the HMAC-MD5 hash algorithm. The output is a 
128-bit hash. The hash is appended to the original message and is forwarded to the remote end. 

+ HMAC-SHA-1 uses a secret key of any size. The variable-length message and the shared-secret 
key are combined and run through the HMAC-SHA-1 hash algorithm. The output is a 160-bit hash. 
The hash is appended to the original message and is forwarded to the remote end. 

Diffie-Hellman Group 1 (DH-1) & Diffie-Hellman Group 2 (DH-2) are two encryption algorithms for 
VPN, not data integrity algorithms. 

RSA is also an encryption algorithm, not data integrity algorithm. 

(Reference: Implementing Cisco IOS Network Security IINS) 

Question 7 

What are two security appliances that can be installed in a network? (Choose two) 

A. ATM 
B. IDS 
C. IOS 
D. IOX 
E. IPS 
F. SDM 

Answer: B E 

Explanation 

Intrusion detection system (IDS) and intrusion prevention system (IPS) solutions form an integral 
part of a robust network defense solution. 

IDS monitors network and system activities for malicious activities or policy violations and 
produces reports to a Management Station. 
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IPS provides policies and rules for network traffic along with an intrusion detection system for 
alerting system or network administrators to suspicious traffic, but allows the administrator to 
provide the action upon being alerted. 

The key to differentiating an IDS from an IPS is that an IPS responds immediately and does not 
allow any malicious traffic to pass, whereas an IDS allows malicious traffic to pass before it can 
respond. 

(Reference: Implementing Cisco IOS Network Security IINS) 

Note: Asynchronous Transfer Mode (ATM) is a layer 2 WAN transport protocol. It encodes data 
into small, fixed-sized cells consisting of 48 bytes of payload and 5 bytes of cell header -> A is not 
correct 

Cisco Router and Security Device Manager (SDM) is a Web-based device-management tool for 
Cisco routers that can help you configure a router via a web browser -> In general, it only helps 
simplify the network management, router configuration so it is not a security appliance -> F is not 
correct. 

Question 8 

Which device might be installed at a branch office to enable and manage an IPsec site-to-site 
VPN? 

A. Cisco IOS IPsec/SSL VPN client 
B. Cisco VPN Client 
C. ISDN terminal adapter 
D. Cisco Adaptive Security Appliance 

Answer: D 

Explanation 

An example of IPsec site-to-site VPN is your corporation has departments in many countries which 
need to communicate with each other. A popular solution is site-to-site (LAN-to-LAN) VPN to 
create private networks through the Internet. But as we know, Internet is not a safe environment 
for important data to be transferred. That is the reason why we need IPsec, a protocol suite for 
securing Internet Protocol (IP) communications by authenticating and encrypting each IP packet 
of a communication session. 

Cisco Adaptive Security Appliance (ASA) supports IPsec, that’s all I can say! If you wish to learn 
more about the configuration, please 
readhttp://www.cisco.com/en/US/products/ps5855/products_configuration_example09186a0080a
9a7a3.shtml 

Question 9 

Refer to the exhibit. What is the result of setting the no login command? 

Router#config t 
Router(config)#line vty 0 4 
Router(config-line)#password c1sc0 
Router(config-line)#no login 

A. This is a virtually limitless supply of IP addresses 
B. Telnet access requires a new password at first login 
C. Telnet access requires a password 
D. Telnet access is denied 

http://www.cisco.com/en/US/products/ps5855/products_configuration_example09186a0080a9a7a3.shtml
http://www.cisco.com/en/US/products/ps5855/products_configuration_example09186a0080a9a7a3.shtml
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Answer: No correct answer 

Explanation 

There is a mistake in this question because this configuration will let someone telnet to that router 
without the password (so the line “password c1sco” is not necessary). 

If we want to deny telnet we can configure like this: 

Router(config)#line vty 0 4 
Router(config-line)#no password (if the password is set before) 
Router(config-line)#login 

With this configuration, when someone tries to telnet to this router, a message “Password 
required, but none set” is displayed. 

Question 10 

What is the effect of using the service password-encryption command? 

A. Only passwords configured after the command has been entered will be encrypted. 
B. Only the enable password will be encrypted. 
C. Only the enable secret password will be encrypted 
D. It will encrypt the secret password and remove the enable secret password from the 
configuration. 
E. It will encrypt all current and future passwords. 

Answer: E 

Explanation 

The secret password (configured by the command “enable secret “) is always encrypted even if 
the “service password-encryption” command is not used. Moreover, the secret password is not 
removed from the configuration with this command, we still see it in encrypted form in the 
running-config -> D is not correct. 

The “enable password ” does not encrypt the password and can be viewed in clear text in the 
running-config. By using the “service password-encryption” command, that password is encrypted 
(both current and future passwords) -> A is not correct, E is correct. 

Answer B – Only the enable password will be encrypted seems to be correct but it implies the 
secret password will not be encrypted and stay in clear text, which is not correct. 

For your information, the secret password is encrypted with MD5 one-way hash algorithm which is 
harder to break than the encryption algorithm used by the “service password-encryption” 
command. 

Question 11 

Which command sets and automatically encrypts the privileged enable mode password? 

A. enable password c1sco 
B. secret enable c1sco 
C. password enable c1sco 
D. enable secret c1sco 

Answer: D 
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CCNA – DHCP Questions 

 
Question 1 

Refer to the exhibit. Which rule does the DHCP server use when there is an IP address conflict? 

 
A. The address is removed from the pool until the conflict is resolved. 
B. The address remains in the pool until the conflict is resolved. 
C. Only the IP detected by Gratuitous ARP is removed from the pool. 
D. Only the IP detected by Ping is removed from the pool. 
E. The IP will be shown, even after the conflict is resolved. 

Answer: A 

Question 2 

How dose a DHCP server dynamically assign IP address to host? 

A. Addresses are allocated after a negotiation between the server and the host to determine the 
length of the agreement. 
B. Addresses are assigned for a fixed period of time. At the end of period, a new quest for an 
address must be made, and another address is then assigned.  
C. Addresses are leased to host. A host will usually keep the same address by periodically 
contacting the DHCP sever to renew the lease.  
D. Addresses are permanently assigned so that the host uses the same address at all times. 

Answer: C 

Question 3 

Which two tasks does the Dynamic Host Configuration Protocol perform? (Choose two) 

A. Set the IP gateway to be used by the network. 
B. Perform host discovery used DHCPDISCOVER message. 
C. Configure IP address parameters from DHCP server to a host. 
D. Provide an easy management of layer 3 devices. 
E. Monitor IP performance using the DHCP server. 
F. Assign and renew IP address from the default pool. 

Answer: C F 

Question 4 

Which statement is correct regarding the operation of DHCP? 

A. A DHCP client uses a ping to detect address conflicts. 
B. A DHCP server uses a gratuitous ARP to detect DHCP clients. 
C. A DHCP client uses a gratuitous ARP to detect a DHCP server. 
D. If an address conflict is detected, the address is removed from the pool and an administrator 
must resolve the conflict. 
E. If an address conflict is detected, the address is removed from the pool for an amount of time 
configurable by the administrator. 
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F. If an address conflict is detected, the address is removed from the pool and will not be reused 
until the server is rebooted. 

Answer: D 

Explanation 

An address conflict occurs when two hosts use the same IP address. During address assignment, 
DHCP checks for conflicts using ping and gratuitous ARP. If a conflict is detected, the address is 
removed from the pool. The address will not be assigned until the administrator resolves the 
conflict. 

(Reference: http://www.cisco.com/en/US/docs/ios/12_1/iproute/configuration/guide/1cddhcp.htm
l) 

 
 
DHCP Group of Four Questions 

 
Refer to the exhibit. Using the information shown, answer the question 

Question 1: 

All hosts in the networks have been operational for several hours when the DHCP server goes 
down. What happens to the hosts that have obtained service from the DHCP server? 

A – The hosts will not be able to communicate with any other hosts. 
B – The hosts will continue to communicate normally for a period of time. 
C – The hosts will be able to communicate with hosts outsides their own network 
D – The hosts will only be able to communicate with other hosts by IP address not by hostname 

Answer: B 

Explanation: 

DHCP often uses dynamic allocation mechanism to save IP addresses, which assigns an IP address 
to a client for a limited period of time. So when the DHCP server goes down, that client can still 
use the allocated IP address for a period of time 

Question 2: 

What is the purpose of the DHCP server? 

A – to provide storage for email 
B – to translate URLs to IP addresses 

http://www.cisco.com/en/US/docs/ios/12_1/iproute/configuration/guide/1cddhcp.html
http://www.cisco.com/en/US/docs/ios/12_1/iproute/configuration/guide/1cddhcp.html
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C – to translate IPv4 addresses to MAC addresses 
D – to provide an IP configuration information to hosts 

 

Answer: D 

Explanation: 

The main purpose of the DHCP server is to provide IP configuration parameters to hosts such as 
the default gateway, domain name, Domain Name System (DNS) server… 

Question 3: 

How is the message sent from a PC2 when is first powers on and attempts to contact the DHCP 
Server? 

A – Layer 3 unicast 
B – Layer 3 broadcast 
C – Layer 3 multicast 
D – Without any Layer 3 encapsulation 

 

Answer: B 

Explanation: 

When a client boots up for the first time, it transmits a DHCPDISCOVER message on its local 
physical subnet. Because the client has no way of knowing the subnet to which it belongs, the 
DHCPDISCOVER is an all-subnets broadcast (destination IP address of 255.255.255.255, which is 
a layer 3 broadcast address). The client does not have a configured IP address, so the source IP 
address of 0.0.0.0 is used. 

Question 4: 

What is the default behavior of R1 when PC1 requests service from DHCP server? 

A – Drop the request 
B – Broadcast the request to R2 and R3 
C – Forward the request to R2 
D – Broadcast the request to R2, R3 and ISP 

 

Answer: A 

Explanation: 

When PC1 requests service from DHCP server (for example, it requests an IP address), it sends a 
broadcast packet. But R1 router, by default, will not forward broadcast packet and drop it. 

For your information, if you want to use the DHCP server from another network (like in this case) 
you can use the ip helper-address command which will make the router forward UDP broadcasts. 

 

In the real exam you will be taken to a LAB simulation environment but it is, in fact, just a group 
of 4 multi-choice questions! 
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CCNA – Drag and Drop 

Part 1 
Question 1: 

A dental firm is redesigning the network that connects its three locations. The administrator gave 
the networking team 192.168.164.0 to use for addressing the entire netwok. After subnetting the 
address, the team is ready to assign the addresses. The administrator plans to configure ip 
subnet-zero and use RIP v2 as the routing protocol. As a member of the networking team, you 
must address the network and at the same time conserver unused addresses for future growth. 
With those goals in mind, drag the host addresses on the left to the correct router interface. Once 
of the routers is partially configured. Move your mouse over a router to view its configuration. Not 
all of the host addresses on the left are necessary. 

 
 

Answer: 

 
Explanation: 

In short, we should start calculating from the biggest network (with 16 hosts) to the smallest one 
using the formula 2n – 2 (n is the number of bits we need to borrow).Therefore: 

16 hosts < 25 – 2 (we need to borrow 5 bits -> /27) 

11 hosts < 24 – 2 (borrow 4 bits -> /28) 

5 hosts < 23 – 2 (borrow 3 bits -> /29) 

From the available ip addresses, we see that each of them has only one suitable solution (they are 
192.168.164.149/27,192.168.164.166/28 and 192.168.164.178/29) 

The smallest network is the Floss S0/0 which only requires 2 hosts = 22 – 2 (need to borrow 2 bits 
->/30). There are 2 suitable answers: 192.168.164.189/30 and 192.168.164.188/30 but notice 
that 192.168.164.188/30 is the network address so we can not use it (because 188 = 4 * 47) -> 
we have to choose 192.168.164.189 as the correct solution. 
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In fact, it is not the formal way to solve a VLSM question so I recommend you to review your 
CCNA book if you haven’t grasped it well yet. 

Question 2: 

In order to complete a basic switch configuration, drag each switch IOS command on the left to its 
purpose on the right 

 
 

Answer: 

1) enable 

2) configure terminal 

3) hostname 

4) Interface vlan 1 

5) no shutdown 

6) ip address 

7) ip default-gateway 

Question 3: 

The Missouri branch office router is connected through its s0 interface to the Alabama 
Headquarters router s1 interface. The Alabama router has two LANs. Missouri users obtain 
Internet access through the Headquarters router. The network interfaces in the topology are 
addressed as follows: Missouri: e0 – 192.168.35.17/28; s0 – 
192.168.35.33/28; Alabama: e0 – 192.168.35.49/28; e1 – 192.168.35.65/28; s1 – 
192.168.35.34/28. The accounting server has the address of192.168.35.66/28. Match the 
access list conditions on the left with the goals on the right. (Not all options on the left are used.) 
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Answer: 

1) deny ip 192.168.35.16 0.0.0.15 host 192.168.35.66 

2) deny ip 192.168.35.55 0.0.0.0 host 192.168.35.66 

3) permit ip 192.168.35.0 0.0.0.255 host 192.168.35.66 

Explanation: 

1) The wildcard mask of the command “deny ip 192.168.35.16 0.0.0.15 host 192.16.35.66″ is 
0.0.0.15, which is equal to network mask of 255.255.255.240 = /28. So the access list will deny 
all traffic from network 192.168.35.16/28 from accessing host 192.16.35.66, which is the IP 
address of accounting server. 

2) The command “deny ip 192.168.35.55 0.0.0.0 host 192.168.35.66″ will deny host 
192.168.35.55, which is a user and belongs to interface e0 of Alabama router (192.168.35.49/28) 
from accessing accounting server. 

3) Because there is an implicit “deny all” command at the end of each access list so the command 
“permit ip 192.168.35.0 0.0.0.255 host 192.168.35.66″ will only let network 192.168.35.0/24 
access accounting server whilst prevent traffic from other networks. 

Question 4: 

A host with the address of 192.168.125.34/27 needs to be denied access to all hosts outside its 
own subnet. To accomplish this, complete the command in brackets, [access-list 100 
deny protocol address mask any], by dragging the appropriate options on the left to their 
correct placeholders on the right. 
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Answer: 

1) ip 

2) 192.168.125.34 

3) 0.0.0.0 

Full command: access-list 100 deny ip 192.168.125.34 0.0.0.0 

Question 5: 

Drag and drop the network user application to the appropriate description of its primary use (not 
all options are used) 

 
 

Answer: 

1) web browser 

2) instant message 

3) e-mail 

4) database 

5) collaboration 

Question 6: 

This topology contains 3 routers and 1 switch. Complete the topology. 

Drag the appropriate device icons to the labeled Device 

 

 

 

Drag the appropriate connections to the locations labeled Connections. 
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Drag the appropriate IP addresses to the locations labeled IP address 

(Hint: use the given host addresses and Main router information) 

To remove a device or connection, drag it away from the topology. 

Use information gathered from the Main router to complete the configuration of any 
additional routers. No passwords are required to access the Main router . The config terminal 
command has been disabled for the HQ router. The router does not require any configuration. 

Configure each additional router with the following 

Configure the interfaces with the correct IP address and enable the 
interfaces. 

 

 

 

Set the password to allow console access to consolepw 

Set the password to allow telnet access to telnetpw 

Set the password to allow privilege mode access to privpw 

Note: Because routes are not being added to the configurations, you will not be able to ping 
through the internetwork. 

All devices have cable autosensing capabilities disabled. 

All hosts are PC’s 

 



http://www.9tut 129 

 

 

Answer: 

 
View full explanation of this question here 

 

 

 

 

Part 2 
Question 1 

The left describes OSI layers, while the right provides some terms. Drag the items on the right to 
the proper locations. 

http://www.9tut.com/66-ccna-implementation-sim
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Answer: 

Network Layer: 

1) IP addresses 
2) packets 
3) routing 

Transport Layer: 

1) windowing 
2) UDP 
3) segments 

Question 2 

The above describes some categories, while the below provides their corresponding router output 
lines. Drag the above items to the proper locations. 

 
 

Answer: 

1) Port operational: Serial0/1 is up, line protocol is up 
2) Layer 2 problem: Serial0/1 is up, line protocol is down 
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3) Layer 1 problem: Serial0/1 is down, line protocol is down 
4) Port disabled: Serial0/1 is administrator down, line protocol is down 

Explanation: 

A simple way to find out which layer is having problem is to remember this rule: “the first 
statement is for Layer 1, the last statement is for Layer 2 and if Layer 1 is down then surely Layer 
2 will be down too”, so you have to check Layer 1 before checking Layer 2. For example, from the 
output “Serial0/1 is up, line protocol is down” we know that it is a layer 2 problem because the 
first statement (Serial0/1 is up) is good while the last statement (line protocol is down) is bad. For 
the statement “Serial0/1 is down, line protocol is down”, both layers are down so the problem 
belongs to Layer 1. 

There is only one special case with the statement “…. is administrator down, line protocol is 
down”. In this case, we know that the port is currently disabled and shut down by the 
administrators. 

Question 3 

A user is unable to connect to the Internet. Based on the layered approach to troubleshooting and 
beginning with the lowest layer. Follow the guide and drag the contents to relevant modules. 

 
 

Answer: 

1) Verify Ethernet cable connection: Step 1 
2) Verify NIC operation: Step 2 
3) Verify IP configuration: Step 3 
4) Verify URL: Step 4 

Explanation: 

The question asks us to “begin with the lowest layer” so we have to begin with Layer 1: verify 
physical connection; in this case an Ethernet cable connection. For your information, “verify 
Ethernet cable connection” means that we check if the type of connection (crossover, straight-
through, rollover…) is correct, the RJ45 headers are plugged in, the signal on the cable is 
acceptable… 

Next we “verify NIC operation”. We do this by simply making a ping to the loopback interface 
127.0.0.1. If it works then the NIC card (layer 1,2) and TCP/IP stack (layer 3) are working 
properly. 

Verify IP configuration belongs to layer 3. For example, checking if the IP can be assignable for 
host, the PC’s IP is in the same network with the gateway… 

Verifying the URL by typing in your browser some popular websites like google.com, 
microsoft.com to assure that the far end server is not down (it sometimes make we think we can’t 
access to the Internet). We are using a URL so this step belongs to layer 7 of the OSI model. 
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Question 4 

The left describes the types of cables, while the right describes the purposes of the cables. Drag 
the items on the left to the proper locations. (Not all items can be used). 

 
Answer: 

1) straight-through: switch access port to router 
2) crossover: switch to switch 
3) rollover: PC COM port to switch 

Explanation: 

To remember which type of cable you should use, follow these tips: 

- To connect two serial interfaces of 2 routers we use serial cable 
– To specify when we use crossover cable or straight-through cable, we should remember: 
Group 1: Router, Host, Server 
Group 2: Hub, Switch 
One device in group 1 + One device in group 2: use straight-through cable 
Two devices in the same group: use crossover cable 

For example: we use straight-through cable to connect switch to router, switch to host, hub to 
host, hub to server… and we use crossover cable to connect switch to switch, switch to hub, 
router to router, host to host… ) 

Question 5 

The left describes the types of switch ports, while the right describes the features. Drag the 
options on the right to the proper locations. 
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Answer: 

Access Port: 

- Carries traffic for a single VLAN  
– Uses a straight-through cable to connect a device 
– Connects an end-user workstation to a switch 

Trunk Port: 

- Carries traffic for a multiple VLAN  
– Uses 802.1q to identify traffic from different VLANs 
– Facilitates interVLAN communications when connected to a Layer 3 device 

Question 6 

The above describes the Spanning-Tree Protocol port states, while the below describes their 
functions. Drag the above items to the proper locations. 

 
 

Answer: 

- Learning: populating the MAC address table but not forwarding data frames  
– Forwarding: sending and receiving data frames 
– Listening: preparing to forward data frames without populating the MAC address table 
– Blocking: preventing the use of looped paths 

Part 3 
Question 1 

Drag the security features on the left to the specific security risks they help protect against on the 
right. (Not all options are used) 
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Answer: 

1) VTY password: remote access to device console 
2) console password: access to the console 0 line 
3) access-group: access to connected networks or resources 
4) service password-encryption: viewing of passwords 
5) enable secret: access to privileged mode 

The unselected left-box – CHAP – is used to verify the identity of the peer by means of a three-
way handshake. 

Question 2 

Refer to the exhibit. PC-A is sending packets to the FTP server. Consider the packets as they leave 
RA interface Fa0/0 forwards RB. Drag the correct frame and packet address to their places in the 
table. 
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Answer: 

Source MAC: 0000.0C93.9999 
Destination MAC: 0000.0C89.3333 
Source IP: 172.16.21.7 
Destination IP: 172.16.34.250 

Explanation 

Remember these rules: 

The IP addresses (of source and destination) of a packet never change during the transportation 
through the network. For example if PC-A wants to send a packet to PC-Z then the source and 
destination IP addresses of the packet will be the IP addresses of PC-A and PC-Z no matter how 
many devices they go through. 

The MAC addresses, conversely, will change while passing the devices. The source MAC address is 
the address of the last sender and the destination MAC address is the address of the next device. 

Question 3 

As a network administrator, you are required to configure the network security policy. And the 
policy requires that only one host be permitted to attach dynamically to each switch interface. If 
that policy is violated, the interface should shut down. Which two commands must the network 
administrator configure on the 2950 Catalyst switch to meet this policy? Please choose 
appropriate commands and drag the items to the proper locations. 

 
 

Answer: 

Appropriate commands: 

SW(config-if)# switchport port-security maximum 1 
SW(config-if)# switchport port-security violation shutdown 

Question 4 

The left describes boot sequence, while the right describes the orders. Drag the items on the left 
to the proper locations. 
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Answer: 

1) Step 1: The power on self test executes.  
2) Step 2: The bootstrap loader in ROM executes. 
3) Step 3: The IOS is located and loaded based on boot system commands in NVRAM. 
4) Step 4: The configuration file is loaded from NVRAM. 
5) Step 5: If no configuration file is located, the setup dialog initiates. 

Explanation 

When a router boots up, it performs a series of steps, called the boot sequence, to test the 
hardware and load the necessary software. The boot sequence consists of the following steps: 

1) Power on self test (POST): tests the hardware to verify that all components of the device are 
operational and present. 
2) The bootstrap loader in ROM executes: The bootstrap loader is a program in ROM that is used 
to find where a valid Cisco IOS image is located.  
3) If a valid Cisco IOS image is located, it is loaded. 
4) IOS loads configuration file. Once the IOS image is loaded, it will search for a valid startup 
configuration in NVRAM. 
5) If a valid startup configuration file cannot be found, the router will load the System 
Configuration Dialog (sometimes called setup mode). This mode allows you to perform the initial 
configuration of the router. 

Question 5 

Drag and Drop question. Drag the items to the proper locations. 

Routing has been configured on the local router with these commands: 
Local(config)# ip route 0.0.0.0 0.0.0.0 192.168.1.1 
Local(config)# ip route 10.1.0.0 255.255.255.0 192.168.2.2 
Local(config)# ip route 10.1.0.0 255.255.0.0 192.168.3.3 

Drag each destination IP address on the top to its correct next hop address at the bottom. 
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Answer: 

Next hop 192.168.1.1:  
+ 10.2.1.3 
+ 10.6.8.4 

Next hop 192.168.2.2: 
+ 10.1.0.14 
+ 10.1.0.123 

Next hop 192.168.3.3:  
+ 10.1.1.10 
+ 10.1.4.6 

Explanation 

If we have many entries matching for next hop ip address then the router will choose the one with 
most specific path to send the packet. This is called the “longest match” rule, the route with the 
most bits in the mask set to “1″ will be chosen to route packet. 

Question 6 

If a Cisco router has learned about network 10.1.1.0 from multiple sources, the router will select 
and install only one entry into the routing table. Indicate the order of preference that the router 
will use by dragging the routes on the left to the order of preference category on the right. 
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Answer: 

1) First preference: S 10.1.1.0 is directly connected, Serial1  
2) Second preference: S 10.1 1.0/24 [1/0] via 10.1.2.2 
3) Third preference: D 10.1.1.0/24 [90/2172416] via 10.1.5.5, Serial0 
4) Fourth preference: O 10.1.1.0/24 [ 110/789] via 10.1.3.1, Serial0 
5) Fifth preference: R 10.1.1.0/24 [120/3] via 10.1.3.1, Senal0 

Explanation 

Administrative distance is the first criterion that a router uses to determine which routing protocol 
to use if two protocols provide route information for the same destination. It is a measure of the 
trustworthiness of the source of the routing information. The smaller the administrative distance 
value, the more reliable the protocol. 

In this question, notice that the destination of all routes is 10.1.1.0/24 so we need to use 
Administrative distance of each routing protocol to specify the priority of each route. Below lists 
the Administrative Distance default values of popular routing protocols: 

+ Directly connected: 0 
+ Static route: 1 
+ EIGRP (symbolize by “D”): 90 
+ OSPF (symbolize by “O”): 110 
+ RIP (symbolize by “R”): 120 

 

Part 4 
Question 1 

Drag the function on the left to the matching security appliance or application on the right. (Not 
all functions are used) 

 
 

Answer: 

1) antispyware: detects software designed to capture sensitive information and removes it from 
the computer 
2) antivirus: prevents known malicious programs from being installed on workstations 
3) IDS: identifies malicious network traffic and alerts network personnel 
4) firewall: filters traffic based on source and destination IP address or traffic type 
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Question 2 

Drag the Frame Relay acronym on the left to match its definition on the right. (Not all acronyms 
are used) 

 
 

Answer: 

1) a router is this type of device: DTE 
2) the most common type of virtual circuit: PVC 
3) provides status messages between DTE and DCE devices: LMI 
4) identifies the virtual connection between the DTE and the switch: DLCI 

Question 3 

The left describes some types of connections while the right describes some types of cables. Drag 
the items on the left to the proper locations. 

 
  

Answer: 
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Explanation: 

To specify when we use crossover cable or straight-through cable, we should remember: 
Group 1: Router, Host(PC), Server 
Group 2: Hub, Switch 
One device in group 1 + One device in group 2: use straight-through cable 
Two devices in the same group: use crossover cable 

For example: we use straight-through cable to connect switch to router, switch to host, hub to 
host, hub to server… and we use crossover cable to connect switch to switch, switch to hub, 
router to router, host to host… ). 

+ We can connect a modem to router auxiliary port using a rollover cable. Recall that the purpose 
of the router’s auxiliary port is for connecting to a modem and most Cisco routers have a second 
port on the back called the auxiliary port. We can use this port in case of a far-away router goes 
down, the administrator can have someone in the area go to the router, plug in a modem and 
access to the router remotely (if using the console port, we have to go to the site to work with 
that router). 

+ We can connect a PC serial port to a switch/router console port through the RJ-45 to DB-9 or 
RJ-45 to DB-25 adapter (at the PC end), depending on the computer. 

Question 4 

The above provides some descriptions, while the below provides some routing protocols. Drag the 
above items to the proper locations. 
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Answer: 

 
 

Explanation: 

Enhanced Interior Gateway Routing Protocol (EIGRP) is a Cisco proprietary routing protocol, so it 
is vendor-specific. By default, EIGRP internal routes have an administrative distance value of 90. 

OSPF uses cost as its metric. By default, the cost of an interface is calculated based on bandwidth 
with the formula cost= 10000 0000/bandwith (in bps). OSPF elects a DR on each broadcast and 
nonbroadcast multiaccess networks (like Ethernet and Frame Relay environments, respectively). 
It doesn’t elect a DR on point-to-point link (like a serial WAN). 

Question 5 

As a CCNA candidate, you are required to have a firm understanding of the OSI model. At which 
layers of the OSI model do Wide Area Networks operate in? Please drag the items to the proper 
locations. 
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Answer: 

 
Explanation 

WAN operates in the two lowest layers which are Data Link and Physical layers. 

 Part 5 
Question 1 

Drag the Cisco default administrative distance to the appropriate routing protocol or route (Not all 
options are used) 

 
 

Answer: 

+ RIP: 120 
+ OSPF: 110 
+ static route referencing IP address of next hop: 1 
+ internal EIGRP route: 90 
+ directly connected network: 0 
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Question 2 

Drag the term on the left to its definition on the right (not all options are used) 

 
 

Answer: 

+ poison reverse: A router learns from its neighbor that a route is down and the router sends an 
update back to the neighbor with an infinite metric to that route 
+ LSA: The packets flooded when a topology change occurs, causing network routers to update 
their topological databases and recalculate routes 
+ split horizon: This prevents sending information about a routeback out the same interface that 
originally learned about the route 
+ holddown timer: For a given period, this causes the router to ignore any updates with poorer 
metrics to a lost network 

Question 3 

Drag the description on the left to the correct router mode on the right 

 
 

Answer: 

+ user EXEC mode: limited to basic monitoring commands 
+ privileged EXEC mode: provide access to all other router commands 
+ global configuration mode: commands that affect the entire system 
+ specific configuration mode: commands that affect interfaces/processes only 
+ setup mode: interactive configuration dialog 
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Question 4 

Drag each definition on the left to the matching term on the right 

 
Answer: 

+ cost: a configurable value based by default on the bandwidth of the interface 
+ load: the amount of activity on a network resource 
+ bandwidth: the data capacity of a link 
+ hop count: the number of point-to-point links in a transmission path 
+ reliability: usually refers to the bit error rate of each network link 
+ delay: the amount of time required to move a packet from source to destination 

 
 
CCNA – NAT & PAT Questions 

Note: If you are not sure about NAT & PAT, please read my NAT tutorial. 
 
Network Address Translation NAT Tutorial 
To go to the Internet we need to get an public IP address and it is unique all over the world. If 
each host in the world required a unique public IP address, we would have run out of IP address 
years ago. But by using Network Address Translation (NAT) we can save tons of IP addresses for 
later uses. We can understand NAT like this: 

“NAT allows a host that does not have a valid registered IP address to communicate with other 
hosts through the Internet” 

For example your computer is assigned a private IP address of 10.0.0.9 and of course this address 
can not be routed on the internet but you can still access the internet. This is because your router 
(or modem) translates this address into a public IP address, 123.12.23.1 for example, before 
routing your data into the internet. 

 

http://www.9tut.com/network-address-translation-nat-tutorial
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Of course when your router receives a reply packet destined for 123.12.23.1 it will convert back 
to your private IP 10.0.0.9 before sending that packet to you. 

Maybe you will ask “hey, I don’t see any difference of using NAT to save tons of IP addresses 
because you still need a public IP address for each host to access the Internet and it doesn’t save 
you anything, why you need to use NAT?” 

Ok, you are right :), in the above example we don’t see its usefulness but you now understand 
the fundamental of NAT! 

Let’s take another example! 

Suppose your company has 500 employees but your Internet Service Provider (ISP) only gives 
you 50 public IP addresses. It means that you can only allow 50 hosts to access the internet at 
the same time. Here NAT comes to save your life! 

One thing you should notice that in real life, not all of your employees uses internet at the same 
time. Say, maybe 50 of them use internet to read newspaper at the morning; 50 others use 
internet at noon for checking mail… By using NAT you can dynamically assign these 50 public IP 
addresses to those who really need them at that time. This is called dynamic NAT. 

But the above NAT solution does not solve our problem completely because in some days there 
can be more than 50 people surfing web at the morning. In this case, only the first 50 people can 
access internet, others must wait to their turns. 

Another problem is, in fact, your ISP only gives you much lesser IP addresses than the number 50 
because each public IP is very precious now. 

To solve the two problems above, another feature of NAT can be used: NAT Overload or 
sometimes called Port Address Translation (PAT) 

PAT permits multiple devices on a local area network (LAN) to be mapped to a single public IP 
address with different port numbers. Therefore, it’s also known as port address translation (PAT). 
When using PAT, the router maintains unique source port numbers on the inside global IP 
address to distinguish between translations. In the below example, each host is assigned to the 
same public IP address 123.1.1.1 1 but with different port numbers (from 1000 to 1002). 

 
Note: Cisco uses the term inside local for the private IP addresses and inside global for the 
public IP addresses replaced by the router. 

The outside host IP address can also be changed with NAT. The outside global address 
represents the outside host with a public IP address that can be used for routing in the public 
Internet. 
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The last term, outside local address, is a private address of an external device as it is referred to 
by devices on its local network. You can understand outside local address as the inside local 
address of the external device which lies at the other end of the Internet. 

Maybe you will ask how many ports can we use for each IP? Well, because the port number field 
has 16 bits, PAT can support about 216 ports, which is more than 64,000 connections using one 
public IP address. 

Now you has learned all the most useful features of NAT but we should summary all features of 
NAT: 

There are two types of NAT translation: dynamic and static. 

Static NAT: Designed to allow one-to-one mapping between local and global addresses. This 
flavor requires you to have one real Internet IP address for every host on your network. 

Dynamic NAT: Designed to map an unregistered IP address to a registered IP address from a 
pool of registered IP addresses. You don’t have to statically configure your router to map an inside 
to an outside address as in static NAT, but you do have to have enough real IP addresses for 
everyone who wants to send packets through the Internet. With dynamic NAT, you can configure 
the NAT router with more IP addresses in the inside local address list than in the inside global 
address pool. When being defined in the inside global address pool, the router allocates registered 
public IP addresses from the pool until all are allocated. If all the public IP addresses are already 
allocated, the router discards the packet that requires a public IP address. 

PAT (NAT Overloading): is also a kind of dynamic NAT that maps multiple private IP addresses 
to a single public IP address (many-to-one) by using different ports. Static NAT and Dynamic NAT 
both require a one-to-one mapping from the inside local to the inside global address. By using 
PAT, you can have thousands of users connect to the Internet using only one real global IP 
address. PAT is the technology that helps us not run out of public IP address on the Internet. This 
is the most popular type of NAT. 

Besides NAT gives you the option to advertise only a single address for your entire network to the 
outside world. Doing this effectively hides the internal network from the public world really well, 
giving you some additional security for your network. 

NAT terms: 

* Inside local address – The IP address assigned to a host on the inside network. The address 
is usually not an IP address assigned by the Internet Network Information Center (InterNIC) or 
service provider. This address is likely to be an RFC 1918 private address.  
* Inside global address – A legitimate IP address assigned by the InterNIC or service provider 
that represents one or more inside local IP addresses to the outside world.  
* Outside local address – The IP address of an outside host as it is known to the hosts on the 
inside network.  
* Outside global address – The IP address assigned to a host on the outside network. The 
owner of the host assigns this address. 

Question 1 

Refer to the exhibit. What does the (*) represent in the output? 

02:16:29: NAT: s=10.10.0.2->1.2.4.2, d=1.2.4.1 [51607] 
02:16:29: NAT: s=1.2.4.1, d=1.2.4.2->10.10.0.2 [55227] 
62:16:29: NAT*: s=10.10.0.2->1.2.4.2, d=1.2.4.1 [51608] 
02:16:29: NAT*: s=10.10.0.2->1.2.4.2, d=1.2.4.1 [51609] 

A. Packet is destined for a local interface to the router. 
B. Packet was translated, but no response was received from the distant device. 
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C. Packet was not translated, because no additional ports are available. 
D. Packet was translated and fast switched to the destination. 

Answer: D 

Explanation 

The above output is from the “debug ip nat” command. In this output, the first two lines show the 
Domain Name System (DNS) request and reply debugging output. 

In the first line (DNS request): 

s=10.10.0.2->1.2.4.2: source of the IP address (10.10.0.2) and how it is being translated (to 
1.2.4.2) 
d=1.2.4.1: destination address of the packet 
[51607]: the IP identification number of the packet 

In the second line (DNS reply): 

s=1.2.4.1: source of the reply 
d=1.2.4.2->10.10.0.2: how the destination is being translated 

The remaining lines show debugging output from a Telnet connection from a host on the inside of 
the network to a host on the outside of the network. All Telnet packets, except for the first packet, 
were translated in the fast path, as indicated by the asterisk (*). 

Note: If the connection is already established, the security appliance does not need to re-check 
packets and the packets are sent to the Fast Path. 

(Reference: http://www.cisco.com/en/US/docs/ios/12_3t/debug/command/reference/dbg_i2gt.ht
ml) 

Question 2 

Refer to the exhibit. What command sequence will enable PAT from the inside to outside network? 

ip nat pool isp-net 1.2.4.10 1.2.4.240 netmask 255.255.255.0 
! 
interface ethernet 1  
description ISP Connection  
ip address 1.2.4.2 255.255.255.0  
ip nat outside 
! 
interface ethernet 0  
description Ethernet to Firewall eth0  
ip address 10.10.0.1 255.255.255.0  
ip nat inside 
! 
access-list 1 permit 10.0.0.0 0.255.255.255 

A. (config)# ip nat pool isp-net 1.2.4.2 netmask 255.255.255.0 overload 
B. (config-if)# ip nat outside overload 
C. (config)# ip nat inside source list 1 interface ethernet1 overload 
D. (config-if)# ip nat inside overload 

 

Answer: C 

Explanation 

The command “ip nat inside source list 1 interface ethernet1 overload” means: 

http://www.cisco.com/en/US/docs/ios/12_3t/debug/command/reference/dbg_i2gt.html
http://www.cisco.com/en/US/docs/ios/12_3t/debug/command/reference/dbg_i2gt.html
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+ “ip nat”: use NAT 
+ “inside”: NAT from inside to outside 
+ “source list 1″: the source addresses can be found in access list 1 
+ “interface ethernet1″: NAT out of this interface 
+ “overload”: use NAT overload (PAT) 

Question 3 

Refer to the exhibit. A junior network engineer has prepared the exhibited configuration file. What 
two statements are true of the planned configuration for interface fa0/1? (Choose two) 

 
A. The two FastEthernet interfaces will require NAT configured on two outside serial interfaces. 
B. Address translation on fa0/1 is not required for DMZ Devices to access the Internet.  
C. The fa0/1 IP address overlaps with the space used by s0/0. 
D. The fa0/1 IP address is invalid for the IP subnet on which it resides. 
E. Internet hosts may not initiate connections to DMZ Devices through the configuration that is 
shown. 

Answer: B E 

Explanation 

Both inside FastEthernet interfaces can use only one outside interface to go to the Internet -> A is 
not correct. 

DMZ devices use IP addresses in the range of 128.107.1.128/25 which are public IP addresses so 
they don’t need address translation to access the Internet -> B is correct. 

The fa0/1 interface’s IP address is 128.107.1.254 255.255.255.128 (range from 128.107.1.128 to 
128.107.1.255) while the IP address of s0/0 is 128.107.1.1 255.255.255.252 (ranges from 
128.107.1.0 to 128.107.1.4) so they are not overlapped with each other -> C is not correct. 

DMZ devices are in the range of 128.107.1.128/25 (from 128.107.1.128 to 128.107.1.255) and 
fa0/1 IP address (128.107.1.254) is a valid IP address on this subnet -> D is not correct. 
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DMZ devices (and other internal hosts) are using dynamic PAT, which is a type of dynamic NAT. 
With dynamic NAT, translations do not exist in the NAT table until the router receives traffic that 
requires translation. In other words, if DMZ devices communicate with outside hosts first, dynamic 
translation works fine. But if outside hosts communicate with DMZ devices first, no translation is 
created in NAT table and the packets will be dropped. This is the reason why “Internet hosts may 
not initiate connections to DMZ Devices through the configuration that is shown” -> E is correct. 

Question 4 

Refer to the exhibit. What statement is true of the configuration for this network? 

 
A. The configuration that is shown provides inadequate outside address space for translation of 
the number of inside addresses that are supported. 
B. Because of the addressing on interface FastEthernet0/1, the Serial0/0 interface address will not 
support the NAT configuration as shown. 
C. The number 1 referred to in the ip nat inside source command references access-list number 1. 
D. ExternalRouter must be configured with static routers to network 172.16.2.0/24 

Answer: C 

Explanation 

The “list 1″ refers to the access-list number 1. 

Question 5 

What are two benefits of using NAT? (choose two) 

A. NAT protects network security because private networks are not advertised. 
B. NAT accelerates the routing process because no modifications are made on the packets.  
C. Dynamic NAT facilitates connections from the outside of the network. 
D. NAT facilitates end-to-end communication when IPsec is enable. 
E. NAT eliminates the need to re-address all host that require external access. 
F. NAT conserves addresses through host MAC-level multiplexing. 

 

Answer: A E 
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Explanation 

By not reveal the internal Ip addresses, NAT adds some security to the inside network -> A is 
correct. 

NAT has to modify the source IP addresses in the packets -> B is not correct. 

Connection from the outside of the network through a “NAT” network is more difficult than a more 
network because IP addresses of inside hosts are hidden -> C is not correct. 

In order for IPsec to work with NAT we need to allow additional protocols, including Internet Key 
Exchange (IKE), Encapsulating Security Payload (ESP) and Authentication Header (AH) -> more 
complex -> D is not correct. 

By allocating specific public IP addresses to inside hosts, NAT eliminates the need to re-address 
the inside hosts -> E is correct. 

NAT does conserve addresses but not through host MAC-level multiplexing. It conserves 
addresses by allowing many private IP addresses to use the same public IP address to go to the 
Internet -> F is not correct. 

Question 6 

Which two statements about static NAT translations are true? (choose two) 

A. They are always present in the NAT table. 
B. They allow connection to be initiated from the outside. 
C. They can be configured with access lists, to allow two or more connections to be initiated from 
the outside. 
D. They require no inside or outside interface markings because addresses are statically defined. 

Answer: A B 

Explanation 

With static NAT, translations exist in the NAT translation table as soon as you configure static NAT 
command(s), and they remain in the translation table until you delete the static NAT command(s). 

With dynamic NAT, translations do not exist in the NAT table until the router receives traffic that 
requires translation. Dynamic translations have a timeout period after which they are purged from 
the translation table. 

-> A is correct. 

Because static NAT translations are always present in the NAT table so outside hosts can initiate 
the connection without being dropped -> B is correct. 

Static translations can not be configured with access lists. To configure static NAT, we only need 
to specify source IP, NAT IP, inside interface & outside interface. 

-> C is not correct. 

We have to specify which is the inside and outside interface -> D is not correct. 

For your information, below is an example of configuring static NAT: 

R0(config)#int f0/0 
R0(config-if)#ip nat inside 

R0(config-if)#int f0/1 
R0(config-if)#ip nat outside 

R0(config)#ip nat inside source static 10.0.0.1 200.0.0.2 
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(Reference: http://www.cisco.com/en/US/tech/tk648/tk361/technologies_tech_note09186a00800
93f31.shtml) 

Question 7 

Refer to the exhibit. Which statement about packet addresses are true during data exchange 
when host A makes Web-request to WWW Server, considering that there is NAT overload scheme 
for data passing from Corp LAN hosts to outside networks in use? 

 
A. Source 234.15.27.226:3015 and destination 234.15.27.225:80 
B. Source 200.15.239.128:3015 and destination 192.168.10.34:80 
C. Destination 192.168.10.11:3015 and source 200.15.239.128:80 
D. Source 192.168.10.34:80 and destination 192.168.10.254:3015 
E. Destination 234.15.27.225:3015 and source 200.15.239.128:80 

 

Answer: E 

Explanation 

From A to Corp router:  
+ Source: 192.168.10.34: 3015 & Destination: 200.15.239.128:80 
From Corp to WWW Server: 
+ Source: 234.15.27.225:3015 & Destination: 200.15.239.128:80 
From WWW Server to Corp: 
+ Source: 200.15.239.128:80 & Destination: 234.15.27.225:3015 
From Corp to Host A: 
+ Source: 200.15.239.128:80 & Destination: 192.168.10.34:3015 

So the only correct answer is E (from WWW server to Corp) 

http://www.cisco.com/en/US/tech/tk648/tk361/technologies_tech_note09186a0080093f31.shtml
http://www.cisco.com/en/US/tech/tk648/tk361/technologies_tech_note09186a0080093f31.shtml
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CCNA – Switch Questions 

Part 1 
Question 1 

Which two commands can be used to verify a trunk link configuration status on a Cisco switch? 
(choose two) 

A. show interfaces trunk 
B. show interfaces switchport 
C. show ip interface brief 
D. show interfaces vlan 

Answer: A B 

Explanation 

The “show interfaces trunk” command and “show interfaces switchport” command can be used to 
verify the status of an interface (trunking or not). The outputs of these commands are shown 
below (port Ethernet 1/0 has been configured as trunk): 

 

 
The “show ip interface brief” command only gives us information about the IP address, the status 
(up/down) of an interface: 
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The “show interfaces vlan” command only gives us information about that VLAN, not about which 
ports are the trunk links: 

 
Question 2 

Refer to the exhibit. The following commands are executed on interface fa0/1 of 2950Switch. 

2950Switch(config-if)#switchport port-security 
2950Switch(config-if)#switchport port-security mac-address sticky 
2950Switch(config-if)#switchport port-security maximum 1 

The Ethernet frame that is shown arrives on interface fa0/1. What two functions will occur when 
this frame is received by 2950Switch? (Choose two) 

 
A. The MAC address table will now have an additional entry of fa0/1 FFFF.FFFF.FFFF. 
B. Only host A will be allowed to transmit frames on fa0/1. 
C. This frame will be discarded when it is received by 2950Switch. 
D. All frames arriving on 2950Switch with a destination of 0000.00aa.aaaa will be forwarded out 
fa0/1. 
E. Hosts B and C may forward frames out fa0/1 but frames arriving from other switches will not 
be forwarded out fa0/1. 
F. Only frames from source 0000.00bb.bbbb, the first learned MAC address of 2950Switch, will be 
forwarded out fa0/1. 

 

Answer: B D 
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Explanation 

Please read the explanation at http://www.9tut.net/icnd2/icnd2-operations 

Question 3 

Which Cisco Catalyst feature automatically disables the port in an operational PortFast upon 
receipt of a BPDU? 

A. BackboneFast 
B. UplinkFast 
C. Root Guard 
D. BPDU Guard 
E. BPDU Filter 

Answer: D 

Explanation 

We only enable PortFast feature on access ports (ports connected to end stations). But if someone 
does not know he can accidentally plug that port to another switch and a loop may occur when 
BPDUs are being transmitted and received on these ports. 

With BPDU Guard, when a PortFast receives a BPDU, it will be shut down to prevent a loop -> D is 
correct. 

Question 4 

Why will a switch never learn a broadcast address? 

A. Broadcast frames are never sent to switches. 
B. Broadcast addresses use an incorrect format for the switching table. 
C. A broadcast address will never be the source address of a frame. 
D. Broadcasts only use network layer addressing. 
E. A broadcast frame is never forwarded by a switch. 

Answer: C 

Question 5 

Which three statements accurately describe layer 2 Ethernet switches? (choose three) 

A. Microsegmentation decreases the number of collisions on the network. 
B. If a switch receives a frame for an unknown destination.it uses ARP to resolve the address. 
C. Spanning Tree Protocol allows switches to automatically share vlan information. 
D. In a property functioning network with redundant switched paths, each switched segment will 
contain one root bridge with all its ports in the forwarding state. All other switches in that 
broadcast domain will have only one root port. 
E. Establishing vlans increases the number of broadcast domains. 
F. Switches that are configured with vlans make forwarding decisions based on both layer 2 and 
layer 3 address information. 

Answer: A D E 

Question 6 

Switch ports operating in which two roles will forward traffic according to the IEEE 802.1w 
standard? (Choose two) 

A. alternate  
B. backup 
C. designated 

http://www.9tut.net/icnd2/icnd2-operations
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D. disabled 
E. root 

Answer: C E 

Explanation 

IEEE 802.1w is the standard of Rapid Spanning Tree Protocol (RSTP). There are 5 port roles in this 
standard: Root port, Designated port, Alternative port, Backup port and Disabled port. In these 5 
port roles, only Root port and Designated port can forward traffic. 

Question 7 

Select the action that results from executing these commands: 

Switch(config-if)# switchport port-security  
Switch(config-if)# switchport port-security mac-address sticky 

A. A dynamically learned MAC address is saved in the startup-configuration file. 
B. A dynamically learned MAC address is saved in the running-configuration file. 
C. A dynamically learned MAC address is saved in the VLAN database. 
D. Statically configured MAC addresses are saved in the startup-configuration file if frames from 
that address are received. 
E. Statically configured MAC addresses are saved in the running-configuration file if frames from 
that address are received. 

Answer: B 

Explanation 

The full syntax of the second command is: 

switchport port-security mac-address sticky [MAC] 

If we don’t specify the MAC address (like in this question) then the switch will dynamically learn 
the attached MAC Address and place it into your running-configuration -> B is correct. 

Question 8 

What is valid reason for a switch to deny port access to new devices when port security is 
enabled? 

A. The denied MAC addresses have already been learned or configured on another secure 
interface in the same VLAN. 
B. The denied MAC address are statically configured on the port. 
C. The minimum MAC threshold has been reached. 
D. The absolute aging times for the denied MAC addresses have expired. 

Answer: A 

Explanation 

A security violation occurs in either of these situations: 

* When the maximum number of secure MAC addresses is reached on a secure port and the 
source MAC address of the ingress traffic is different from any of the identified secure MAC 
addresses, port security applies the configured violation mode. 

* If traffic with a secure MAC address that is configured or learned on one secure port attempts to 
access another secure port in the same VLAN, applies the configured violation mode. 

From the second statement we can figure out A is the correct answer. But for your information we 
will discuss other answers as well. 
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Answer B is not correct because we can’t configured which MAC address will be denied. We can 
only configure which MAC is allowed. 

We can only configure the maximum MAC threshold, not the minimum threshold -> C is not 
correct. 

The aging times are only configured for allowed MAC addresses, not for denied MAC -> D is 
correct. 

For your information about aging time: 

When the aging type is configured with the absolute keyword, all the dynamically learned secure 
addresses age out when the aging time expires 

This is how to configure the secure MAC address aging type on the port: 

Router(config-if)# switchport port-security aging type absolute 

and configure the aging time (aging time = 120 minutes) 

Router(config-if)# switchport port-security aging time 120 

When this command is used, all the dynamically learned secure addresses age out when the aging 
time expires 

(Reference: http://www.cisco.com/en/US/docs/switches/lan/catalyst6500/ios/12.2SX/configuratio
n/guide/port_sec.html) 

Question 9 

A network administrator needs to configure port security on a switch. Which two statements are 
true? (Choose two) 

A. The network administrator can apply port security to dynamic access ports 
B. The network administrator can configure static secure or sticky secure mac addresses in the 
voice vlan. 
C. The sticky learning feature allows the addition of dynamically learned addresses to the running 
configuration. 
D. The network administrator can apply port security to EtherChannels. 
E. When dynamic mac address learning is enabled on an interface, the switch can learn new 
addresses up to the maximum defined. 

Answer: C E 

Question 10 

Refer to the exhibit. Which statement is true? 

 

http://www.cisco.com/en/US/docs/switches/lan/catalyst6500/ios/12.2SX/configuration/guide/port_sec.html
http://www.cisco.com/en/US/docs/switches/lan/catalyst6500/ios/12.2SX/configuration/guide/port_sec.html
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A. The Fa0/11 role confirms that SwitchA is the root bridge for VLAN 20. 
B. VLAN 20 is running the Per VLAN Spanning Tree Protocol. 
C. The MAC address of the root bridge is 0017.596d.1580. 
D. SwitchA is not the root bridge, because not all of the interface roles are designated. 

Answer: D 

Explanation 

Only non-root bridge can have root port. Fa0/11 is the root port so we can confirm this switch is 
not the root bridge -> A is not correct. 

From the output we learn this switch is running Rapid STP, not PVST -> B is not correct. 

0017.596d.1580 is the MAC address of this switch, not of the root bridge. The MAC address of the 
root bridge is 0017.596d.2a00 -> C is not correct. 

All of the interface roles of the root bridge are designated. SwitchA has one Root port and 1 
Alternative port so it is not the root bridge -> D is correct. 

Question 11 

 
A technician has installed SwithchB and needs to configure it for remote access from the 
management workstation connected SwitchA. Which set of commands is required to accomplish 
this task? 

A.  
SwitchB(config)#interface FastEthernet 0/1 
SwitchB(config)#ip address 192.168.8.252 255.255.255.0  
SwitchB(config)#no shutdown 

B.  
SwitchB(config)#ip default-gateway 192.168.8.254  
SwitchB(config)#interface vlan 1  
SwitchB(config)#ip address 192.168.8.252 255.255.255.0  
SwitchB(config)#no shutdown 

C.  
SwitchB(config)#interface vlan 1 
SwitchB(config)#ip address 192.168.8.252 255.255.255.0  
SwitchB(config)#ip default-gateway 192.168.8.254 255.255.255.0  
SwitchB(config)#no shutdown 

D.  
SwitchB(config)#ip default-network 192.168.8.254  
SwitchB(config)#interface vlan 1  
SwitchB(config)#ip address 192.168.8.252 255.255.255.0  
SwitchB(config)#no shutdown 
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Answer: B 

Explanation 

To remote access to SwitchB, it must have a management IP address on a VLAN on that switch. 
Traditionally, we often use VLAN 1 as the management VLAN (but in fact it is not secure). 

In the exhibit, we can recognize that the Management Workstation is in a different subnet from 
the SwitchB. For intersubnetwork communication to occur, you must configure at least one default 
gateway. This default gateway is used to forward traffic originating from the switch only, not to 
forward traffic sent by devices connected to the switch. 

Question 12 

A network administrator wants to ensure that only the server can connect to port Fa0/1 on a 
Catalyst switch. The server is plugged into the switch Fa0/1 port and the network administrator is 
about to bring the server online. What can the administrator do to ensure that only the MAC 
address of the server is allowed by switch port Fa0/1? (Choose two) 

A. Configure port Fa0/1 to accept connections only from the static IP address of the server. 
B. Employ a proprietary connector type on Fa0/1 that is incompatible with other host connectors. 
C. Configure the MAC address of the server as a static entry associated with port Fa0/1. 
D. Bind the IP address of the sewer to its MAC address on the switch to prevent other hosts from 
spoofing the server IP address.  
E. Configure port security on Fa0/1 to reject traffic with a source MAC address other than that of 
the server. 
F. Configure an access list on the switch to deny server traffic from entering any port other than 
Fa0/1. 

Answer: C E 

Explanation 

We can”configure the MAC address of the server as a static entry associated with port Fa0/1″ with 
this command: 

Switch(config-if)#switchport port-security mac-address sticky 0000.00AA.AAAA.AAAA 

and “configure port security on Fa0/1 to reject traffic with a source MAC address other than that 
of the server” with these commands: 

Switch(config-if)#switchport port-security maximum 1 (only allow 1 MAC address and that 
is the static MAC address) 

Also we often define what will the switch do if the security is violated: 

Switch(config-if)#switchport port-security violation shutdown 

Question 13 

The network security policy requires that only one host be permitted to attach dynamically to each 
switch interface. If that policy is violated, the interface should shut down. Which two commands 
must the network administrator configure on the 2950 Catalyst switch to meet this policy? 
(Choose two) 

A. Switch1(config-if)#switchport port-security maximum 1 
B. Switch1(config)#mac-address-table secure 
C. Switch1(config)#access-list 10 permit ip host 
D. Switch1(config-if)#switchport port-security violation shutdown 
E. Switch1(config-if)#ip access-group 10 
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Answer: A D 

 

Part 2 
Question 1 

In which circumstance are multiple copies of the same unicast frame likely to be transmitted in a 
switched LAN? 

A. after broken links are re-established  
B. in an improperly implemented redundant topology  
C. when upper-layer protocols require high reliability  
D. during high traffic periods  
E. when a dual ring topology is in use 

Answer: B 

Explanation 

If we connect two switches via 2 or more links and do not enable STP on these switches then a 
loop (which creates multiple copies of the same unicast frame) will occur. It is an example of an 
improperly implemented redundant topology. 

Question 2 

An administrator would like to configure a switch over a virtual terminal connection from locations 
outside of the local LAN. Which of the following are required in order for the switch to be 
configured from a remote location? (Choose two) 

A. The switch must be configured with an IP address, subnet mask, and default gateway. 
B. The switch must be connected to a router over a VLAN trunk. 
C. The switch must be reachable through a port connected to its management VLAN. 
D. The switch console port must be connected to the Ethernet LAN. 
E. The switch management VLAN must be created and have a membership of at least one switch 
port.  
F. The switch must be fully configured as an SNMP agent. 

Answer: A C 

Explanation 

In order to remote access to a switch from outside of the local LAN (in a different subnet) we have 
to: 

+ Configure an IP address on a VLAN on that switch, this VLAN is known as the management 
VLAN (it is usually VLAN 1) 
+ Specify the default gateway for that switch so that it can send traffic to this gateway 

Below shows an example of configuring remote access for a switch (suppose the management 
VLAN on the switch is 192.168.1.10/24 and the default-gateway IP address is 192.168.1.254) 

Switch(config)#ip default-gateway 192.168.1.254 
Switch(config)#interface vlan 1 
Switch(config)#ip address 192.168.1.10 255.255.255.0 
Switch(config)#no shutdown 

Question 3 

Refer to the exhibit. A junior network administrator was given the task of configuring port security 
on SwitchA to allow only PC_A to access the switched network through port fa0/1. If any other 
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device is detected, the port is to drop frames from this device. The administrator configured the 
interface and tested it with successful pings from PC_A to RouterA, and then observes the output 
from these two show commands. 

 
Which two of these changes are necessary for SwitchA to meet the requirements? (Choose two) 

A. Port security needs to be globally enabled. 
B. Port security needs to be enabled on the interface. 
C. Port security needs to be configured to shut down the interface in the event of a violation. 
D. Port security needs to be configured to allow only one learned MAC address. 
E. Port security interface counters need to be cleared before using the show command. 
F. The port security configuration needs to be saved to NVRAM before it can become active. 

 

Answer: B D 

Explanation 

As we see in the output, the “Port Security” is in “Disabled” state (line 2 in the output). To enable 
Port security feature, we must enable it on that interface first with the command: 

SwitchA(config-if)#switchport port-security 

-> B is correct. 

Also from the output, we learn that the switch is allowing 2 devices to connect to it (switchport 
port-security maximum 2) but the question requires allowing only PC_A to access the network so 
we need to reduce the maximum number to 1 -> D is correct. 

Question 4 

A company implements video conferencing over IP on their Ethernet LAN. The users notice that 
the network slows down, and the video either stutters or foils completely. What is the most likely 
reason for this? 

A. minimum cell rate (MCR) 
B. quality of service (QoS) 
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C. modulation 
D. packet switching exchange (PSE) 
E. reliable transport protocol (RTP) 

Answer: B 

Explanation 

If the QoS is not configured correctly on the network (for example configure your network’s 
bandwidth below the bandwidth assigned by your ISP) can slow down all your traffic. 

Question 5 

Computer 1 is consoles into switch A. Telnet connections and pings run from the command 
prompt on switch A fail. Which of the following could cause this problem? 

 
A. switch A does not have a cdp entry for switch B or router JAX  
B. switch A does not have an IP address 
C. port 1 on switch A should be an access port rather than a trunk port 
D. switch A is not directly connected to router JAX 
E. switch A does not have a default gateway assigned 

Answer: B 

Explanation 

It’s a hard question to answer although it looks simple! From the output above we are sure that 
switch A does not have an IP address (on both Fa0/1 and on VLAN 1) so it can not ping or telnet 
to any other device -> B is correct. 

Another answer seems to be correct is answer E – switch A does not have a default gateway 
assigned. We know that Switch A can not telnet to other device outside its subnet without having 
a default gateway. But the question only says “Telnet connections and pings run from the 
command prompt on switch A fail” without telling us where Switch A is trying to telnet or ping to. 
If it tries to connect to the outside network then E is correct. If it only want to connect to a device 
inside its subnet then a default gateway is not necessary. 

So the best answer for this question is B! 

Question 6 

Refer to the exhibit. Give this output for SwitchC, what should the network administrator’s next 
action be? 
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A. Check the trunk encapsulation mode for SwitchC’s fa0/1 port. 
B. Check the duplex mode for SwitchC’s fa0/1 port. 
C. Check the duplex mode for SwitchA’s fa0/2 port. 
D. Check the trunk encapsulation mode for SwitchA’s fa0/2 port. 

 

Answer: C 

Question 7 

Refer to the graphic 

 
A host is connected to switch port Fa0/3 with a crossover cable. However, the port indicator on 
switch port Fa0/3 is not on, and the host can not communicate with hosts that belong to VLAN2 
on the same switch. Based on the information given, where is the problem? 

A. The switch has been assigned an incorrect subnet mask T1  
B. Switch port Fa0/3 is not configured as a trunk port  
C. Switch port Fa0/3 has been blocked by STP  
D. The switch and the hosts must be in the same subnet  
E. The cable type is wrong 

 

Answer: E 
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Explanation 

To specify when we use crossover cable or straight-through cable, we should remember: 
Group 1: Router, Host, Server 
Group 2: Hub, Switch 
One device in group 1 + One device in group 2: use straight-through cable 
Two devices in the same group: use crossover cable 

In this case we connect a switch and a host so we need a straight-through cable -> E is correct. 

Question 8 

Refer to the exhibit. Some 2950 series switches are connected to the conference area of the 
corporate headquarters network. The switches provide two to three jacks per conference room to 
host laptop connections for employees who visit the headquarters office. When large groups of 
employees come from other locations, the network administrator often finds that hubs have been 
connected to wall jacks in the conference area although the ports on the access layer switches 
were not intended to support multiple workstations. 

What action could the network administrator take to prevent access by multiple laptops through a 
single switch port and still leave the switch functional for its intended use? 

 
A. Configure static entries in the switch MAC address table to include the range of addresses used 
by visiting employees. 
B. Configure an ACL to allow only a single MAC address to connect to the switch at one time. 
C. Use the mac-address-table 1 global configuration command to limit each port to one source 
MAC address. 
D. Implement Port Security on all interfaces and use the port-security maximum 1 command to 
limit port access to a single MAC address 
E. Implement Port Security on all interfaces and use the port-security mac-address sticky 
command to limit access to a single MAC address 
F. Implement Port Security at global configuration mode and use the port-security maximum 1 
command to allow each switch only one attached hub 

 

Answer: D 

Explanation 

The Port Security filters frames based on its MAC so it can effectively prevent people connecting to 
the switch via hubs. 
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Question 9 

Which of the following statements are true regarding bridges and switches? (Choose 3) 

A. Switches are primarily software based while bridges are hardware based. 
B. Both bridges and switches forward Layer 2 broadcasts. 
C. Bridges are frequently faster than switches. 
D. Switches have a higher number of ports than most bridges. 
E. Bridges define broadcast domains while switches define collision domains. 
F. Both bridges and switches make forwarding decisions based on Layer 2 addresses. 

 

Answer: B D F 

Question 10 

A network administrator must configure 200 switch ports to accept traffic from only the currently 
attached host devices. What would be the most efficient way to configure MAC-level security on all 
these ports? 

A. Visually verify the MAC addresses and then telnet to the switches to enter the switchport-port 
security mac-address command. 
B. Have end users e-mail their MAC addresses. Telnet to the switch to enter the switchport-port 
security mac-address command. 
C. Use the switchport port-security MAC address sticky command on all the switch ports that have 
end devices connected to them. 
D. Use show mac-address-table to determine the addresses that are associated with each port 
and then enter the commands on each switch for MAC address port-security. 

 

Answer: C 

Explanation 

We can use the “interface range” command (for example “interface range FastEthernet 0/1 – 48″) 
to configure many ports as the same time and use the “port-security MAC address sticky” 
command (without a specific MAC address) to dynamically learn the attached MAC Address and 
place it into the switch’s running-configuration -> C is correct. 

Part 3 
Question 1 

Which of the following are true regarding bridges and switches? (Choose two) 

A. Bridges are faster than switches because they have fewer ports. 
B. A switch is a multiport bridge. 
C. Bridges and switches learn MAC addresses by examining the source MAC address of each frame 
received. 
D. A bridge will forward a broadcast but a switch will not. 
E. Bridges and switches increase the size of a collision domain. 

 

Answer: B C 

Question 2 

Which two commands correctly verily whether port security has been configured on port 
FastEthernet 0/12 on a switch? (Choose two) 



http://www.9tut 165 

 

A. SW1# show switchport port-security interface FastEthernet 0/12 
B. SW1# show switchport port-secure interface FastEthernet 0/12 
C. SW1# show port-security interface FastEthernet 0/12 
D. SW1# show running-config 

Answer: C D 

Explanation 

We can verify whether port security has been configured by using the “show running-config” or 
“show port-security interface<interface>” for more detail. An example of the output of “show 
port-security interface <interface>” command is shown below: 

 
Question 3 

Assuming the default switch configuration which vlan range can be added modified and removed 
on a Cisco switch? 

A. 2 through 1001  
B. 1 through 1001  
C. 1 through 1002  
D. 2 through 1005 

Answer: A 

Explanation 

VLAN 1 is the default VLAN on Cisco switch. It always exists and can not be added, modified or 
removed. 

VLANs 1002-1005 are default VLANs for FDDI & Token Ring and they can’t be deleted or used for 
Ethernet. 
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Question 4 

Refer to the exhibit. This command is executed on 2960Switch: 

2960Switch(config)# mac-address-table static 0000.00aa.aaaa vlan 10 interface fa0/1 

Which two of these statements correctly identify results of executing the command? (Choose two) 

 
A. Port security is implemented on the fa0/1 interface. 
B. MAC address 0000.00aa.aaaa does not need to be learned by this switch. 
C. Only MAC address0000.00aa.aaaa can source frames on the fa0/1 segment. 
D. Frames with a Layer 2 source address of 0000.00aa.aaaa will be forwarded out fa0/1. 
E. MAC address 0000.00aa.aaaa will be listed in the MAC address table for interface fa0/1 only. 

 

Answer: B E 

Explanation 

The above command adds the MAC address 0000.00aa.aaaa to the MAC address table of the 
switch. This is called static MAC address. Static addresses have the following characteristics: 

* Static addresses will not be removed from the address table when a given interface link is down. 
* Static addresses are bound to the assigned interface and will not be moved. When a static 
address is seen on another interface, the address will be ignored and will not be written to the 
address table. 
* A static address cannot be learned on another port until the address is removed with the no 
form of this command. 

Static MAC address is not a Port Security feature -> A is not correct. 

If the MAC address 0000.00aa.aaaa is seen again (on fa0/1 or other ports), it does not need to be 
learned because it already exists in the MAC address table of the switch -> B is correct. 

Although configured with a static MAC address, switch can still learn other MAC addresses 
dynamically -> C is not correct. 

Frames with a Layer 2 destination address (not source address) of 0000.00aa.aaaa will be 
forwarded out fa0/1 -> D is not correct. 

Question 5 

Which set of commands is recommended to prevent the use of a hub in the access layer? 

A.  
switch(config-if)#switchport mode trunk 
switch(config-if)#switchport port-security maximum 1 

B.  
switch(config-if)#switchport mode trunk 
switch(config-if)#switchport port-security mac-address 1 
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C.  
switch(config-if)#switchport mode access 
switch(config-if)#switchport port-security maximum 1 

D. 
switch(config-if)#switchport mode access 
switch(config-if)#switchport port-security mac-address 1 

 

Answer: C 

Explanation 

Port security is only used on access port (which connects to hosts) so we need to set that port to 
“access” mode, then we need to specify the maximum number of hosts which are allowed to 
connect to this port -> C is correct. 

Note: If we want to allow a fixed MAC address to connect, use the “switchport port-security mac-
address <MAC address>” command. 

Question 6 

A Catalyst 2950 needs to be reconfigured. What steps will ensure that the old configuration is 
erased? (Choose three) 

A. Erase flash. 
B. Restart the switch. 
C. Delete the VLAN database. 
D. Erase the running configuration. 
E. Erase the startup configuration. 
F. Modify the configuration register. 

 

Answer: B C E 

Question 7 

The network administrator has discovered that the power supply has failed on a switch in the 
company LAN and that the switch has stopped functioning. It has been replaced with a Cisco 
Catalyst 2950 series switch. What must be done to ensure that this new switch becomes the root 
bridge on the network? 

A. Lower the bridge priority number. 
B. Change the MAC address of the switch. 
C. Increase the VTP revision number for the domain. 
D. Lower the root path cost on the switch ports. 
E. Assign the switch an IP address with the lowest value. 

 

Answer: A 

Question 8 

Which two of these are characteristics of the 802.1Q protocol? (Choose two) 

A. It is a layer 2 messaging protocol which maintains vlan configurations across network. 
B. It includes an 8-bit field which specifies the priority of a frame. 
C. It is used exclusively for tagging vlan frames and dose not address network reconvergence 
following switched network topology changes. 
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D. It modifies the 802.3 frame header and thus requires that the FCS be recomputed. 
E. It is a trunking protocol capable of earring untagged frames. 

 

Answer: D E 

Explanation 

IEEE 802.1Q is the networking standard that supports Virtual LANs (VLANs) on an Ethernet 
network. It is a protocol that allows VLANs to communicate with one another using a router. 
802.1Q trunks support tagged and untagged frames. 

If a switch receives untagged frames on a trunk port, it believes that frame is a part of the native 
VLAN. Also, frames from a native VLAN are not tagged when exiting the switch via a trunk port. 

The 802.1q frame format is same as 802.3. The only change is the addition of 4 bytes fields. That 
additional header includes a field with which to identify the VLAN number. Because inserting this 
header changes the frame, 802.1Q encapsulation forces a recalculation of the original FCS field in 
the Ethernet trailer. 

Note: Frame Check Sequence (FCS) is a four-octet field used to verify that the frame was received 
without loss or error. FCS is based on the contents of the entire frame. 

Question 9 

What are two advantages of Layer 2 Ethernet switches over hubs? (Choose two) 

A. decreasing the number of collision domains 
B. filtering frames based on MAC addresses 
C. allowing simultaneous frame transmissions 
D. increasing the size of broadcast domains 
E. increasing the maximum length of UTP cabling between devices 

Answer: B C 

Explanation 

Hub is considered a layer 1 device. When a packet arrives at one port, it is copied to the other 
ports without checking the content of that packet. 

Switch operates at layer 2. When a packet arrives at one port, it checks in its database (based on 
MAC address) to see which port it should forward that packet out -> B is correct. 

Remember that hubs can only communicate in half duplex mode, which means that a computer 
can only send data when it is not receiving. Switches can run in full duplex mode, which allows 
data to be sent and received at the same time. Switches effectively double the speed of the 
network when compared to hubs -> C is correct. 

Switch increases the number of collision domains (which is better) -> A is not correct. 

Switch does not have any effect on the size of broadcast domains. When using switch, the size of 
broadcast domains remain the same -> D is not correct. 

Both hub and switch increase the maximum length of UTP cabling between devices so it is not an 
advantage of switch over hub -> E is not correct. 

Question 10 

Which command will show the MAC addresses of stations connected to switch ports? 

A. show mac-address 
B. show arp 
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C. show table 
D. show switchport 

Answer: B 

Explanation 

There is no “show mac-address” command. But notice the “show mac-address-table” and “show 
mac address-table” do exist. 

If option A is “show mac-address-table” then both A & B are correct! 

 
 
CCNA – VLAN Questions 

If you are not sure about VLAN, please read my VLAN tutorial. 
 
Virtual Local Area Network VLAN Tutorial 
VLAN Introduction 

“A virtual LAN (VLAN) is a group of networking devices in the same broadcast domain” 

It is the concept of VLAN that most of the books are using but it doesn’t help us understand the 
benefits of VLANs. If you ask “What is a LAN?” you will receive the same answer: it is also a group 
of networking devices in the same broadcast domain! 

To make it clearer, I expanded the above statement into a bit longer statement :) 

“A virtual LAN (VLAN) is a group of networking devices in the same broadcast domain, logically” 

It means that the devices in the same VLAN may be widely separated in the network, both by 
geography and location. VLANs logically segment the network into different broadcast domains so 
that packets are only switched between ports that are designated for the same VLAN. 

Let’s take an example to understand the benefits of VLAN. Suppose you are working in a big 
company with many departments, some of them are SALES and TECHNICAL departments. You are 
tasked to separate these departments so that each of them can only access specific resources in 
the company. 

This task is really easy, you think. To complete this task, you just need to use different networks 
for these departments and use access-list to allow/deny that network to a specific resource. For 
example, you assign network 192.168.1.0/24 for SALES and 192.168.2.0/24 for TECH. At the 
“Company router” you apply an access-list to filter traffic from these networks. Below is the 
topology of your network without VLANs: 

 
Everything looks good and you implement this design to your company. But after one month you 
receive many complaints from both your colleagues and leaders. 

http://www.9tut.com/virtual-local-area-network-vlan-tutorial
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+ First, your department leaders need to access to additional private resources which employees 
are not allowed.  
+ Second, the company has just recruited some new SALES employees but now the SALES room 
is full so they have to sit at the 1st floor (in the TECH area). They want to access to SALES 
resources but they can only access to the TECH resources because they are connecting to TECH 
switch. 

To solve the first problem maybe you will create a new and more powerful network for your 
leaders. But notice that each leader sits at different floor so you will need to link all of them to a 
switch -> what a mess! 

The second problem is more difficult than the first one. Maybe you have to create another network 
at the TECH area and apply the same policy as the SALES department for these hosts -> another 
mess in management! 

Maybe you will be glad to know VLAN can solve all these problems. VLAN helps you group users 
together according to their function rather than their physical location. This means you can use 
the same network for hosts in different floors (of course they can communicate with each other). 

 
In this design: 

+ you can logically create a new network with additional permissions for your leaders (LEADER 
network) by adding another VLAN. 
+ employees can sit anywhere to access the resources in their departments, provided that you 
allow them to do so. 
+ computers in the same department can communicate with each other although they are at 
different floors. 

If these departments expand in the future you can still use the same network in any other floor. 
For example, SALES needs to have 40 more employees -> you can use 4th floor for this 
expansion without changing the current network. 

But wait… maybe you recognize something strange in the above design? How can 2 computers 
connecting to 2 different switches communicate? If one computer sends a broadcast packet will it 
be flooded to other departments as switch doesn’t break up broadcast domains? 

The answer is “Yes, they can!” and it is the beauty of VLAN. Hosts in the same VLAN can 
communicate normally even they are connecting to 2 or more different switches. This makes the 
management much more simple. 

Although layer 2 switches can only break up collision domains but VLANs can be used to break up 
broadcast domains. So if a computer in SALES broadcasts, only computers in SALES will receive 
that frame. 

So we don’t need a router, right? The answer is “we still need a router” to enable different VLANs 
to communicate with each other. Without a router, the computers within each VLAN can 
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communicate with each other but not with any other computers in another VLAN. For example, we 
need a router to transfer file from LEADER to TECH. This is called “interVLAN routing”. 

When using VLANs in networks that have multiple interconnected switches, you need to use VLAN 
trunking between the switches. With VLAN trunking, the switches tag each frame sent 
between switches so that the receiving switch knows which VLAN the frame belongs to. This tag is 
known as a VLAN ID. A VLAN ID is a number which is used to identify a VLAN. 

 
Notice that the tag is only added and removed by the switches when frames are sent out on the 
trunk links. Hosts don’t know about this tag because it is added on the first switch and removed 
on the last switch. The picture below describes the process of a frame sent from PC A to PC B. 

 
Note: Trunk link does not belong to a specific VLAN, rather it is a conduit for VLANs between 
switches and routers. 

To allow interVLAN routing you need to configure trunking on the link between router and 
switch. 

Therefore in our example we need to configure 3 links as “trunk”. 

 
Cisco switches support two different trunking protocols, Inter-Switch Link (ISL) and IEEE 
802.1q. Cisco created ISL before the IEEE standardized trunking protocol. Because ISL is Cisco 
proprietary, it can be used only between two Cisco switches -> 802.1q is usually used in practical. 
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In 802.1q encapsulation, there is a concept called native VLAN that was created for backward 
compatibility with old devices that don’t support VLANs. Native VLAN works as follows: 

+ Frame belonging to the native VLAN is not tagged when sent out on the trunk links 
+ Frame received untagged on the trunk link is set to the native VLAN. 

 
So if an old switch doesn’t support VLAN it can still “understand” that frame and continue sending 
it (without dropping it). 

Every port belongs to at least one VLAN. If a switch receives untagged frames on a trunkport, 
they are assumed to be part of the native vlan. By default, VLAN 1 is the default and native VLAN 
but this can be changed on a per port basis by configuration. 

Question 1 

Refer to the exhibit. A network associate needs to configure the switches and router in the graphic 
so that the hosts in VLAN3 and VLAN4 can communicate with the enterprise server in VLAN2. 
Which two Ethernet segments would need to be configured as trunk links? (Choose two) 

 
A. A 
B. B 
C. C 
D. D 
E. E 
F. F 

Answer: C F 

Explanation 

The link between the switches and the link between switch & router should be configured as 
trunks. Other links (connected to hosts) should be configured as access links. 
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Question 2 

Which three statements are typical characteristics of VLAN arrangements? (Choose three) 

A. A new switch has no VLANs configured. 
B. Connectivity between VLANs requires a Layer 3 device. 
C. VLANs typically decrease the number of collision domains. 
D. Each VLAN uses a separate address space. 
E. A switch maintains a separate bridging table for each VLAN. 
F. VLANs cannot span multiple switches. 

 

Answer: B D E 

Explanation 

By default, all ports on a new switch belong to VLAN 1 (default & native VLAN). There are also 
some well-known VLANs (for example: VLAN 1002 for fddi-default; VLAN 1003 for token-ring…) 
configured by default -> A is not correct. 

To communicate between two different VLANs we need to use a Layer 3 device like router or 
Layer 3 switch -> B is correct. 

VLANs don’t affect the number of collision domains, they are the same -> C is not correct. 
Typically, VLANs increase the number of broadcast domains. 
We must use a different network (or sub-network) for each VLAN. For example we can use 
192.168.1.0/24 for VLAN 1, 192.168.2.0/24 for VLAN 2 -> D is correct. 

A switch maintains a separate bridging table for each VLAN so that it can send frame to ports on 
the same VLAN only. For example, if a PC in VLAN 2 sends a frame then the switch look-ups its 
bridging table and only sends frame out of its ports which belong to VLAN 2 (it also sends this 
frame on trunk ports) -> E is correct. 

We can use multiple switches to expand VLAN -> F is not correct. 

Question 3 

By default, each port in a Cisco Catalyst switch is assigned to VLAN1. Which two recommendations 
are key to avoid unauthorized management access? (Choose two) 

A. Create an additional ACL to block the access to VLAN 1. 
B. Move the management VLAN to something other than default. 
C. Move all ports to another VLAN and deactivate the default VLAN. 
D. Limit the access in the switch using port security configuration. 
E. Use static VLAN in trunks and access ports to restrict connections. 
F. Shutdown all unused ports in the Catalyst switch. 

Answer: B F 

Question 4 

Which two benefits are provided by creating VLANs? (Choose two) 
A. added security 
B. dedicated bandwidth 
C. provides segmentation 
D. allows switches to route traffic between subinterfaces 
E. contains collisions 

 

Answer: A C 
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Question 5 

Which two link protocols are used to carry multiple VLANs over a single link? (Choose two) 

A. VTP  
B. 802.1q  
C. IGP  
D. ISL  
E. 802.3u 

 

Answer: B D 

Explanation 

Cisco switches support two trunking protocols 802.1q & ISL. 802.1q is an open standard and is 
thus compatible between most vendors’ equipment while Inter-Switch Link (ISL) is Cisco 
proprietary. 

Question 6 

A switch is configured with all ports assigned to vlan 2 with full duplex FastEthernet to segment 
existing departmental traffic. What is the effect of adding switch ports to a new VLAN on the 
switch? 

A. More collision domains will be created. 
B. IP address utilization will be more efficient. 
C. More bandwidth will be required than was needed previously. 
D. An additional broadcast domain will be created. 

Answer: D 

Question 7 

Which two statements about the use of VLANs to segment a network are true? (Choose two) 

A. VLANs increase the size of collision domains. 
B. VLANs allow logical grouping of users by function. 
C. VLANs simplify switch administration. 
D. VLANs enhance network security. 

Answer: B D 

Question 8 

Cisco Catalyst switches CAT1 and CAT2 have a connection between them using ports Fa0/13. An 
802.1Q trunk is configured between the two switches. On CAT1, VLAN 10 is chosen as native, but 
on CAT2 the native VLAN is not specified. What will happen in this scenario? 

A. 802.1Q giants frames could saturate the link. 
B. VLAN 10 on CAT1 and VLAN 1 on CAT2 will send untagged frames. 
C. A native VLAN mismatch error message will appear. 
D. VLAN 10 on CAT1 and VLAN 1 on CAT2 will send tagged frames. 

 

Answer: C 

Explanation 

A “native VLAN mismatch” error will appear by CDP if there is a native VLAN mismatch on an 
802.1Q link. “VLAN mismatch” can cause traffic from one vlan to leak into another vlan. 
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Question 9 

Which two statements describe the Cisco implementation of VLANs? (Choose two) 

A. VLAN 1 is the default Ethernet VLAN. 
B. CDP advertisements are only sent on VLAN 1002. 
C. By default, the management VLAN is VLAN 1005. 
D. By default, the switch IP address is in VLAN 1005. 
E. VLANs 1002 through 1005 are automatically created and cannot be deleted. 

 

Answer: A E 

Question 10 

What are three advantages of VLANs? (Choose three) 

A. VLANs establish broadcast domains in switched networks. 
B. VLANs utilize packet filtering to enhance network security. 
C. VLANs provide a method of conserving IP addresses in large networks. 
D. VLANs provide a low-latency internetworking alternative to routed networks. 
E. VLANs allow access to network services based on department, not physical location. 
F. VLANs can greatly simplify adding, moving, or changing hosts on the network. 

 

Answer: A E F 

Part 2 
uestion 1 

Which of the following are benefits of VLANs? (Choose three) 

A. They increase the size of collision domains. 
B. They allow logical grouping of users by function. 
C. They can enhance network security. 
D. They increase the size of broadcast domains while decreasing the number of collision domains. 
E. They increase the number of broadcast domains while decreasing the size of the broadcast 
domains. 
F. They simplify switch administration. 

 

Answer: B C E 

Explanation 

When using VLAN the number and size of collision domains remain the same -> A is not correct. 

VLANs allow to group users by function, not by location or geography -> B is correct. 

VLANs help minimize the incorrect configuration of VLANs so it enhances the security of the 
network -> C is correct. 

VLAN increases the size of broadcast domains but does not decrease the number of collision 
domains -> D is not correct. 

VLANs increase the number of broadcast domains while decreasing the size of the broadcast 
domains which increase the utilization of the links. It is also a big advantage of VLAN -> E is 
correct. 

VLANs are useful but they are more complex and need more administration -> F is not correct. 
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Question 2 

Refer to the diagram. All hosts have connectivity with one another. Which statements describe the 
addressing scheme that is in use in the network? (Choose three) 

 
A. The subnet mask in use is 255.255.255.192. 
B. The subnet mask in use is 255.255.255.128. 
C. The IP address 172.16.1.25 can be assigned to hosts in VLAN1 
D. The IP address 172.16.1.205 can be assigned to hosts in VLAN1 
E. The LAN interface of the router is configured with one IP address. 
F. The LAN interface of the router is configured with multiple IP addresses. 

 

Answer: B C F 

Explantion 

First we should notice that different VLANs must use different sub-networks. In this case Host A 
(172.16.1.126) and Host B (172.16.1.129) are in different VLANs and must use different sub-
networks. Therefore the subnet mask in use here should be 255.255.255.128. In particular, it is 
172.16.1.0/25 with 2 sub-networks: 

+ Sub-network 1: 172.16.1.0 -> 172.16.1.127 (assigned to VLAN 1) 
+ Sub-network 2: 172.16.1.128 -> 172.16.1.255 (assigned to VLAN 2) 

-> B is correct. 

The IP address 172.16.1.25, which is in the same sub-network with host A so it can be assigned 
to VLAN 1 -> C is correct. 

To make different VLANs communicate with each other we can configure sub-interfaces (with a 
different IP address on each interface) on the LAN interface of the router -> F is correct. 

Question 3 

A network associate is trying to understand the operation of the FLD Corporation by studying the 
network in the exhibit. The associate knows that the server in VLAN 4 provides the necessary 
resources to support the user hosts in the other VLANs. The associate needs to determine which 
interfaces are access ports. Which interfaces are access ports? (Choose three) 
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A. Switch1 – Fa0/2 
B. Switch1 – Fa0/9 
C. Switch2 – Fa0/3 
D. Switch2 – Fa0/4 
E. Switch2 – Fa0/8 
F. Router – Fa1/0 

 

Answer: A C D 

Explanation 

Access ports are switch’s ports which are connected to hosts. 

Question 4 

What are three valid reasons to assign ports to VLANs on a switch? (Choose three) 

A. to make VTP easier to implement 
B. to isolate broadcast traffic 
C. to increase the size of the collision domain 
D. to allow more devices to connect to the network 
E. to logically group hosts according to function 
F. to increase network security 

 

Answer: B E F 

Question 5 

Which statement is correct about the internetwork shown in the diagram? 

 
A. Switch 2 is the root bridge. 
B. Spanning Tree is not running. 
C. Host D and Server 1 are in the same network. 
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D. No collisions can occur in traffic between Host B and Host C. 
E. If Fa0/0 is down on Router1, Host A cannot access Server1. 
F. If Fa0/1 is down on Switch3, Host C cannot access Server2. 

 

Answer: E 

Explanation 

Switch 2 cannot be the root bridge because all ports of root bridges are designated ports. In the 
diagram switch 2 has one blocked port -> It is not the root bridge -> A is not correct. 

Because Switch 2 has a blocked port so surely Spanning Tree Protocol is running -> B is not 
correct. 

Host D belongs to VLAN 2 while Server 1 belongs to VLAN 3 so they are not in the same network  
-> C is not correct. 

Host B & host C are connected through a hub so they are in the same collision domain and 
collision can occur -> D is not correct. 

We need a router to allow different VLANs to communicate with each other. This router is called 
“router on a stick”. In this case it is Router1. The link between Router1 and Switch1 is configured 
as trunk link. If this link is down, different VLANs cannot communicate with each other -> E is 
correct. 

If Fa0/1 is down on Switch3, Spanning Treel Protocol will “open” the blocked port on Switch 2 can 
Host C can access Server 2 through HostC -> Hub1 -> Switch2 -> Switch1 -> Router1-> Switch1 
-> Server2 (notice that it must go through Router1 because they are in different VLANs). So F is 
not correct. 

Question 6 

Refer to the exhibit. Which of these statements correctly describes the state of the switch once 
the boot process has been completed? 

 
A. As FastEthernet0/12 will be the last to come up, it will not be blocked by STP. 
B. Remote access management of this switch will not be possible without configuration change. 
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C. More VLANs will need to be created for this switch. 
D. The switch will need a different IOS code in order to support VLANs and STP. 

 

Answer: B 

Explanation 

From the output we notice that the administrator has just shut down Interface Vlan1, which is the 
default VLAN so no one can access it remotely (like telnet) -> B is correct. 

Answer A is not correct as STP calculation does not depend on which port comes up first or last. 
STP recalculates when there is a change in the network. 

A normal switch can operate without VLAN -> C is not correct. 

This IOS does support VLAN because it has VLAN 1 on it -> D is not correct. 

 
 
CCNA – VTP Questions 

If you are not sure about VTP, please read my VTP tutorial 
 
VLAN Trunking Protocol VTP Tutorial 

 
This topic describes the features that VLAN Trunking Protocol (VTP) offers to support VLANs. To 
help you understand the basic concept, this is a summary of what VTP is: 

“VTP allows a network manager to configure a switch so that it will propagate VLAN 
configurations to other switches in the network” 

VTP minimizes misconfigurations and configuration inconsistencies that can cause problems, such 
as duplicate VLAN names or incorrect VLAN-type specifications. VTP helps you simplify 
management of the VLAN database across multiple switches. 

VTP is a Cisco-proprietary protocol and is available on most of the Cisco switches. 

Why we need VTP? 

To answer this question, let’s discuss a real and popular network topology. 

Suppose you are working in a medium company in a 5-floor office. You assigned each floor to a 
switch for easy management and of course they can be assigned to different VLANs. For example, 
your bosses can sit in any floor and still access Manage VLAN (VLAN 7). Your technical colleagues 
can sit anywhere on the floors to access Technical VLAN (VLAN 4). This is the best design because 
each person’s permission is not limited by the physical location. 

 

http://www.9tut.com/vlan-trunk-protocol-vtp-tutorial
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Now let’s discuss about VTP role in this topology! Suppose VTP is not running on these switches. 
One day, your boss decides to add a new department to your office, the Support Department, and 
you are tasked to add a new SUPPORT VLAN for this department. How will you do that? Well, 
without VTP you have to go to each switch to enable this new VLAN. Fortunately your office only 
has 5 floors so you can finish this task in some hours :) 

But just imagine if your company was bigger with 100-floor office and some VLANs needed to be 
added every month! Well, it will surely become a daunting task to add a new VLAN like this. 
Luckily, Cisco always “thinks big” to create a method for you to just sit at the “Main Sw”, adding 
your new VLANs and magically, other switches automatically learn about this VLAN, sweet, right? 
It is not a dream, it is what VTP does for you! 

How VTP Works 

To make switches exchange their VLAN information with each other, they need to be configured in 
the same VTP domain. Only switches belonging to the same domain share their VLAN 
information. When a change is made to the VLAN database, it is propagated to all switches 
via VTP advertisements. 

To maintain domain consistency, only one switch should be allowed to create (or delete, modify) 
new VLAN. This switch is like the “master” of the whole VTP domain and it is operated in Server 
mode. This is also the default mode. 

Other switches are only allowed to receive and forward updates from the “server” switch. They are 
operated in Client mode. 

 
In some cases, the network manager doesn’t want a switch to learn VTP information from other 
switches. He can set it toTransparent mode. In this mode, a switch maintains its own VLAN 
database and never learn VTP information from other switches (even the server). However, it still 
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forwards VTP advertisements from the server to other switches (but doesn’t read that update). A 
transparent switch can add, delete and modify VLAN database locally. 

Now return to the example above, we can configure any switches as the “server” but for our 
convenience, the “Main Sw” should be assigned this function and we should place it in a safe 
place. 

 
As said above, VTP advertisements bring VLAN information to all the switches in a VTP domain. 
Each VTP advertisement is sent with a Revision number. This number is used in order to 
determine whether the VTP advertisement is more recent than the current version of that switch. 
Because each time you make a VLAN change in a switch, the configuration revision is incremented 
by one. So the higher the revision number, the better your VTP advertisement. 

For example, the first time the Main Sw sends a VTP advertisement, its Revision number is 1. 
When you add a new VLAN to the Main Sw, it will send a VTP advertisement with the Revision 
number of 2. Client switches first receive the VTP advertisement with the Revision number of 1, 
which is bigger than its current Revision number (0) so it updates its VLAN database. Next it 
receives the VTP advertisement with the Revision number of 2, it continues comparing with its 
current Revision number (1) -> it continues update its VLAN database. 

One important thing you must know is when a switch receives a better VTP advertisement, it 
deletes its whole VTP information and copy the new information from the better VTP 
advertisement to its VLAN database. A switch does not try to compare its own VLAN database with 
information from the received VTP advertisements to find out and update the difference! 

Note: VTP advertisements are sent as multicast frames and all neighbors in that domain receive 
the frames. 

The “show vtp status” command analysis 

The most important command to view the status of VTP on Cisco switches that each CCNA 
learners must grasp is the “show vtp status” command. Let’s have a look at the output of this 
command: 
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+ VTP Version: displays the VTP version the switch is running. By default, the switch runs version 
1 but can be set to version 2. Within a domain, the two VTP versions are not interoperable so 
make sure to configure the same VTP version on every switch in a domain. 
+ Configuration Revision: current Revision number on this switch. 
+ Maximum VLANs Supported Locally: maximum number of VLANs supported locally. 
+ Number of Existing VLANs: Number of existing VLANs. 
+ VTP Operating Mode: can be server, client, or transparent. 
+ VTP Domain Name: name that identifies the administrative domain for the switch. 

By default, a switch operates in VTP Server mode with a NULL (blank) domain name with no 
password configured (the password field is not listed in the output) 

+ VTP Pruning Mode: displays whether pruning is enabled or disabled. We will discuss about VTP 
Pruning later. 
+ VTP V2 Mode: displays if VTP version 2 mode is enabled. VTP version 2 is disabled by default. 
+ VTP Traps Generation: displays whether VTP traps are sent to a network management station. 
+ MD5 Digest: a 16-byte checksum of the VTP configuration. 
+ Configuration Last Modified: date and time of the last configuration modification. Displays the IP 
address of the switch that caused the configuration change to the database. 

VTP Pruning 

To understand what VTP Pruning is, let’s see an example: 

 
When PC A sends a broadcast frame on VLAN 10, it travels across all trunk links in the VTP 
domain. Switches Server, Sw2, and Sw3 all receive broadcast frames from PC A. But only Sw3 
has user on VLAN 10 and it is a waste of bandwidth on Sw2. Moreover, that broadcast traffic also 
consumes processor time on Sw2. The link between switches Server and Sw2 does not carry any 
VLAN 10 traffic so it can be “pruned”. 
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VTP Pruning makes more efficient use of trunk bandwidth by forwarding broadcast and unknown 
unicast frames on a VLAN only if the switch on the receiving end of the trunk has ports in that 
VLAN. In the above example, Server switch doesn’t send broadcast frame to Sw2 because Sw2 
doesn’t have ports in VLAN 10. 

When a switch has a port associated with a VLAN, the switch sends an advertisement to its 
neighbors to inform that it has active ports on that VLAN. For example, Sw3 sends an 
advertisement to Server switch to inform that it has active port for VLAN 10. Sw2 has not 
advertised about VLAN 10 so Server switch will prune VLAN 10 on the trunk to Sw2. 

You only need to enable pruning on one VTP server switch in the domain. 

VTP Configuration 

Main Sw(config)#vtp version 2 
Main Sw(config)#vtp domain 9tut 
Main Sw(config)#vtp mode server 
Main Sw(config)#vtp password keepitsecret 

On client switches 

Client(config)#vtp version 2 
Client(config)#vtp domain 9tut 
Client(config)#vtp password keepitsecret 
Client(config)#vtp mode client 

Notice: Before configuring VTP make sure the links between your switches are trunk links. Your 
trunk link can automatically be formed if both of your switches are not 2960 or 3560 because 
ports on the 2960 and 3560 switches are set to dynamic auto by default. If both sides are set to 
dynamic auto, the link will remain in access mode. To configure trunk between these ports, use 
these commands: 

Client(config)#interface fa0/1 (or the interface on the link you want to be trunk) 
Client(config-if)#switchport mode trunk 

These commands only need to be used on one of two switches to form the trunk. 

Below summaries important notes about VTP: 

+ Whenever a change occurs in the VLAN database, the VTP server increments its configuration 
revision number and then advertises the new revision throughout the VTP domain via VTP 
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advertisements. 
+ VTP operates in one of three modes: server, transparent, or client. 

VTP modes: 

* Server: The default mode. When you make a change to the VLAN configuration on a VTP server, 
the change is propagated to all switches in the VTP domain. VTP messages are transmitted out of 
all the trunk connections. In Server mode we can create, modify, delete VLANs. 

* Client: cannot make changes to the VLAN configuration when in this mode; however, a VTP 
client can send any VLANs currently listed in its database to other VTP switches. VTP client also 
forwards VTP advertisements (but cannot create VTP advertisements). 

* Transparent: When you make a change to the VLAN configuration in this mode, the change 
affects only the local switch and does not propagate to other switches in the VTP domain. VTP 
transparent mode does forward VTP advertisements that it receives within the domain. 

VTP Pruning makes more efficient use of trunk bandwidth by forwarding broadcast and unknown 
unicast frames on a VLAN only if the switch on the receiving end of the trunk has ports in that 
VLAN. 

Question 1 

Refer to the exhibit. After SwitchB was added to the network, VLAN connectivity problems started 
to occur. What caused this problem? 

 
A. Both switches are in server mode in the same domain. 
B. The revision number of SwitchB was higher than the revision number of SwitchA. 
C. SwitchA was not rebooted prior to adding SwitchB to the network. 
D. V2-mode is not enabled. 
E. VTP pruning is not activated, so the new paths in the network have not been recalculated. 

 

Answer: B 

Explanation 

SwitchB has the same VTP Domain Name with SwitchA and it has a higher Configuration Revision 
number (7 > 1) so it will overwrite VLAN information of SwitchA. Because SwitchB is a new switch 
so its VLAN information is different from SwitchA -> VLAN connectivity problem occurs. 

Question 2 

A network administrator is explaining VTP configuration to a new technician. What should the 
network administrator tell the new technician about VTP configuration? (Choose three) 

A. A switch in the VTP client mode cannot update its local VLAN database. 
B. A trunk link must be configured between the switches to forward VTP updates. 
C. A switch in the VTP server mode can update a switch in the VTP transparent mode. 
D. A switch in the VTP transparent mode will forward updates that it receives to other switches. 
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E. A switch in the VTP server mode only updates switches in the VTP client mode that have a 
higher VTP revision number. 
F. A switch in the VTP server mode will update switches in the VTP client mode regardless of the 
configured VTP domain membership. 

 

Answer: A B D 

Question 3 

What are two benefits of using VTP in a switching environment? (Choose two) 

A.It allows switches to read frame tags. 
B. It allows ports to be assigned to VLANs automatically. 
C. It maintains VLAN consistency across a switched network. 
D. It allows frames from multiple VLANs to use a single interface. 
E. It allows VLAN information to be automatically propagated throughout the switching 
environment. 

 

Answer: C E 

Question 4 

What is the name of the VTP mode of operation that enables a switch to forward only VTP 
advertisements while still permitting the editing of local VLAN information? 

A. server 
B. client 
C. tunnel 
D.transparent 

 

Answer: D 

Question 5 

Which VTP mode is capable of creating only local VLANs and does not synchronize with other 
switches in the VTP domain? 

A. client 
B. dynamic 
C. server 
D. static 
E. transparent 

 

Answer: E 

Question 6 

An administrator is unsuccessful in adding VLAN 50 to a switch. While troubleshooting the 
problem, the administrator views the output of the show vtp status command, which is 
displayed in the graphic. What commands must be issued on this switch to add VLAN 50 to the 
database? (Choose two) 



http://www.9tut 186 

 

 
A. Switch(config-if)# switchport access vlan 50 
B. Switch(vlan)#vtp server 
C. Switch(config)# config-revision 20 
D. Switch(config)#vlan 50 name Tech 
E. Switch(vlan)# vlan 50 
F. Switch(vlan)# switchport trunk vlan 50 

 

Answer: B E 

Explanation 

First we notice that the “VTP Operating Mode” of this switch is “Client”. In this mode we can’t add 
new VLAN so we must change to “Server” mode -> B is correct. 

Now we can add a new VLAN, E is the correct configuration for adding a new VLAN. 

Question 7 

To configure the VLAN trunking protocol to communicate VLAN information between two switches, 
what two requirements must be met? (Choose two) 

A. Each end of the trunk line must be set to IEEE 802.1E encapsulation. 
B. The VTP management domain name of both switches must be set the same. 
C. All ports on both the switches must be set as access ports. 
D. One of the two switches must be configured as a VTP server. 
E. A rollover cable is required to connect the two switches together. 
F. A router must be used to forward VTP traffic between VLANs. 

 

Answer: B D 

Explanation 

In Cisco switches there are two encapsulations: 802.1q and ISL so we can set two ends to ISL 
instead -> A is not correct. 

The ports between two switches must be set to trunk ports so that they can exchange VLAN 
information through VTP -> C is not correct. 

To connect two switches we can use cross-over cable or straight-through cable (because modern 
Cisco switches can “auto-sense”) but not rollover cable -> E is not correct. 

To forward traffic in the same VLAN (between two or more switches) we can use switches only. If 
we want to forward VTP traffic between different VLANs we can use either a router or a Layer 3 
switch -> F is not correct. 

Two switches can only communicate when they are set to the same VTP domain name (and the 
same VTP password) -> B is correct. 



http://www.9tut 187 

 

One of the two switches must be set to VTP Server so that it can create VTP updates and 
advertise its VLAN information. 

Question 8 

Which statements describe two of the benefits of VLAN Trunking Protocol? (Choose two) 

A. VTP allows routing between VLANs. 
B. VTP allows a single switch port to carry information to more than one VLAN. 
C. VTP allows physically redundant links while preventing switching loops. 
D. VTP simplifies switch administration by allowing switches to automatically share VLAN 
configuration information. 
E. VTP helps to limit configuration errors by keeping VLAN naming consistent across the VTP 
domain. 
F. VTP enhances security by preventing unauthorized hosts from connecting to the VTP domain. 

 

Answer: D E 

Explanation 

The main purposes of VTP are to simplify switch administration and limit VLAN configuration errors 
by allowing switches to automatically share VLAN configuration information. It doesn’t require the 
administrator to go to every switch to configure VLANs. 

Maybe you will feel F is also a correct answer but it is not true because VTP only enhances 
security by preventing unauthorizedswitches (not hosts) from connecting to the VTP domain (by 
configuring a VTP domain name & VTP password). An unauthorized host can easily use the 
network cable of an authorized host to access the network. 

Question 9 

What are two results of entering the Switch(config)#vtp mode client command on a Catalyst 
switch? (Choose two) 

A. The switch will ignore VTP summary advertisements.  
B. The switch will forward VTP summary advertisements. 
C. The switch will process VTP summary advertisements.  
D. The switch will originate VTP summary advertisements.  
E. The switch will create, modify and delete VLANs for the entire VTP domain. 

 

Answer: B C 

Question 10 

Refer to the exhibit. The show vtp status command is executed at a switch that is generating 
the exhibited output. Which statement is true for this switch? 
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A. The switch forwards its VLAN database to other switches in the ICND VTP domain. 
B. The configuration revision number increments each time the VLAN database is updated, 
C. The switch forwards VTP updates that are sent by other switches in the ICND domain, 
D. The VLAN database is updated when VTP information is received from other switches. 

 

Answer: C 

Explanation 

In Transparent mode switch just forwards update sent by other switches without reading it. It 
doesn’t update its VLAN database so the Configuration Revision doesn’t increase. 

 
 
CCNA – Hotspot 
Hotspot Routing Question 

 

 
Question 1: 

If the router R1 has a packet with a destination address 192.168.1.255, what describes the 
operation of the network? 

A – R1 will forward the packet out all interfaces 
B – R1 will drop this packet because it is not a valid IP address 
C – As R1 forwards the frame containing this packet, Sw-A will add 192.168.1.255 to its MAC 
table 
D – R1 will encapsulate the packet in a frame with a destination MAC address of FF-FF-FF-FF-FF-
FF 
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E – As R1 forwards the frame containing this packet, Sw-A will forward it ti the device assigned 
the IP address of 192.168.1.255 

 

Answer: B 

Question 2: 

Users on the 192.168.1.0/24 network must access files located on the Server 1. What route could 
be configured on router R1 for file requests to reach the server? 

A – ip route 0.0.0.0 0.0.0.0 s0/0/0 
B – ip route 0.0.0.0 0.0.0.0 209.165.200.226 
C – ip route 209.165.200.0 255.255.255.0 192.168.1.250 
D – ip route 192.168.1.0 255.255.255.0 209.165.100.250 

 

Answer: A 

Quetion 3: 

When a packet is sent from Host 1 to Server 1, in how many different frames will the packet be 
encapsulated as it is sent across the internetwork? 

A – 0 
B – 1 
C – 2 
D – 3 
E – 4 

 

Answer: C or D(depending on your understand, please read the comments to understand why) 

Question 4: 

What must be configured on the network in order for users on the Internet to view web pages 
located on Web Server 2? 

A – On router R2,configure a default static route to the 192.168.1.0 network 
B – On router r2, configure DNS to resolve the URL assigned to Web Server 2 to the 192.168.1.10 
address 
C – On router R1, configure NAT to translate an address on the 209.165.100.0/24 network to 
192.168.1.10 
D – On router R1, configure DHCP to assign a registered IP address on the 209.165.100.0/24 
network to Web Server 2 

 

Answer: C 

Question 5: 

The router address 192.168.1.250 is the default gateway for both the Web Server 2 and Host 1. 
What is the correct subnet mask for this network? 

A – 255.255.255.0 
B – 255.255.255.192 
C – 255.255.255.250 
D – 255.255.255.252 
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Answer: A 

Hotspot Frame-relay Question 
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(In the old days, this question was a multi-choice question but Cisco upgraded it into a lab-sim 
question. Therefore, instead of listing all the configuration as above, you have to type show 
frame-relay map and show running-config to get its configuration) 

Note: If you are not sure about Frame-Relay, please read my Frame Relay tutorial. 

Question 1: 

What destination Layer 2 address will be used in the frame header containing a packet for host 
172.30.0.4? 

A – 704 
B – 196 
C – 702 
D – 344 

 

Answer: C 

Question 2: 

A static map to the S-AMER location is required. Which command should be used to create this 
map? 

A – frame-relay map ip 172.30.0.3 704 broadcast 
B – frame-relay map ip 172.30.0.3 196 broadcast 
C – frame-relay map ip 172.30.0.3 702 broadcast 
D – frame-relay map ip 172.30.0.3 344 broadcast 

 

Answer: B 

Question 3: 

Which connection uses the default encapsulation for serial interfaces on Cisco routers? 

A – The serial connection to the MidEast branch office  
B – The serial connection to the DeepSouth branch office 
C – The serial connection to the NorthCentral branch office 
D – The serial connection to the Multinational Core 

Question 4: 

If required, what password should be configured on the router in the MidEast branch office to 
allow a connection to be established with the Dubai router? 

A – No password is required 
B – Enable 
C – Scr 
D – Telnet 
E – Console 

 

Answer: A or D (because maybe there are 2 versions of this question, depending on the output of 
“show running-config” command, please read the explanation below) 

Explanation 

This question is not clear for a long time but now maybe the trick was solved. What Cisco wants to 
ask is the word used as password, not the type of connection, so in the exam you might see some 

http://www.9tut.com/frame-relay-tutorial
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strange words for answers like “En8ble”, “T1net”, “C0nsole”. All you have to do is to use the 
command “show running-config” as wx4 mentioned below to find the answer. 

wx4 commented: 

Q4: if password required which? 
in my example it was connection to North! 

How to figure out which pw is required? 

#show running-config 

1. check the interface to the router you need connection to. If there is “ppp authentication” you 
need a password! 

2. you will find the password on the top of your running-config output 

check the area: 

username North password c0nsole 
username xxxxx yyyyy 
username… 

in my case it was c0nsole, in your case it can be no password needed or a different password. 

If you are still not clear, please read anton‘s comment: 

A big question I noticed here was about the FR Lab regarding the password. You have to perform 
a show running-config and look for USERNAME and PASSWORD. 
i.e. 
username South_Router password c0nsol3 
username North_Router password t31net 

Obviously this has to be en PPP encapsulation, if asked for a posible password for SOUTH_ROUTER 
you pick c0nsol3, and for NORTH_ROUTER you pick t31net. If you’re running HDLC, i would pick 
“no password is required”. 

 
 
CCNA – STP Questions 

Note: If you are not sure how STP and RSTP work, please read my STP tutorial and RSTP tutorial. 
 

Spanning Tree Protocol STP Tutorial 
To provide for fault tolerance, many networks implement redundant paths between devices using 
multiple switches. However, providing redundant paths between segments causes packets to be 
passed between the redundant paths endlessly. This condition is known as a bridging loop. 

(Note: the terms bridge, switch are used interchangeably when discussing STP) 

To prevent bridging loops, the IEEE 802.1d committee defined a standard called the spanning tree 
algorithm (STA), or spanning tree protocol (STP). Spanning-Tree Protocol is a link management 
protocol that provides path redundancy while preventing undesirable loops in the network. For an 
Ethernet network to function properly, only one active path can exist between two stations. 

Let’s see a situation when there is no loop-avoidance process in operation. Suppose you have two 
switches connected with redundant links. One switch connected to PC A and the other switch 
connected to PC B. 

Now PC A wants to talk to PC B. It then sends a broadcast, say an Address Resolution Protocol 
(ARP) to find out where the location of PC B, the green arrow shows a broadcast frame sent by PC 
A. 

http://www.9tut.com/spanning-tree-protocol-stp-tutorial
http://www.9tut.com/rapid-spanning-tree-protocol-rstp-tutorial


http://www.9tut 193 

 

When the switch A receives a broadcast frame, it forwards that frame to all ports except the port 
where it receives the request -> SwA forwards that ARP frame out of fa0/0 and fa0/1 ports. 

 
Suppose SwB receives the broadcast frame from fa0/0 first then it will forward that frame to the 
two other links ( fa0/1 and fa0/5 of SwB). 

 
The other broadcast frame from SwA comes to fa0/1 of SwB so SwB forwards it to fa0/0 and 
fa0/5. 

 
As you can see, SwA has sent 2 broadcast frames out of its fa0/0 and fa0/1, SwB receives each of 
them, creates 2 copies and sends one of them back to SwA (the other is sent to PC B). 

When SwA receives these broadcast frames it continues broadcasting them again to its other 
interfaces, this will keep going on forever until you shutdown the network. This phenomenon is 
called a broadcast storm. 

Broadcast storm consumes entire bandwidth and denies bandwidth for normal network traffic. 
Broadcast storm is a serious network problem and can shut down entire network in seconds. 

Other problems: 

Multiple frame transmission: Multiple copies of unicast frames may be delivered to destination 
stations. Many protocols expect to receive only a single copy of each transmission. Multiple copies 
of the same frame can cause unrecoverable errors. In the above example, if the first frame is not 
a ARP broadcast but a unicast and SwA and SwB haven’t learned about the destination in that 
frame yet then they flood the frame on all ports except the originating port. The same 
phenomenon occurs and PC B will receive more than one copy of that frame. 

MAC Database Instability: MAC database instability results when multiple copies of a frame 
arrive on different ports of a switch. We can see it in the above example too when the two ports 
on SwB (fa0/0 and fa0/1) receive the same frame. 

Now you learned about problems when there is no looping-avoidance mechanism running on the 
network. All of these problems can be solved with the Spanning Tree Protocol (STP) 

STP prevents loop by blocking one of switch’s port. For example, by blocking port fa0/0 of SwA, 
no data traffic is sent on this link and the loop in the network is eliminated. 
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But how STP decides which port should be blocked. The whole process is more complex 
than what is shown above. We will learn it in the next part. 

Rapid Spanning Tree Protocol RSTP Tutorial 
Rapid Spanning Tree Protocol (RSTP) 

One big disadvantage of STP is the low convergence which is very important in switched network. 
To overcome this problem, in 2001, the IEEE with document 802.1w introduced an evolution of 
the Spanning Tree Protocol: Rapid Spanning Tree Protocol (RSTP), which significantly reduces the 
convergence time after a topology change occurs in the network. While STP can take 30 to 50 
seconds to transit from a blocking state to a forwarding state, RSTP is typically able to respond 
less than 10 seconds of a physical link failure. 

RSTP works by adding an alternative port and a backup port compared to STP. These ports are 
allowed to immediately enter the forwarding state rather than passively wait for the network to 
converge. 

RSTP bridge port roles: 

* Root port – A forwarding port that is the closest to the root bridge in terms of path cost 
* Designated port – A forwarding port for every LAN segment 
* Alternate port – A best alternate path to the root bridge. This path is different than using the 
root port. The alternative port moves to the forwarding state if there is a failure on the designated 
port for the segment. 
* Backup port – A backup/redundant path to a segment where another bridge port already 
connects. The backup port applies only when a single switch has two links to the same segment 
(collision domain). To have two links to the same collision domain, the switch must be attached to 
a hub. 
* Disabled port – Not strictly part of STP, a network administrator can manually disable a port 

Now let’s see an example of three switches below: 

 
Suppose all the switches have the same bridge priority so the switch with lowest MAC address will 
become root bridge -> Sw1 is the root bridge and therefore all of its ports will be Designated 
ports (forwarding). 
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Two ports fa0/0 on Sw2 & Sw3 are closest to the root bridge (in terms of path cost) so they will 
become root ports. 

On the segment between Sw2 and Sw3, because Sw2 has lower MAC than Sw3 so it will advertise 
better BPDU on this segment -> fa0/1 of Sw2 will be Designated port and fa0/1 of Sw3 will be 
Alternative port. 

 
Now for the two ports connecting to the hub, we know that there will have only one Designated 
port for each segment (notice that the two ports fa0/2 & fa0/3 of Sw2 are on the same segment 
as they are connected to a hub). The other port will be Backup port according to the definition of 
Backup port above. But how does Sw2 select its Designated and Backup port? The decision 
process involves the following parameters inside the BPDU: 

* Lowest path cost to the Root 
* Lowest Sender Bridge ID (BID) 
* Lowest Port ID 

Well, both fa0/2 & fa0/3 of Sw2 has the same “path cost to the root” and “sender bridge ID” so 
the third parameter “lowest port ID” will be used. Because fa0/2 is inferior to fa0/3, Sw2 will 
select fa0/2 as its Designated port. 
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Note: Alternative Port and Backup Port are in discarding state. 

RSTP Port States: 

There are only three port states left in RSTP that correspond to the three possible operational 
states. The 802.1D disabled, blocking, and listening states are merged into the 802.1w discarding 
state. 

* Discarding – the port does not forward frames, process received frames, or learn MAC 
addresses – but it does listen for BPDUs (like the STP blocking state) 
* Learning – receives and transmits BPDUs and learns MAC addresses but does not yet forward 
frames (same as STP). 
* Forwarding – receives and sends data, normal operation, learns MAC address, receives and 
transmits BPDUs (same as STP). 

STP State (802.1d) RSTP State (802.1w) 

Blocking Discarding 

Listening Discarding 

Learning Learning 

Forwarding Forwarding 

Disabled Discarding 

Although the learning state is also used in RSTP but it only takes place for a short time as 
compared to STP. RSTP converges with all ports either in forwarding state or discarding state. 

RSTP Quick Summary: 

RSTP provides faster convergence than 802.1D STP when topology changes occur. 
* RSTP defines three port states: discarding, learning, and forwarding. 
* RSTP defines five port roles: root, designated, alternate, backup, and disabled. 

Question 1 

Which three statements about RSTP are true? (choose three) 

A. RSTP significantly reduces topology reconverging time after a link failure.  
B. RSTP expends the STP port roles by adding the alternate and backup roles.  
C. RSTP port states are blocking, discarding, learning, or forwarding.  
D. RSTP also uses the STP proposal-agreement sequence.  
E. RSTP use the same timer-based process as STP on point-to-point links.  
F. RSTP provides a faster transition to the forwarding state on point-to-point links than STP does. 

Answer: A B F 

Question 2 

Which two states are the port states when RSTP has converged? (choose two) 

A. blocking 
B. learning  
C. disabled  
D. forwarding  
E. listening 
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Answer: A D 

Explanation 

RSTP only has 3 port states that are discarding, learning and forwarding. When RSTP has 
converged there are only 2 port states left: discarding and forwarding but the answers don’t 
mention about discarding state so blocking state (answer A) may be considered the best 
alternative answer. 

Question 3 

Which command enables RSTP on a switch? 

A. spanning-tree mode rapid-pvst  
B. spanning-tree uplinkfast  
C. spanning-tree backbonefast  
D. spanning-tree mode mst 

Answer: A 

Question 4 

At which layer of the OSI model is RSTP used to prevent loops? 

A. data link  
B. network  
C. physical  
D. transport 

Answer: A 

Question 5 

Refer to the exhibit. Given the output shown from this Cisco Catalyst 2950, what is the most likely 
reason that interface FastEthernet 0/10 is not the root port for VLAN 2? 

Switch# show spanning-tree interface fastethernet0/10 

 
A. This switch has more than one interface connected to the root network segment in VLAN 2.  
B. This switch is running RSTP while the elected designated switch is running 802.1d Spanning 
Tree.  
C. This switch interface has a higher path cost to the root bridge than another in the topology.  
D. This switch has a lower bridge ID for VLAN 2 than the elected designated switch. 

Answer: C 

Question 6 

Which two of these statements regarding RSTP are correct? (Choose two) 

A. RSTP cannot operate with PVST+.  
B. RSTP defines new port roles.  
C. RSTP defines no new port states.  
D. RSTP is a proprietary implementation of IEEE 802.1D STP.  
E. RSTP is compatible with the original IEEE 802.1D STP. 
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Answer: B E 

Question 7 

Refer to the exhibit. Each of these four switches has been configured with a hostname, as well as 
being configured to run RSTP. No other configuration changes have been made. Which three of 
these show the correct RSTP port roles for the indicated switches and interfaces? (Choose three) 

 
A. SwitchA, Fa0/2, designated  
B. SwitchA, Fa0/1, root  
C. SwitchB, Gi0/2, root  
D. SwitchB, Gi0/1, designated  
E. SwitchC, Fa0/2, root  
F. SwitchD, Gi0/2, root 

Answer: A B F 

Explanation 

The question says “no other configuration changes have been made” so we can understand these 
switches have the same bridge priority. Switch C has lowest MAC address so it will become root 
bridge and 2 of its ports (Fa0/1 & Fa0/2) will be designated ports -> E is incorrect. 

Because SwitchC is the root bridge so the 2 ports nearest SwitchC on SwitchA (Fa0/1) and 
SwitchD (Gi0/2) will be root ports -> B and F are correct. 

Now we come to the most difficult part of this question: SwitchB must have a root port so which 
port will it choose? To answer this question we need to know about STP cost and port cost. 

In general, “cost” is calculated based on bandwidth of the link. The higher the bandwidth on a 
link, the lower the value of its cost. Below are the cost values you should memorize: 

Link speed Cost 

10Mbps 100 

100Mbps 19 

1 Gbps 4 
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SwitchB will choose the interface with lower cost to the root bridge as the root port so we must 
calculate the cost on interface Gi0/1 & Gi0/2 of SwitchB to the root bridge. This can be calculated 
from the “cost to the root bridge” of each switch because a switch always advertises its cost 
to the root bridge in its BPDU. The receiving switch will add its local port cost value to the 
cost in the BPDU. 

One more thing to notice is that a root bridge always advertises the cost to the root bridge (itself) 
with an initial value of 0. 

Now let’s have a look at the topology again 

 
SwitchC advertises its cost to the root bridge with a value of 0. Switch D adds 4 (the cost value of 
1Gbps link) and advertises this value (4) to SwitchB. SwitchB adds another 4 and learns that it 
can reach SwitchC via Gi0/1 port with a total cost of 8. The same process happens for SwitchA 
and SwitchB learns that it can reach SwitchC via Gi0/2 with a total cost of 23 -> Switch B chooses 
Gi0/1 as its root port -> D is not correct. 

Now our last task is to identify the port roles of the ports between SwitchA & SwitchB. It is rather 
easy as the MAC address of SwitchA is lower than that of SwitchB so Fa0/2 of SwitchA will be 
designated port while Gi0/2 of SwitchB will be alternative port -> A is correct but C is not correct. 

Below summaries all the port roles of these switches: 
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+ DP: Designated Port (forwarding state) 
+ RP: Root Port (forwarding state) 
+ AP: Alternative Port (blocking state) 

Question 8 

Which two protocols are used by bridges and/or switches to prevent loops in a layer 2 network? 
(Choose two) 

A. 802.1d  
B. VTP  
C. 802.1q  
D. STP  
E. SAP 

 

Answer: A D 

Question 9 

Which switch would STP choose to become the root bridge in the selection process? 

A. 32768: 11-22-33-44-55-66  
B. 32768: 22-33-44-55-66-77  
C. 32769: 11-22-33-44-55-65  
D. 32769: 22-33-44-55-66-78 

 

Answer: A 

Question 10 

Refer to the topology shown in the exhibit. Which ports will be STP designated ports if all the links 
are operating at the same bandwidth? (Choose three) 

 
A. Switch A – Fa0/0  
B. Switch A – Fa0/1  
C. Switch B – Fa0/0  
D. Switch B – Fa0/1  
E. Switch C – Fa0/0  
F. Switch C – Fa0/1 

 

Answer: B C D 
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Explanation 

First by comparing their MAC addresses we learn that switch B will be root bridge as it has lowest 
MAC. Therefore all of its ports are designated ports -> C & D are correct. 

On the link between switch A & switch C there must have one designated port and one non-
designated (blocked) port. We can figure out which port is designated port by comparing their 
MAC address again. A has lower MAC so Fa0/1 of switch A will be designated port while Fa0/1 of 
switch C will be blocked ->  B is correct. 

 

Part 2 

Question 1 

Which term describes a spanning-tree network that has all switch ports in either the blocking or 
forwarding state? 

A. redundant 
B. spanned 
C. provisioned 
D. converged 

Answer: D 

Explanation 

Spanning Tree Protocol convergence (Layer 2 convergence) happens when bridges and switches 
have transitioned to either the forwarding or blocking state. When layer 2 is converged, root 
bridge is elected and all port roles (Root, Designated and Non-Designated) in all switches are 
selected. 

Question 2 

Which two values are used by Spanning Tree Protocol to elect a root bridge? (Choose two) 

A. amount of RAM 
B. bridge priority 
C. IOS version 
D. IP address 
E. MAC address 
F. speed of the links 

Answer: B E 

Explanation 

Bridge ID = Bridge Priority + MAC Address 

For example: 

+ The bridge priority of SwA is 32768 and its MAC address is 0000.0000.9999 -> the bridge ID of 
SwA is 32768:0000.0000.9999 
+ The bridge priority of SwB is 32768 and its MAC address is 0000.0000.1111 -> the bridge ID of 
SwB is 32768:0000.0000.1111 

Question 3 

Which command enhances the 802.1D convergence time on ports that are connected to hosts? 

A. spanning-tree backbonefast 
B. spanning-tree uplinkfast 
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C. spanning-tree portfast 
D. spanning-tree cost512 

Answer: C 

Explanation 

By using PortFast feature, the port won’t spend 50 seconds to move from blocking (20sec), 
listening (15sec), learning (15sec) and finally forwarding but will jump directly to the forwarding 
state. This feature should be used on ports connected to hosts only because hosts surely don’t 
send BPDU. An example of configuring PortFast on an interface is shown below: 

Sw(config)#interface FastEthernet0/1 
Sw(config-if)#spanning-tree portfast 

Question 4 

Which two of these are used by bridges and switches to prevent loops in a layer 2 network? 
(Choose two) 

A. 802.1D 
B. VTP 
C. 802.1Q 
D. STP 
E. SAP 

Answer: A D 

Explanation 

Both 802.1D and STP are referred to the STP standard which is used by bridges and switches to 
prevent loops in a layer 2 network. 

Question 5 

Refer to the exhibit. The output that is shown is generated at a switch. Which three of these 
statements are true? (Choose three) 

 
A. All ports will be in a state of discarding, learning or forwarding. 
B. Thirty VLANs have been configured on this switch. 
C. The bridge priority is lower than the default value for spanning tree.  
D. All interfaces that are shown are on shared media. 
E. All designated ports are in a forwarding state. 
F. The switch must be the root bridge for all VLANs on this switch. 
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Answer: A C E 

Explanation 

From the output, we see that all ports are in Designated role (forwarding state) -> A and E are 
correct. 

The command “show spanning-tree vlan 30″ only shows us information about VLAN 30. We don’t 
know how many VLAN exists in this switch -> B is not correct. 

The bridge priority of this switch is 24606 which is lower than the default value bridge priority 
32768 -> C is correct. 

All three interfaces on this switch have the connection type “p2p”, which means Point-to-point 
environment – not a shared media -> D is not correct. 

The only thing we can specify is this switch is the root bridge for VLAN 3o but we can not 
guarantee it is also the root bridge for other VLANs -> F is not correct. 

Question 6 

What is one benefit of PVST+? 

A. PVST+ reduces the CPU cycles for all the switches in the network. 
B. PVST+ automatically selects the root bridge location, to provide optimization. 
C. PVST+ allows the root switch location to be optimized per vlan.  
D. PVST+ supports Layer 3 load balancing without loops. 

Answer: C 

Explanation 

Per VLAN Spanning Tree (PVST) maintains a spanning tree instance for each VLAN configured in 
the network. It means a switch can be the root bridge of a VLAN while another switch can be the 
root bridge of other VLANs in a common topology. For example, Switch 1 can be the root bridge 
for Voice data while Switch 2 can be the root bridge for Video data. If designed correctly, it can 
optimize the network traffic. 

Question 7 

Which IEEE standard protocol is initiated as a result of successful DTP completion in a switch over 
FastEthernet? 

A. 802.3ad 
B. 802.1w 
C. 802.1Q 
D. 802.1d 

Answer: C 

Explanation 

Dynamic Trunking Protocol (DTP) is a Cisco proprietary protocol for negotiating trunking on a link 
between two devices and for negotiating the type of trunking encapsulation (802.1Q) to be used. 

Question 8 

What value is primarily used to determine which port becomes the root port on each non-root 
switch in a spanning-tree topology? 

A. lowest port MAC address 
B. port priority number and MAC address. 
C. VTP revision number  
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D. highest port priority number. 
E. path cost 

Answer: E 

Explanation 

The path cost to the root bridge is the most important value to determine which port will become 
the root port on each non-root switch. In particular, the port with lowest cost to the root bridge 
will become root port (on non-root switch). 

Question 9 

When PVST+ in work on VLAN1 of the switch, what will affect on selection of one of switches in 
the VLAN as root-bridge? 

A. Lowest IP address  
B. Highest MAC address  
C. Lowest MAC address  
D. Highest IP address 

Answer: C 

Explanation 

The two values used to select the root bridge are Bridge Priority & MAC address (the lower is 
better) -> C is correct. 

Question 10 

Refer to the exhibit. A network administrator wants Switch3 to be the root bridge. What could be 
done to ensure Switch3 will be the root? 

 
A. Configure the IP address on Switch3 to be higher than the IP addresses of Switch1 and 
Switch2. 
B. Configure the priority value on Switch3 to be higher than the priority values of Switch 1 and 
Switch2. 
C. Configure the BID on Switch3 to be lower than the BIDs of Switch1 and Switch2. 
D. Configure the MAC address on Switch3 to be higher than the Switch1 and Switch2 MAC 
addresses. 
E. Configure a loopback interface on Switch3 with an IP address lower than any IP address on 
Switch1 and Switch2. 

Answer: C 

Explanation 

To become root bridge, a switch must have lower Bridge ID (BID) than that of the others. The 
Bridge ID = Bridge Priority + MAC address; but MAC address is a fixed value so we can only 
change the BID by changing the Bridge Priority of that switch. 
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Question 11 

Which port state is introduced by Rapid-PVST? 

A. learning 
B. listening 
C. discarding 
D. forwarding 

Answer: C 

Explanation 

PVST+ is based on IEEE802.1D Spanning Tree Protocol (STP). But PVST+ has only 3 port states 
(discarding, learning and forwarding) while STP has 5 port states (blocking, listening, learning, 
forwarding and disabled). So discarding is a new port state in PVST+. 

Question 12 

At which layer of the OSI model is RSTP used to prevent loops? 

A. data link 
B. network 
C. physical  
D. transport 

Answer: A 

Explanation 

RSTP and STP operate on switches and are based on the exchange of Bridge Protocol Data Units 
(BPDUs) between switches. One of the most important fields in BPDUs is the Bridge Priority in 
which the MAC address is used to elect the Root Bridge -> RSTP operates at Layer 2 – Data Link 
layer -> A is correct. 

 

 
CCNA – IPv6 Questions 

If you are not sure about IPv6, please read my IPv6 tutorial 
IPv6 Tutorial 
Internet has been growing extremely fast so the IPv4 addresses are quickly approaching complete 
depletion. Although many organizations already use Network Address Translators (NATs) to map 
multiple private address spaces to a single public IP address but they have to face with other 
problems from NAT (the use of the same private address, security…). Moreover, many other 
devices than PC & laptop are requiring an IP address to go to the Internet. To solve these 
problems in long-term, a new version of the IP protocol – version 6 (IPv6) was created and 
developed. 

IPv6 was created by the Internet Engineering Task Force (IETF), a standards body, as a 
replacement to IPv4 in 1998. So what happened with IPv5? IP Version 5 was defined for 
experimental reasons and never was deployed. 

While IPv4 uses 32 bits to address the IP (provides approximately 232 = 4,294,967,296 unique 
addresses – but in fact about 3.7 billion addresses are assignable because the IPv4 addressing 
system separates the addresses into classes and reserves addresses for multicasting, testing, and 
other specific uses), IPv6 uses up to 128 bits which provides 2128 addresses or approximately 3.4 
* 1038 addresses. Well, maybe we should say it is extremely extremely extremely huge :) 

 

http://www.9tut.com/ipv6-tutorial
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Pv6 Address Types 

Address 
Type 

Description 

Unicast One to One (Global, Link local, Site local) 
+ An address destined for a single interface. 

Multicast One to Many 
+ An address for a set of interfaces 
+ Delivered to a group of interfaces identified by that 
address. 
+ Replaces IPv4 “broadcast” 

Anycast One to Nearest (Allocated from Unicast) 
+ Delivered to the closest interface as determined by the 
IGP 

A single interface may be assigned multiple IPv6 addresses of any type (unicast, anycast, 
multicast) 

IPv6 address format 

Format: 

x:x:x:x:x:x:x:x – where x is a 16 bits hexadecimal field and x represents four hexadecimal 
digits. 
An example of IPv6:  
2001:0000:5723:0000:0000:D14E:DBCA:0764 

There are: 
+ 8 groups of 4 hexadecimal digits.  
+ Each group represents 16 bits (4 hexa digits * 4 bit) 
+ Separator is “:”  
+ Hex digits are not case sensitive, so “DBCA” is same as “dbca” or “DBca”… 

IPv6 (128-bit) address contains two parts:  
+ The first 64-bits is known as the prefix. The prefix includes the network and subnet address. 
Because addresses are allocated based on physical location, the prefix also includes global routing 
information. The 64-bit prefix is often referred to as the global routing prefix.  
+ The last 64-bits is the interface ID. This is the unique address assigned to an interface. 

Note: Addresses are assigned to interfaces (network connections), not to the host. Each interface 
can have more than one IPv6 address. 

Rules for abbreviating IPv6 Addresses: 

+ Leading zeros in a field are optional 

2001:0DA8:E800:0000:0260:3EFF:FE47:0001 can be written as 

2001:DA8:E800:0:260:3EFF:FE47:1 

+ Successive fields of 0 are represented as ::, but only once in an address: 

2001:0DA8:E800:0000:0000:0000:0000:0001 -> 2001:DA8:E800::1 

Other examples: 
– FF02:0:0:0:0:0:0:1 => FF02::1 
– 3FFE:0501:0008:0000:0260:97FF:FE40:EFAB = 3FFE:501:8:0:260:97FF:FE40:EFAB = 
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3FFE:501:8::260:97FF:FE40:EFAB 
– 0:0:0:0:0:0:0:1 => ::1 
– 0:0:0:0:0:0:0:0 => :: 

IPv6 Addressing In Use 

IPv6 uses the “/” notation to denote how many bits in the IPv6 address represent the subnet. 

The full syntax of IPv6 is 

ipv6-address/prefix-length 

where 
+ ipv6-address is the 128-bit IPv6 address 
+ /prefix-length is a decimal value representing how many of the left most contiguous bits of 
the address comprise the prefix. 

Let’s analyze an example:  
2001:C:7:ABCD::1/64 is really  
2001:000C:0007:ABCD:0000:0000:0000:0001/64 
+ The first 64-bits 2001:000C:0007:ABCD is the address prefix 
+ The last 64-bits 0000:0000:0000:0001 is the interface ID 
+ /64 is the prefix length (/64 is well-known and also the prefix length in most cases) 

Question 1 

As a CCNA candidate, you must have a firm understanding of the IPv6 address structure. Refer to 
IPv6 address, could you tell me how many bits are included in each filed? 

A – 24  
B – 4 
C – 3 
D – 16 

Answer: D 

Explanation: 

The format of a IPv6 address is X:X:X:X:X:X:X:X where X is a 16-bit hexadecimal field. For 
example: 110A:0192:190F:0000:0000:082C:875A:132c 

Question 2 

In practical IPv6 application, a technology encapsulates IPv6 packets inside IPv4 packets, this 
technology is called what? 

A – tunneling  
B – hashing  
C – routing  
D – NAT 

Answer: A 

Question 3 

Internet Protocol version 6 (IPv6) is the next-generation Internet Protocol version designated as 
the successor to IPv4 because IPv4 address space is being exhausted. Which one of the following 
descriptions about IPv6 is correct? 

A – Addresses are not hierarchical and are assigned at random.  
B – Broadcasts have been eliminated and replaced with multicasts.  
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C – There are 2.7 billion available addresses. 
D – An interface can only be configured with one IPv6 address. 

Answer: B 

Question 4 

Which two of these statements are true of IPv6 address representation? (Choose two) 

A – The first 64 bits represent the dynamically created interface ID. 
B – A single interface may be assigned multiple IPV6 addresses of any type.  
C – Every IPV6 interface contains at least one loopback address. 
D – Leading zeros in an IPV6 16 bit hexadecimal field are mandatory. 

Answer: B C 

Explanation: 

Leading zeros in IPv6 are optional do that 05C7 equals 5C7 and 0000 equals 0 -> D is not corect. 

Question 5 

Which three of the following are IPv6 transition mechanisms? (Choose three) 

A – 6to4 tunneling 
B – GRE tunneling 
C – ISATAP tunneling 
D – Teredo tunneling 
E – VPN tunneling 
F – PPP tunneling 

Answer: A C D 

Explanation: 

Below is a summary of IPv6 transition technologies: 

6 to 4 tunneling: This mechanism allows IPv6 sites to communicate with each other over the 
IPv4 network without explicit tunnel setup. The main advantage of this technology is that it 
requires no end-node reconfiguration and minimal router configuration but it is not intended as a 
permanent solution. 

ISATAP tunneling (Intra-Site Automatic Tunnel Addressing Protocol): is a mechanism for 
transmitting IPv6 packets over IPv4 network. The word “automatic” means that once an ISATAP 
server/router has been set up, only the clients must be configured to connect to it. 

Teredo tunneling: This mechanism tunnels IPv6 datagrams within IPv4 UDP datagrams, allowing 
private IPv4 address and IPv4 NAT traversal to be used. 

In fact, GRE tunneling is also a IPv6 transition mechanism but is not mentioned in CCNA so we 
shouldn’t choose it (there are 4 types of IPv6 transition mechanisms mentioned in CCNA; they 
are: manual, 6-to-4, Teredo and ISATAP). 

Question 6 

Which two descriptions are correct about characteristics of IPv6 unicast addressing? (Choose two) 

A – Global addresses start with 2000::/3. 
B – Link-local addresses start with FF00::/10. 
C – Link-local addresses start with FE00:/12. 
D – There is only one loopback address and it is ::1. 
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Answer: A D 

Explanation: 

Below is the list of common kinds of IPv6 addresses: 

Loopback address ::1 
Link-local address FE80::/10 
Site-local address FEC0::/10 
Global address 2000::/3 
Multicast address FF00::/8 

 

Question 7 

Select the valid IPv6 addresses. (Choose all apply) 

A – ::192:168:0:1 
B – 2002:c0a8:101::42 
C – 2003:dead:beef:4dad:23:46:bb:101 
D – :: 
E – 2000:: 
F – 2001:3452:4952:2837:: 

Answer: A B C D F 

Explanation: 

Answers A B C are correct because A and B are the short form of 0:0:0:0:192:168:0:1 and 
2002:c0a8:0101:0:0:0:0:0042 while C are normal IPv6 address. 

Answer D is correct because “::” is named the “unspecified” address and is typically used in the 
source field of a datagram that is sent by a device that seeks to have its IP address configured. 

Answer E is not correct because a global-unicast IPv6 address is started with binary 001, denoted 
as 2000::/3 in IPv6 and it also known as an aggregatable global unicast address.The 2000:: (in 
particular, 2000::/3) is just a prefix and is not a valid IPv6 address. 

The entire global-unicast IPv6 address range is from 2000::/128 to 
3FFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF/128, resulting in a total usable space of over 
42,535,295,865,117,307,932,921,825,928,971,000,000 addresses, which is only 1/8th of the 
entire IPv6 address space! 

 

Question 8 

What is the Multicast for all-router muticast access ? 

A – FF02::4 
B – FF02::3 
C – FF02::2 
D – FF02::1 

Answer: C 
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CCNA – Subnetting 

Note: If you are not sure about subnetting, please read my Subnetting tutorial. 
Subnetting Tutorial – Subnetting Made Easy 
In this article, we will learn how to subnet and make subnetting an easy task. 

The table below summarizes the possible network numbers, the total number of each type, and 
the number of hosts in each Class A, B, and C network. 

 Default subnet mask Range 

Class A 255.0.0.0 (/8) 1.0.0.0 – 126.255.255.255 

Class B 255.255.0.0 (/16) 128.0.0.0 – 191.255.255.255 

Class C 255.255.255.0 (/24) 192.0.0.0 – 223.255.255.255 

Table 1 – Default subnet mask & range of each class 

Class A addresses begin with a 0 bit. Therefore, all addresses from 1.0.0.0 to 126.255.255.255 
belong to class A (1=0000 0001; 126 = 0111 1110). 
The 0.0.0.0 address is reserved for default routing and the 127.0.0.0 address is reserved for 
loopback testing so they don’t belong to any class. 
Class B addresses begin with a 1 bit and a 0 bit. Therefore, all addresses from 128.0.0.0 to 
191.255.255.255 belong to class B (128=1000 0000; 191 = 1011 1111).  
Class C addresses begin with two 1 bits and a 0 bit. Class C addresses range from 192.0.0.0 to 
223.255.255.255 (192 = 1100 0000; 223 = 1101 1111). 

Class D & E are used for Multicast and Research purposes and we are not allowed to subnet them 
so they are not mentioned here. 

Note: The number behind the slash notation (/) specifies how many bits are turned on (bit 1). For 
example: 

+ “/8″ equals “1111 1111.0000 0000.0000 0000.0000 0000″ -> 8 bits are turned on (bit 1) 
+ “/12″ equals “1111 1111.1111 0000.0000 0000.0000 0000″ -> 12 bits are turned on (bit 1) 
+ “/28″ equals “1111 1111.1111 1111.1111 1111.1111 0000″ -> 28 bits are turned on (bit 1) 
+ “/32″ equals “1111 1111.1111 1111.1111 1111.1111 1111″ -> 32 bits are turned on (bit 1) 
and this is also the maximum value because all bits are turned on. 

The slash notation (following with a number) is equivalent to a subnet mask. If you know the 
slash notation you can figure out the subnet mask and vice versa. For example, “/8″ is equivalent 
to “255.0.0.0″; “/12″ is equivalent to “255.240.0.0″; “/28″ is equivalent to “255.255.240.0″; 
“/32″ is equivalent to “255.255.255.255″. 

 

http://www.9tut.com/subnetting-tutorial


http://www.9tut 211 

 

The Network & Host parts of each class by default 

From the “default subnet mask” shown above, we can identify the network and host part of each 
class. Notice that in the subnet mask, bit 1 represents for Network part while bit 0 presents for 
Host part (255 equals to 1111 1111 and 0 equals to 0000 0000 in binary form). 

What is “subnetting”? 

When changing a number in the Network part of an IP address we will be in a different network 
from the previous address. For example, the IP address 11.0.0.1 belongs to class A and has a 
default subnet mask of 255.0.0.0; if we change the number in the first octet (a block of 8 bits, the 
first octet is the leftmost 8 bits) we will create a different network. For example, 12.0.0.1 is in a 
different network from 11.0.0.1. But if we change a number in the Host part, we are still in the 
same Network. For example, 11.1.0.1 is in the same network of 11.0.0.1. 

The problem here is if we want to create 300 networks how can we do that? In the above 
example, we can only create different networks when changing the first octet so we can create a 
maximum of 255 networks because the first octet can only range from 1 to 255 (in fact it is much 
smaller because class A only range from 1 to 126). Now we have to use a technique called 
“subnetting” to achieve our purpose. 

“Subnetting” means we borrow some bits from the Host part to add to the Network part. 
This allows us to have more networks than using the default subnet mask. For example, we can 
borrow some bits in the next octet to make the address 11.1.0.1 belong to a different network 
from 11.0.0.1. 

How to subnet? 

Do you remember that I said “in the subnet mask, bit 1 represents for Network part while bit 0 
presents for Host part”? Well, this also means that we can specify how many bits we want to 
borrow by changing how many bit 0 to bit 1 in the subnet mask. 

Let’s come back to our example with the IP 11.0.0.1, we will write all numbers in binary form to 
reveal what a computer really sees in an IP address. 

 
Now you can clearly see that the subnet mask will decide which is the Network part, which is the 
Host part. By borrowing 8 bits, our subnet mask will be like this: 
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After changing the second octet of the subnet mask from all “0″ to all “1″, the Network part is 
now extended. Now we can create new networks by changing number in the first or second octet. 
This greatly increases the number of networks we can create. With this new subnet mask, IP 
11.1.0.1 is in different network from IP 11.0.0.1 because “1″ in the second octet now belongs to 
the Network part. 

So, in conclusion we “subnet” by borrowing bit “0″ in the Host portion and converting them to bit 
“1″. The number of borrowed bits is depended on how many networks we need. 

Note: A rule of borrowing bits is we can only borrow bit 0 from the left to the right without 
skipping any bit 0. For example, you can borrow like this: “1111 1111. 1100 0000.0000 
0000.0000 0000″ but not this: “1111 1111. 1010 0000.0000 0000.0000 0000″. In general, just 
make sure all your bit “1″s are successive on the left and all your bit “0″s are successive on the 
right. 

In part 2 we will learn how to calculate the number of sub-networks and hosts-per-subnet 

Question 1 

Given a subnet mask of 255.255.255.224, which of the following addresses can be assigned to 
network hosts? (Choose three) 

A – 15.234.118.63 
B – 92.11.178.93 
C – 134.178.18.56 
D – 192.168.16.87 
E – 201.45.116.159 
F – 217.63.12.192 

Answer: B C D 

Explanation 

A subnet mask of 255.255.255.224 has an increment of 32 (the binary form of the last octet is 
1110 0000) so we can’t use numbers which are the multiples of 32 because they are sub-network 
addresses. Besides, we can’t use broadcast addresses of these sub-networks (the broadcast 
address of the previous subnet is calculated by subtracting 1 from the network address). For 
example the network address of the 2nd subnet is x.x.x.32 then the broadcast address of the 1st 
subnet is 32 – 1 = 31 (means x.x.x.31). 

By this method we can calculate the unusable addresses, which are (notice that these are the 4th 
octets of the IP addresses only): 

+ Network addresses: 0, 32, 64, 96, 128, 160, 192, 224. 
+ Broadcast addresses: 31, 63, 95, 127,159, 191, 223. 

Question 2 

Which of the following host addresses are members of networks that can be routed across the 
public Internet? (Choose three) 

A – 10.172.13.65 
B – 172.16.223.125 
C – 172.64.12.29 
D – 192.168.23.252 
E – 198.234.12.95 
F – 212.193.48.254 

Answer: C E F 

Explanation 
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Addresses that can be routed accross the public Internet are called public IP addresses. These 
addresses belong to class A, B or C only and are not private addresses. 

Note: 

Private class A IP addresses: 10.0.0.0 to 10.255.255.255 
Private class B IP addresses: 172.16.0.0 to 172.31.255.255 
Private class C IP addresses: 192.168.0.0 to 192.168.255.255 

Class D addresses are reserved for IP multicast addresses and can’t be routed across the Internet 
(their addresses begin with 224.0.0.0 address). 

Also we can’t use 127.x.x.x address because the number 127 is reserved for loopback and is used 
for internal testing on the local machine. 

Question 3 

A national retail chain needs to design an IP addressing scheme to support a nationwide network. 
The company needs a minimum of 300 sub-networks and a maximum of 50 host addresses per 
subnet. Working with only one Class B address, which of the following subnet masks will support 
an appropriate addressing scheme? (Choose two) 

A – 255.255.255.0 
B – 255.255.255.128 
C – 255.255.252.0 
D – 255.255.255.224 
E – 255.255.255.192 
F – 255.255.248.0 

Answer: B E 

Explanation 

We need to remember the default subnet mask of class B is 255.255.0.0. Next, the company 
requires a minimum of 300 sub-networks so we have to use at least 512 sub-networks (because 
512 is the minimum power of 2 and greater than 300). Therefore we need to get 9 bits for 
network mask (29=512), leaving 7 bits for hosts which is 27-2 = 126 > 50 hosts per subnet.This 
scheme satisfies the requirement -> B is correct. 

 
We can increase the sub-networks to 1024 ( 1024 = 210), leaving 6 bits for hosts that is 26= 64 > 
50 hosts. This scheme satisfies the requirement, too -> E is correct. 

 
Notice: The question asks “The company needs a minimum of 300 sub-networks and a maximum 
of 50 host addresses per subnet” but this is a typo, you should understand it as “”The company 
needs a minimum of 300 sub-networks and a minimum of 50 host addresses per subnet”. 
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Question 4 

Which of the following IP addresses fall into the CIDR block of 115.64.4.0/22? (Choose three) 

A – 115.64.8.32 
B – 115.64.7.64 
C – 115.64.6.255 
D – 115.64.3.255 
E – 115.64.5.128 
F – 115.64.12.128 

Answer: B C E 

Explanation 

CIDR stands for Classless In4ter-Domain Routing, the difference between CIDR and VLSM is slim 
and those terms are interchangeable at CCNA level. 

To specify which IP addresses fall into the CIDR block of 115.64.4.0/22 we need to write this IP 
address and its subnet mask in binary form, but we only care 3rd octet of this address because its 
subnet mask is /22. 

 
(x means “don’t care”) 

Next, we have to write the 3rd octets of the above answers in binary form to specify which 
numbers have the same “prefixes” with 4. 

4 = 0000 0100 
8 = 0000 1000 
7 = 0000 0111 
6 = 0000 0110 
3 = 0000 0011 
5 = 0000 0101 
12=0000 1100 

We can see only 7, 6 and 5 have the same “prefixes” with 4 so B C E are the correct answers. 

Question 5 

Refer to the diagram. All hosts have connectivity with one another. Which statements describe the 
addressing scheme that is in use in the network? (Choose three) 
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A – The subnet mask in use is 255.255.255.192. 
B – The subnet mask in use is 255.255.255.128. 
C – The IP address 172.16.1.25 can be assigned to hosts in VLAN1. 
D – The IP address 172.16.1.205 can be assigned to hosts in VLAN1. 
E – The LAN interface of the router is configured with one IP address. 
F – The LAN interface of the router is configured with multiple IP addresses. 

Answer: B C F 

Explanation 

VLAN 2 has 114 hosts so we need to leave 7 bits 0 for the host addresses (27 – 2 = 126 > 114). 
Notice that we are working with class B (both Host A and Host B belong to class B) and the default 
subnet mask of class B is /16 so we need to use 16 – 7 = 9 bits 1 for the sub-network mask, that 
means the subnet mask should be 255.255.255.128 -> B is correct. 

By using above scheme, C is correct because the IP 172.16.1.25 belongs to the sub-network of 
VLAN 1 (172.16.1.0/25) and can be assigned to hosts in VLAN 1. 

For communication between VLAN 1 and VLAN 2, the LAN interface of the router should be divided 
into multiple sub-interfaces with multiple IP addresses -> F is correct. 

Question 6 

The network 172.25.0.0 has been divided into eight equal subnets. Which of the following IP 
addresses can be assigned to hosts in the third subnet if the ip subnet-zero command is 
configured on the router? (Choose three) 

A – 172.25.78.243 
B – 172.25.98.16 
C – 172.25.72.0 
D – 172.25.94.255 
E – 172.25.96.17  
F. 172.25.100.16 

Answer: A C D 

Explanation 

If the “ip subnet-zero” command is configured then the first subnet is 172.25.0.0. Otherwise the 
first subnet will be 172.25.32.0 (we will learn how to get 32 below). 

The question stated that the network 172.25.0.0 is divided into eight equal subnets therefore the 
increment is 256 / 8 = 32 and its corresponding subnet mask is /19 (1111 1111.1111 1111.1110 
0000). 
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First subnet: 172.25.0.0/19 
Second subnet: 172.25.32.0/19 
Third subnet: 172.25.64.0/19 
4th subnet: 172.25.96.0/19 
5th subnet: 172.25.128.0/19 
6th subnet: 172.25.160.0/19 
7th subnet: 172.25.192.0/19 
8th subnet: 172.25.224.0/19 

In fact, we only need to specify the third subnet as the question requested. The third subnet 
ranges from 172.25.64.0/19 to 172.25.95.255/19 so A C D are the correct answers. 

Question 7 

Refer to the exhibit. In this VLSM addressing scheme, what summary address would be sent from 
router A? 

 
A. 172.16.0.0/16 
B. 172.16.0.0/20 
C. 172.16.0.0/24 
D. 172.32.0.0/16 
E. 172.32.0.0/17 
F. 172.64.0.0/16 

Answer: A 

Explanation 

Router A receives 3 subnets: 172.16.64.0/18, 172.16.32.0/24 and 172.16.128.0/18. 

All these 3 subnets have the same form of 172.16.x.x so our summarized subnet must be also in 
that form -> Only A, B or C is correct. 

The smallest subnet mask of these 3 subnets is /18 so our summarized subnet must also have its 
subnet mask equal or smaller than /18. 

-> Only answer A has these 2 conditions -> A is correct. 
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Part 2 

Question 1 

Refer to the exhibit. Which VLSM mask will allow for the appropriate number of host addresses for 
Network A? 

 
A. /25 
B. /26 
C. /27 
D. /28 

Answer: A 

Explanation 

We need 66 hosts < 128 = 27 -> We need 7 bits 0 -> The subnet mask should be 1111 
1111.1111 1111.1111 1111.1000 0000-> /25 

Question 2 

Refer to the exhibit. Which subnet mask will place all hosts on Network B in the same subnet with 
the least amount of wasted addresses? 

 
A. 255.255.255.0 
B. 255.255.254.0 
C. 255.255.252.0 
D. 255.255.248.0 

Answer: B 

Explanation 

310 hosts < 512 = 29 -> We need a subnet mask of 9 bits 0 -> 1111 1111.1111 1111.1111 
1110.0000 0000 -> 255.255.254.0 

Question 3 

Refer to the exhibit. Which mask is correct to use for the WAN link between the routers that will 
provide connectivity while wasting the least amount of addresses? 
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A. /23 
B. /24 
C. /25 
D. /30 

Answer: D 

Explanation 

For WAN link we only need 2 usable host addresses for 2 interfaces on the routers. The subnet 
mask of /30 gives us 22 – 2 = 2 usable host addresses. Also remember that “/30″ is famous for 
point-to-point connection because it wastes the least amount of addresses. 

Question 4 

Refer to the exhibit. What is the most appropriate summarization for these routes? 

 
A. 10.0.0.0/21 
B. 10.0.0.0/22 
C. 10.0.0.0/23 
D. 10.0.0.0/24 

Answer: B 

Explanation 

We need to summarize 4 subnets so we have to move left 2 bits (22 = 4). In this question we can 
guess the initial subnet mask is /24 because 10.0.0.0, 10.0.1.0, 10.0.2.0, 10.0.3.0 belong to 
different networks. So “/24″ moves left 2 bits -> /22. 

Question 5 

On the network 131.1.123.0/27, what is the last IP address that can be assigned to a host? 

A. 131.1.123.30 
B. 131.1.123.31 
C. 131.1.123.32 
D. 131.1.123.33 

Answer: A 

Explanation 

Increment: 32 
Network address: 131.1.123.0 & 131.1.123.32 
Broadcast address: 131.1.123.31 

Both 131.1.123.30 & 131.1.123.33 can be assigned to host but the question asks about the “last 
IP address” so A is the correct answer. 
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Question 6 

The ip subnet zero command is not configured on a router. What would be the IP address of 
Ethernet0/0 using the first available address from the sixth subnet of the network 
192.168.8.0/29? 

A. 192.168.8.25 
B. 192.168.8.41 
C. 192.168.8.49 
D. 192.168.8.113 

Answer: C 

Explanation 

The “ip subnet zero” is not configured so the first subnet will start at 192.168.8.8 (ignoring 
192.168.8.0). 

Increment: 8 
1st subnet: 192.168.8.8 
2nd subnet: 192.168.8.16 
3rd subnet: 192.168.8.24 
4th subnet: 192.168.8.32 
5th subnet: 192.168.8.40 
6th subnet: 192.168.8.48 -> The first usable IP address of 6th subnet is 192.168.8.49 

Question 7 

For the network 192.0.2.0/23, which option is a valid IP address that can be assigned to a host? 

A. 192.0.2.0 
B. 192.0.2.255 
C. 192.0.3.255 
D. 192.0.4.0 

Answer: B 

Explanation 

Increment: 2 

Network address: 192.0.2.0, 192.0.4.0 
Broadcast address: 192.0.3.255 

-> 192.0.2.255 is not a broadcast address, it is an usable IP address. 

Question 8 

How many addresses for hosts will the network 124.12.4.0/22 provide? 

A. 510  
B. 1022  
C. 1024  
D. 2048 

Answer: B 

Explanation 

/22 gives us 10 bits 0 -> 210 – 2 = 1022. Notice that the formula to calculate the number of host 
is: 2k – 2. 
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Question 9 

The network default gateway applying to a host by DHCP is 192.168.5.33/28. Which option is the 
valid IP address of this host? 

A. 192.168.5.55 
B. 192.168.5.47 
C. 192.168.5.40 
D. 192.168.5.32 
E. 192.168.5.14 

Answer: C 

Question 10 

Which two addresses can be assigned to a host with a subnet mask of 255.255.254.0? (Choose 
two) 

A. 113.10.4.0 
B. 186.54.3.0 
C. 175.33.3.255 
D. 26.35.2.255 
E. 17.35.36.0 

Answer: B D 

 

Part 3 

Question 1 

Workstation A has been assigned an IP address of 192.0.2.24/28. Workstation B has been 
assigned an IP address of 192.0.2.100/28. The two workstations are connected with a straight-
through cable. Attempts to ping between the hosts are unsuccessful. What two things can be done 
to allow communications between the hosts? (Choose two) 

A. Replace the straight-through cable with a crossover cable. 
B. Change the subnet mask of the hosts to /25. 
C. Change the subnet mask of the hosts to /26. 
D. Change the address of Workstation A to 192.0.2.15. 
E. Change the address of Workstation B to 192.0.2.111. 

Answer: A B 

Explanation 

To specify when we use crossover cable or straight-through cable, we should remember: 
Group 1: Router, Host, Server 
Group 2: Hub, Switch 
One device in group 1 + One device in group 2: use straight-through cable 
Two devices in the same group: use crossover cable 

-> To connect two hosts we must use crossover cable -> A is correct. 

With the subnet mask of /28, 192.0.2.24 & 192.0.2.100 will be in different subnets (192.0.2.24 
belongs to subnet 192.0.2.16/28; 192.0.2.100 belongs to subnet 192.0.2.96). To make them in 
the same subnet we need more space for host. Because 100 < 128 so we the suitable subnet 
should be /25. 
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Question 2 

Your ISP has given you the address 223.5.14.6/29 to assign to your router’s interface. They have 
also given you the default gateway address of 223.5.14.7. After you have configured the address, 
the router is unable to ping any remote devices. What is preventing the router from pinging 
remote devices? 

A. The default gateway is not an address on this subnet. 
B. The default gateway is the broadcast address for this subnet. 
C. The IP address is the broadcast address for this subnet. 
D. The IP address is an invalid class D multicast address. 

Answer: B 

Explanation 

For the network 223.5.14.6/29: 

Increment: 8 
Network address: 223.5.14.0 
Broadcast address: 223.5.14.7 

-> The default gateway IP address is the broadcast address of this subnet -> B is correct. 

Question 3 

Refer to the exhibit. According to the routing table, where will the router send a packet destined 
for 10.1.5.65? 

Network Interface Next-hop 

10.1.1.0/24 e0 directly connected 

10.1.2.0/24 e1 directly connected 

10.1.3.0/25 s0 directly connected 

10.1.4.0/24 s1 directly connected 

10.1.5.0/24 e0 10.1.1.2 

10.1.5.64/28 e1 10.1.2.2 

10.1.5.64/29 s0 10.1.3.3 

10.1.5.64/27 s1 10.1.4.4 

A. 10.1.1.2 
B. 10.1.2.2 
C. 10.1.3.3 
D. 10.1.4.4 

Answer: C 

Explanation 

The destination IP address 10.1.5.65 belongs to 10.1.5.64/28, 10.1.5.64/29 & 10.1.5.64/27 
subnets but the “longest prefix match” algorithm will choose the most specific subnet mask -> the 
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prefix “/29″ will be chosen to route the packet. Therefore the next-hop should be 10.1.3.3 -> C is 
correct. 

Question 4 

Refer to the exhibit. The user at Workstation B reports that Server A cannot be reached. What is 
preventing Workstation B from reaching Server A? 

 
A. The IP address for Server A is a broadcast address. 
B. The IP address for Workstation B is a subnet address. 
C. The gateway for Workstation B is not on the same subnet. 
D. The gateway for Server A is not on the same subnet. 

Answer: D 

Question 5 

Given the address 192.168.20.19/28, which of the following are valid host addresses on this 
subnet? (Choose two) 

A. 192.168.20.29 
B. 192.168.20.16 
C. 192.168.20.17 
D. 192.168.20.31 
E. 192.168.20.0 

Answer: A C 

Question 6 

Which of the following IP addresses fall into the CIDR block of 115.64.4.0/22? (Choose three) 

A. 115.64.8.32 
B. 115.64.7.64 
C. 115.64.6.255 
D. 115.64.3.255 
E. 115.64.5.128 
F. 115.64.12.128 

Answer: B C E 

Question 7 

The Ethernet networks connected to router R1 in the graphic have been summarized for router R2 
as 192.1.144.0/20. Which of the following packet destination addresses will R2 forward to R1, 
according to this summary? (Choose two) 



http://www.9tut 223 

 

 
A. 192.1.159.2 
B. 192.1.160.11 
C. 192.1.138.41 
D. 192.1.151.254 
E. 192.1.143.145 
F. 192.1.1.144 

Answer: A D 

Question 8 

Refer to the exhibit. All of the routers in the network are configured with the ip subnet-zero 
command. Which network addresses should be used for Link A and Network A? (Choose two) 

 
A. Network A – 172.16.3.48/26 
B. Network A – 172.16.3.128/25 
C. Network A – 172.16.3.192/26 
D. Link A – 172.16.3.0/30 
E. Link A – 172.16.3.40/30 
F. Link A – 172.16.3.112/30 

Answer: B D 

Explanation 

Network A needs 120 hosts < 128 = 27 -> Need a subnet mask of 7 bit 0s -> “/25″. 

Because the ip subnet-zero command is used, network 172.16.3.0/30 can be used. 

Answer E “Link A – 172.16.3.40/30″ is not correct because this subnet belongs to MARKETING 
subnet (172.16.3.32/27). 
Answer F “Link A – 172.16.3.112/30″ is not correct because this subnet belongs to ADMIN subnet 
(172.16.3.96/27). 

Question 9 

Which two subnetworks would be included in the summarized address of 172.31.80.0/20? 
(Choose two) 
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A. 172.31.17.4/30 
B. 172.31.51.16 /30 
C. 172.31.64.0/18 
D. 172.31.80.0/22 
E. 172.31.92.0/22 
F. 172.31.192.0/18 

Answer: D E 

Explanation 

From the summarized address of 172.31.80.0/20, we find the range of this summarized network: 

Increment: 16 
Network address: 172.31.80.0 
Broadcast address: 172.31.95.255 

-> Answer D & E belong to this range so they are the correct answers. 

Question 10 

Which three IP addresses can be assigned to hosts if the subnet mask is /27 and subnet zero is 
usable? (Choose three) 

A. 10.15.32.17 
B. 17.15.66.128 
C. 66.55.128.1 
D. 135.1.64.34 
E. 129.33.192.192 
F. 192.168.5.63 

Answer: A C D 

Explanation 

First we need to find out the forms of network addresses and broadcast addresses when the 
subnet mask of /27 is used: 

Increment: 32 
Network address: In the form of x.x.x.(0,32,64,96,128,160,192,224) 
Broadcast address: In the form of x.x.x.(31,63,95,127,159,191,223) 
So we only need to check the fourth octets of the IP addresses above. If they are not in the form 
of network addresses or broadcast addresses then they can be assigned to hosts. 

Notice that the IP 66.55.128.1 belongs to the subnet zero and the question says subnet zero is 
usable so it is valid. 

Question 11 

Which of the following IP addresses can be assigned to the host devices? (Choose two) 

A. 205.7.8.32/27 
B. 191.168.10.2/23 
C. 127.0.0.1 
D. 224.0.0.10 
E. 203.123.45.47/28 
F. 10.10.0.0/13 

Answer: B F 
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Explanation 

This is a time-consuming question (but not hard ^^) because we have to calculate the range of 
each sub-network separately (excepting answer C is the local loopback address & answer D is a 
multicast address) so make sure you can do subnet quickly. After solving above questions I 
believe you can find out the result so I don’t explain this question in detail. 

Question 12 

How many subnets can be gained by subnetting 172.17.32.0/23 into a /27 mask, and how many 
usable host addresses will there be per subnet? 

A. 8 subnets, 31 hosts 
B. 8 subnets, 32 hosts 
C. 16 subnets, 30 hosts 
D. 16 subnets, 32 hosts 
E. A Class B address cant be subnetted into the fourth octet. 

Answer: C 

Explanation 

Subnetting from /23 to /27 gives us 27 – 23 = 4 bits -> 24 = 16 subnets. 

/27 has 5 bit 0s so it gives 25 – 2 = 30 hosts-per-subnet. 

 

Part 4 

Question 1 

You are working in a data center environment and are assigned the address range 
10.188.31.0/23. You are asked to develop an IP addressing plan to allow the maximum number of 
subnets with as many as 30 hosts each.Which IP address range meets these requirements? 

A. 10.188.31.0/27 
B. 10.188.31.0/26 
C. 10.188.31.0/29 
D. 10.188.31.0/28 
E. 10.188.31.0/25 

Answer: A 

Explanation 

Each subnet has 30 hosts < 32 = 25 so we need a subnet mask which has at least 5 bit 0s -> /27. 
Also the question requires the maximum number of subnets (which minimum the number of 
hosts-per-subnet) so /27 is the best choice -> A is correct. 

Question 2 

Refer to the exhibit. The Lakeside Company has the internetwork in the exhibit. The Administrator 
would like to reduce the size of the routing table to the Central Router. Which partial routing table 
entry in the Central router represents a route summary that represents the LANs in Phoenix but 
no additional subnets? 
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A. 10.0.0.0 /22 is subnetted, 1 subnet 
D 10.0.0.0 [90/20514560] via 10.2.0.2 6w0d, serial 0/1 

B. 10.0.0.0 /28 is subnetted, 1 subnet 
D 10.2.0.0 [90/20514560] via 10.2.0.2 6w0d, serial 0/1 

C. 10.0.0.0 /30 is subnetted, 1 subnet 
D 10.2.2.0 [90/20514560] via 10.2.0.2 6w0d, serial 0/1 

D. 10.0.0.0 /22 is subnetted, 1 subnet 
D 10.4.0.0 [90/20514560] via 10.2.0.2 6w0d, serial 0/1 

E. 10.0.0.0 /28 is subnetted, 1 subnet 
D 10.4.4.0 [90/20514560] via 10.2.0.2 6w0d, serial 0/1 

F. 10.0.0.0 /30 is subnetted, 1 subnet 
D 10.4.4.4 [90/20514560] via 10.2.0.2 6w0d, serial 0/1 

Answer: D 

Explanation 

All the above networks can be summarized to 10.0.0.0 network but the question requires to 
“represent the LANs in Phoenix but no additional subnets” so we must summarized to 10.4.0.0 
network. The Phoenix router has 4 subnets so we need to “move left” 2 bits of “/24″-> /22 is the 
best choice -> D is correct. 

Question 3 

Which address range efficiently summarizes the routing table of the addresses for router main? 
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A. 172.16.0.0/18 
B. 172.16.0.0/16 
C. 172.16.0.0/20 
D. 172.16.0.0/21 

Answer: C 

Explanation 

To summarize these networks efficiently we need to find out a network that “covers” from 
172.16.1.0 -> 172.16.13.0 (including 13 networks < 16). So we need to use 4 bits (24 = 16). 
Notice that we have to move the borrowed bits to the left (not right) because we are 
summarizing. 

The network 172.16.0.0 belongs to class B with a default subnet mask of /16 but in this case it 
has been subnetted with a subnet mask of /24 (we can guess because 172.16.1.0, 172.16.2.0, 
172.16.3.0… are different networks). 

Therefore “move 4 bits to the left” of “/24″ will give us “/20″ -> C is the correct answer. 

Question 4 

Refer to the exhibit. A new subnet with 60 hosts has been added to the network. Which subnet 
address should this network use to provide enough usable addresses while wasting the fewest 
addresses? 

 
A. 192.168.1.56/27 
B. 192.168.1.64/26 
C. 192.168.1.64/27 
D. 192.168.1.56/26 

Answer: B 

Explanation 

60 hosts < 64 = 26 -> we need a subnet mask of at least 6 bit 0s -> “/26″. The question requires 
“wasting the fewest addresses” which means we have to allow only 62 hosts-per-subnet -> B is 
correct. 

Question 5 

The network technician is planning to use the 255.255.255.224 subnet mask on the network. 
Which three valid IP addresses can the technician use for the hosts? (Choose three) 

A. 172.22.243.127 
B. 172.22.243.191 
C. 172.22.243.190 
D. 10.16.33.98 
E. 10.17.64.34 
F. 192.168.1.160 

Answer: C D E 
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Explanation 

From the subnet mask of 255.255.255.224 we learn: 

Increment: 32 
Network address: In the form of x.x.x.(0,32, 64, 96, 128, 160, 192, 224) 
Broadcast address: In the form of x.x.x.(31,63,95,127,159,191,223) 

-> All IP addresses not in the above forms are usable for host -> C D E are correct answers. 

Question 6 

In the implementation of VLSM techniques on a network using a single Class C IP address, which 
subnet mask is the most efficient for point-to-point serial links? 

A. 255.255.255.240  
B. 255.255.255.254  
C. 255.255.255.252  
D. 255.255.255.0  
E. 255.255.255.248 

Answer: C 

Explanation 

The subnet mask of 255.255.255.252 gives only 2 usable host addresses because it has only 2 bit 
0s (22 – 2 = 2) so it is the most efficient subnet mask for point-to-point serial links (and you 
should remember it). 

Question 7 

Refer to the exhibit. HostA cannot ping HostB. Assuming routing is properly configured, what 
could be the cause of this problem? 

 
A. HostA is not on the same subnet as its default gateway. 
B. The address of SwitchA is a subnet address. 
C. The Fa0/0 interface on RouterA is on a subnet that can’t be used. 
D. The serial interfaces of the routers are not on the same subnet. 
E. The Fa0/0 interface on RouterB is using a broadcast address. 

Answer: D 

Explanation 

Now let’s find out the range of the networks on serial link: 

For the network 192.168.1.62/27: 
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Increment: 32 
Network address: 192.168.1.32 
Broadcast address: 192.168.1.63 

For the network 192.168.1.65/27: 

Increment: 32 
Network address: 192.168.1.64 
Broadcast address: 192.168.1.95 

-> These two IP addresses don’t belong to the same network and they can’t see each other -> D 
is the correct answer. 

Question 8 

The network administrator is asked to configure 113 point-to-point links. Which IP addressing 
scheme best defines the address range and subnet mask that meet the requirement and waste 
the fewest subnet and host addresses? 

A. 10.10.0.0/18 subnetted with mask 255.255.255.252 
B. 10.10.0.0/25 subnetted with mask 255.255.255.252 
C. 10.10.0.0/24 subnetted with mask 255.255.255.252 
D. 10.10.0.0/23 subnetted with mask 255.255.255.252 
E. 10.10.0.0/16 subnetted with mask 255.255.255.252 

Answer: D 

Explanation 

We need 113 point-to-point links which equal to 113 sub-networks < 128 so we need to borrow 7 
bits (because 2^7 = 128). 

The network used for point-to-point connection should be /30. 
So our initial network should be 30 – 7 = 23. 

So 10.10.0.0/23 is the correct answer. 

You can understand it more clearly when writing it in binary form: 

/23 = 1111 1111.1111 1110.0000 0000 
/30 = 1111 1111.1111 1111.1111 1100 (borrow 7 bits) 

Question 9 

If an Ethernet port on a router was assigned an IP address of 172.1.1.1/20, what is the maximum 
number of hosts allowed on this subnet? 

A. 4094  
B. 1024  
C. 8190  
D. 2046  
E. 4096 

Answer: A 

Explanation 

In the prefix /20 we have 12 bit 0s so the number of hosts-per-subnet is 212 – 2 = 4094. 

Question 10 

A network administrator receives an error message while trying to configure the Ethernet 
interface of a router with IP address 10.24.24.24/29. Which statement explains the reason for it? 
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A. The address is a broadcast address 
B. The Ethernet interface is faulty 
C. VLSM-capable routing protocols must be enable first on the router. 
D. This address is a network address. 

Answer: D 

 
CCNA – Operations 
Question 1: 

What are two reasons that a network administrator would use access lists? (Choose two.) 

A. to control vty access into a router 
B. to control broadcast traffic through a router 
C. to filter traffic as it passes through a router 
D. to filter traffic that originates from the router 
E. to replace passwords as a line of defense against security incursions 

Answers: A C 

Question 2: 

A single 802.11g access point has been configured and installed in the center of a square office. A 
few wireless users are experiencing slow performance and drops while most users are operating at 
peak efficiency. What are three likely causes of this problem? (Choose three.) 

A. mismatched TKIP encryption 
B. null SSID 
C. cordless phones 
D. mismatched SSID 
E. metal file cabinets 
F. antenna type or direction 

Answers: C E F 

Question 3: 

Refer to the exhibit. How many broadcast domains exist in the exhibited topology? 

 
A. one 
B. two 
C. three 
D. four 
E. five 
F. six 

Answer: C 
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Question 4: 

Which type of attack is characterized by a flood of packets that are requesting a TCP connection to 
a server? 
A. denial of service 
B. brute force 
C. reconnaissance 
D. Trojan horse 

Answer: A 

Question 5: 

Refer to the exhibit. 

 
The network administrator has created a new VLAN on Switch1 and added host C and host D. The 
administrator has properly configured switch interfaces FastEthernet0/13 through 
FastEthernet0/24 to be members of the new VLAN. However, after the network administrator 
completed the configuration, host A could communicate with host B, but host A could not 
communicate with host C or host D. Which commands are required to resolve this problem? 

A. Router(config)# interface fastethernet 0/1.3 
Router(config-if)# encapsulation dot1q 3 
Router(config-if)# ip address 192.168.3.1 255.255.255.0 

B. Router(config)# router rip 
Router(config-router)# network 192.168.1.0 
Router(config-router)# network 192.168.2.0 
Router(config-router)# network 192.168.3.0 

C. Switch1# vlan database 
Switch1(vlan)# vtp v2-mode 
Switch1(vlan)# vtp domain cisco 
Switch1(vlan)# vtp server 

D. Switch1(config)# interface fastethernet 0/1 
Switch1(config-if)# switchport mode trunk 
Switch1(config-if)# switchport trunk encapsulation isl 

 

Answer: A 
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Explanation: 

Communication between host A and host B on the same VLAN does not need a router but 
communication between host A and host C (or host D) need a layer 3 device, in this case Router1, 
which is called a “router on a stick”. From the output of Router1, we notice that there is not any 
route to the new network 192.168.3.0/24 which host C and host D belong to. Therefore, we need 
to configure a subinterface for this network. 

Question 6: 

Refer to the exhibit. What is the most efficient summarization that R1 can use to advertise its 
networks to R2? 

 
A. 172.1.0.0/22 

B. 172.1.0.0/21 

C. 172.1.4.0/22 

D. 172.1.4.0/24 
172.1.5.0/24 
172.1.6.0/24 
172.1.7.0/24 

E. 172.1.4.0/25 
172.1.4.128/25 
172.1.5.0/24 
172.1.6.0/24 
172.1.7.0/24 

Answer: C 

Explanation: 

Network 172.1.4.0/25 and network 172.1.4.128/25 can be grouped to a single network 
172.1.4.0/24 

Network 172.1.4.0/24 + Network 172.1.5.0/24 + Network 172.1.6.0/24 + Network 172.1.7.0/24 
can be grouped to a single network 172.1.4.0/22 because we have all 4 subnetworks so we can 
move left 2 bits (22=4) 

Question 7: 

Which spread spectrum technology does the 802.11b standard define for operation? 

A. IR 
B. DSSS 
C. FHSS 
D. DSSS and FHSS 
E. IR, FHSS, and DSSS 

Answer: B 
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Question 8: 

A network interface port has collision detection and carrier sensing enabled on a shared twisted 
pair network. From this statement, what is known about the network interface port? 

A. This is a 10 Mb/s switch port. 
B. This is a 100 Mb/s switch port. 
C. This is an Ethernet port operating at half duplex. 
D. This is an Ethernet port operating at full duplex. 
E. This is a port on a network interface card in a PC. 

Answer: C 

Explanation: 

Modern Ethernet networks built with switches and full-duplex connections no longer utilize 
CSMA/CD. CSMA/CD is only used in obsolete shared media Ethernet (which uses repeater or hub). 

Question 9: 

Refer to the topology and router configuration shown in the graphic. A host on the LAN is 
accessing an FTP server across the Internet. Which of the following addresses could appear as a 
source address for the packets forwarded by the router to the destination server? 

 
A. 10.10.0.1 
B. 10.10.0.2 
C. 199.99.9.33 
D. 199.99.9.57 
E. 200.2.2.17 
F. 200.2.2.18 

Answer: D 

Question 10: 

Which routing protocol by default uses bandwidth and delay as metrics? 
A. RIP 
B. BGP 
C. OSPF 
D. EIGRP 

Answer: D 

 

 



http://www.9tut 234 

 

Question 11: 

Refer to the exhibit. The networks connected to router R2 have been summarized as a 
192.168.176.0/21 route and sent to R1. Which two packet destination addresses will R1 forward 
to R2? (Choose two) 

 
A. 192.168.194.160 
B. 192.168.183.41 
C. 192.168.159.2 
D. 192.168.183.255 
E. 192.168.179.4 
F. 192.168.184.45 

Answer: B E 

Explanation: 

From the subnet mask of /21, we can specify the network address and broadcast address of this 
subnetwork: 

Increment: 8 of the third octet(/21 = 255.255.248.0 or 1111 1111.1111 1111. 1111 1000.0000 
0000) 
Network address: 192.168.176.0 
Broadcast address: 192.168.183.255 (183 = 176 + 8 – 1) 

Therefore all the destination addresses in this range will be forwarded to R2 -> B and E lie in this 
range and their packages will be forwarded to R2. Please notice that D is an incorrect answer 
because it is a broadcast address and R1 will drop its packages. 

Question 12: 

Refer to the exhibit. Which switch provides the spanning-tree designated port role for the network 
segment that services the printers? 
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A. Switch1 
B. Switch2 
C. Switch3 
D. Switch4 

Answer: C 

Explanation: 
First, the question asks what switch services the printers, so it can be Switch 3 or Switch 4 which 
is connected directly to the Printers. 
Next, by comparing the MAC address of Switch 3 and Switch 4 we found that the MAC of Switch 3 
is smaller. Therefore the interface connected to the Printers of Switch 3 will become designated 
interface and the interface of Switch 4 will be blocked 
(Please notice that Switch 1 will become the root bridge because of its lowest priority, not Switch 
3) 

Part 2 
Question 1 

On a network of one department, there are four PCs connected to a switch, as shown in the 
following figure: 

 
After the Switch1 restarts. Host A ( the host on the left ) sends the first frame to Host C (the host 
on the right). What the first thing should the switch do? 

A. Switch1 will add 192.168.23.12 to the switching table. 
B. Switch1 will add 192.168.23.4 to the switching table. 
C. Switch1 will add 000A.8A47.E612 to the switching table. 
D. None of the above 

Answer: C 

Explanation 

When Switch1 receives the first frame from Host A, it will write Host A’s MAC address into its MAC 
address table (including the corresponding port Fa0/4) and flood the frame to all other ports. 

Question 2 

The user of Host1 wants to ping the DSL modem/router at 192.168.1.254. Based on the Host1 
ARP table that is shown in the exhibit, what will Host1 do? 
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A. send a unicast ARP packet to the DSL modem/router 
B. send unicast ICMP packets to the DSL modem/router 
C. send Layer 3 broadcast packets to which the DSL modem/router responds 
D. send a Layer 2 broadcast that is received by Host2, the switch, and the DSL modem/router 

Answer: B 

Explanation 

Because Host1 has already had information about DSL modem so it doesn’t need to broadcast an 
ARP Request to find out the MAC address of DSL modem. It just needs to send unicast ICMP 
packets directly to that modem. 

Question 3 

Which two values are used by Spanning Tree Protocol to elect a root bridge? (Choose two) 

A. amount of RAM 
B. bridge priority 
C. IOS version 
D. IP address 
E. MAC address 
F. speed of the links 

Answer: B E 

Question 4 

Host 1 is trying to communicate with Host 2. The e0 interface on Router C is down. Which of the 
following are true? (Choose two.) 

 
A. Router C will use ICMP to inform Host 1 that Host 2 cannot be reached. 
B. Router C will use ICMP to inform Router B that Host 2 cannot be reached. 
C. Router C will use ICMP to inform Host 1, Router A, and Router B that Host 2 cannot be reached. 
D. Router C will send a Destination Unreachable message type. 
E. Router C will send a Router Selection message type. 
F. Router C will send a Source Quench message type. 

Answer: A D 
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Explanation 

Host 1 is trying to communicate with Host 2. Its packets travel from routerA to routerB and router 
C. Router C (the last router) then broadcast an ARP frame onto the network looking for the MAC 
address of Host 2. If Host 2 can answer then router C can forward the frame. But e0 interface is 
down so no answer from Host 2 will be received so router C will send a Destination Unreachable 
message back to the originator. This message also informs that the middle network is still working 
correctly. 

Also notice that the Destination Unreachable message is an ICMP message. 

Question 5 

Refer to the exhibit. The network shown in the exhibit is running the RIPv2 routing protocol. The 
network has converged, and the routers in this network are functioning properly. The 
FastEthernet0/0 interface on R1 goes down. In which two ways will the routers in this network 
respond to this change? (Choose two) 

 
A. All routers will reference their topology database to determine if any backup routes to the 
192.168.1.0 network are known. 
B. Routers R2 and R3 mark the route as inaccessible and will not accept any further routing 
updates from R1 until their hold-down timers expire. 
C. Because of the split-horizon rule, router R2 will be prevented from sending erroneous 
information to R1 about connectivity to the 192.168.1.0 network. 
D. When router R2 learns from R1 that the link to the 192.168.1.0 network has been lost, R2 will 
respond by sending a route back to R1 with an infinite metric to the 192.168.1.0 network. 
E. R1 will send LSAs to R2 and R3 informing them of this change, and then all routers will send 
periodic updates at an increased rate until the network again converges. 

Answer: C D 

Explanation 

When Fa0/0 on R1 goes down, R1 will try to inform with R2 that its Fa0/0 interface is currently 
down. R2 in turn will inform to R3 that Fa0/0 of R1 is down. The split-horizon rule states that “a 
router never sends information about a route back in same direction which is original information 
came”. It means when R1 sends information about its downed network 192.168.1.0, R2 is not 
allowed to send back that information to R1 -> C is correct. 

But maybe you will ask “Why answer D is also correct when it seems contradictory to answer C?” 
Yes, it is really contradictory! This is called the “Poison Reverse” rule: 

The poison reverse rule overwrites split horizon rule. For example, if router R2 receives a route 
poisoning of network 192.168.1.0 from router R1 then router R2 will send an update back to 
router R1 (which breaks the split horizon rule) with the same poisoned hop count of 16. This 
ensures all the routers in the domain receive the poisoned route update. 

Notice that the “Poison Reverse” doesn’t send erroneous information to R1 but just only one 
message to make sure R1 is working correctly. 

For your information, answer B is not correct because if R2 and R3 get an update with a better 
metric than the originally recorded metric (1 for R2 and 2 for R3) within the hold-down timer 
period, the hold-down timer is removed and data can be sent to that network. It means that now 
R2 and R3 have a better way to reach R1. 
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For more information about RIP, please read my RIP tutorial. 
Question 6 

Which of the following describe the process identifier that is used to run OSPF on a router? 
(Choose two.) 
A. It is locally significant. 
B. It is globally significant. 
C. It is needed to identify a unique instance of an OSPF database. 
D. It is an optional parameter required only if multiple OSPF processes are running on the router. 
E. All routers in the same OSPF area must have the same process ID if they are to exchange 
routing information. 

Answer: A C 

Explanation 

The process identifier used in OSPF is locally significant, which means it does not need to be the 
same on other OSPF routers and is not passed between routers -> A is correct. 

Each process identifier is a unique instance of an OSPF database. We can create many process 
identifiers as we want (but ranges from 1 to 65,535) but it is not recommended because the 
router needs many resources to maintain these OSPF databases -> C is correct. 

Process identifier is a “must” parameter even if we only run only one OSPF process -> D is not 
correct. 

Routers in the same OSPF area can have different process identifier (process ID) because it is only 
locally significant -> E is not correct. 

Question 7 

Refer to the exhibit. The FMJ manufacturing company is concerned about unauthorized access to 
the Payroll Server. The Accounting1, CEO, Mgr1, and Mgr2 workstations should be the only 
computers with access to the Payroll Server. What two technologies should be implemented to 
help prevent unauthorized access to the server? (Choose two) 

 
A. access lists 
B. encrypted router passwords 
C. STP 
D. VLANs 
E. VTP 
F. wireless LANs 

 

Answer: A D 

 

 

http://www.9tut.com/rip-routing-protocol-tutorial
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Explanation 

Access lists and VLANs can be used to prevent unauthorized to the Payroll Server. By assigning 
the server to a secure VLAN and using access list to permit only Accounting1, CEO, Mgr1, and 
Mgr2 workstations to access that VLAN, we can dramatically enhance the security of the whole 
network. 

We don’t need to encrypt router password because it only helps prevent unauthorized access to 
the router, not Payroll server -> B is not “totally” correct ^^. 

Question 8 

Which two statements are true about the command ip route 172.16.3.0 255.255.255.0 
192.168.2.4? (Choose two.) 

A. It establishes a static route to the 172.16.3.0 network. 
B. It establishes a static route to the 192.168.2.0 network. 
C. It configures the router to send any traffic for an unknown destination to the 172.16.3.0 
network. 
D. It configures the router to send any traffic for an unknown destination out the interface with 
the address 192.168.2.4. 
E. It uses the default administrative distance. 
F. It is a route that would be used last if other routes to the same destination exist. 

Answer: A E 

Explanation 

The command “ip route 172.16.3.0 255.255.255.0 192.168.2.4″ means that “if there is a packet 
to the network 172.16.3.0/24 then route it to 192.168.2.4 first. 
The syntax of static route is: 
ip route <destination-network-address> <subnet-mask> <next-hop-IP-address | exit-interface> 
[metric] 
+ destination-network-address: destination network address of the remote network 
+ subnet mask: subnet mask of the destination network 
+ next-hop-IP-address: the IP address of the receiving interface on the next-hop router 
+ exit-interface: the local interface of this router where the packets will go out 
+ metric: the distance metric for this route. If not specified, it uses the default administrative 
distance of 1 

Question 9 

Which three statements are correct about RIP version 2? (Choose three) 

A. It has the same maximum hop count as version 1. 
B. It uses broadcasts for its routing updates. 
C. It is a classless routing protocol. 
D. It has a lower default administrative distance than RIP version 1. 
E. It supports authentication. 
F. It does not send the subnet mask in updates. 

Answer: A C E 

Explanation 

A and E are correct according to the theory of RIP. 

RIP version 1 updates are broadcasts, and RIP version 2 updates are multicast to 224.0.0.9 -> B 
is not correct. 

RIP v1 is a classful routing protocol but RIP v2 is a classless routing protocol -> C is correct. 
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RIPv1 and RIPv2 have the same default administrative distance of 120 -> D is not correct. 

RIPv2 is a classless routing protocol so it does send the subnet mask in updates -> F is not 
correct. 

Question 10 

How should a router that is being used in a Frame Relay network be configured to avoid split 
horizon issues from preventing routing updates? 

A. Configure a separate sub-interface for each PVC with a unique DLCI and subnet assigned to the 
sub-interface. 
B. Configure each Frame Relay circuit as a point-to-point line to support multicast and broadcast 
traffic. 
C. Configure many sub-interfaces on the same subnet. 
D. Configure a single sub-interface to establish multiple PVC connections to multiple remote router 
interfaces. 

Answer: A 

Explanation 

In Frame Relay, one router’s interface is often connected to many other routers. According to the 
split horizon rule, it is not allowed to send and receive routing updates on the same interfaces so 
we need to configure sub-interface to overcome this problem. 

Question 11 

A network administrator is configuring the routers in the graphic for OSPF. The OSPF process has 
been started and the networks have been configured for Area 0 as shown in the diagram. The 
network administrator has several options for configuring RouterB to ensure that it will be 
preferred as the designated router (DR) for the 172.16.1.0 /24 LAN segment. What configuration 
tasks could be used to establish this preference? (Choose three) 

 
A. Configure the priority value of the Fa0/0 interface of RouterB to a higher value than any other 
interface on the Ethernet network. 
B. Change the router id of Router B by assigning the IP address 172.16.1.130/24 to the Fa0/0 
interface of RouterB. 
C. Configure a loopback interface on RouterB with an IP address higher than any IP address on 
the other routers. 
D. Change the priority value of the Fa0/0 interface of RouterB to zero. 
E. Change the priority values of the Fa0/0 interfaces of RouterA and RouterC to zero. 
F. No further configuration is necessary. 

 

Answer: A C E 
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Explanation 

DR and BDR election is done via the Hello protocol. The router with the highest OSPF priority on a 
segment will become the DR for that segment -> A is correct. 

In case of a tie, the router with the highest Router ID will win. The Router ID (RID) is an IP 
address used to identify the router and is chosen using the following sequence: 

+ The highest IP address assigned to a loopback (logical) interface. 
+ If a loopback interface is not defined, the highest IP address of all active router’s physical 
interfaces will be chosen. 
+ The router ID can be manually assigned 

In this case, the router ID of RouterB is 198.18.0.101 (regardless that interface does not run 
OSPF). So if we assign the IP address 172.16.1.130/24 to the Fa0/0 interface of RouterB, the 
router ID of RouterB is not changed and we can not guarantee RouterB will take DR role -> B is 
not correct. 

C is correct as mentioned above. 

A priority value of zero indicates an interface will not be elected as DR or BDR. So: 

+ If we “change the priority value of the Fa0/0 interface of RouterB to zero”, RouterB will never 
be elected as DR -> D is not correct. 
+ If we “change the priority values of the Fa0/0 interfaces of RouterA and RouterC to zero”, 
router A and RouterC will not be elected as DR for that segment -> E is correct. 

For answer F, if there is no loopback interface configured on RouterA or RouterC then F is correct 
(as RouterB has the highest IP address on active physical interface 198.18.0.101) but we are not 
sure about that. 

 

 

Part 3 

Question 1: 

Your company wants to reconfigure a Catalyst 2950. which actions must be taken to erase the old 
configuration? (Choose three) 

A – Erase flash 
B – Restart the switch 
C – Delete the VLAN database 
D – Erase the startup configuration 

Answer: B C D 

Question 2: 

If the subnet mask is 255.255.255.224, which of the following addresses can be assigned to 
network hosts? (Choose three) 

A – 15.234.118.63 
B – 92.11.178.93 
C – 134.178.18.56 
D – 192.168.16.87 

Answer: B C D 

Explanation: 

The addresses can be assigned to network hosts are the addresses that satisfy these conditions: 



http://www.9tut 242 

 

+ They don’t belong to network addresses 
+ They don’t belong to broadcast addresses 

The last octet of the subnet mask is 224, which is 1110 0000 in binary form, so the increment is 
32. This is the value we need to find out the network addresses and broadcast addresses when 
using the 255.255.255.224 subnet mask. 

Network addresses: x.x.x.0, x.x.x.32,x.x.x.64,x.x.x.96,x.x.x.128,x.x.x.160,x.x.x.192,x.x.x.224 

Broadcast addresses: x.x.x.31, x.x.x.63, x.x.x.95, x.x.x.127, x.x.x.159, x.x.x.191, x.x.x.223 

(Notice we don’t care about the first three octets because the first three octets of the subnet mask 
are all 255) 

From that we learn 15.234.118.63 is one of the broadcast addresses. Other answers are correct 
because they are neither network addresses nor broadcast addresses. 

Question 3: 

An administrator issues the command “ping 127.0.0.1″ from the command line prompt on a PC 
host named PC1. If an ICMP reply is received, what does this confirm? 

A – The PC host PC1 has connectivity with a local host 
B – The PC host PC1 has connectivity with a Layer 3 device 
C – The PC host PC1 has a default gateway correctly configured 
D – The PC host PC1 has connectivity up to Layer 5 of the OSI model 
E – The PC host PC1 has the TCP/IP protocol stack correctly installed 

Answer: E 

Explanation: 

If you are having problems with your network then issue the command “ping 127.0.0.1″ to prove 
the network card and the TCP/IP software is working correctly. Address 127.0.0.1 is reserved for 
the test loop back purpose. 

Question 4: 

Study the exhibit carefully, can you tell which three description are correct about the ways used 
by the router R1 to choose a path to the 10.1.3.0/24 network when different routing protocols are 
deployed? (Choose three) 

 
A – When RIPv2 is the routing protocol, only the path R1-R4 is to be installed into the routing 
table by default 
B – When RIPv2 is the routing protocol, the equal cost paths R1-R3-R4 and R1-R2-R4 are to be 
installed in the routing table 
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C – If both EIGRP and OSPF are working on the network with their default configurations, the 
EIGRP paths will be installed in the routing table 
D – By default, if EIGRP is the routing protocol, the equal cost paths R1-R3-R4 and R1-R2-R4 will 
be installed in the routing table 

Answer: A C D 

Explanation: 

RIP is a distance vector routing protocol and it uses hop count as the metric for path selection so 
only the path R1-R4 (with only 2 hops) will be installed into the routing table. 

If both EIGRP and OSPF are used, the EIGRP paths will be installed in the routing table because 
the default administrative distance of EIGRP is 90 while that of OSPF is 110. Therefore these 
routers will choose EIGRP because it has lower administrative distance value (Notice that a lower 
value for the administrative distance indicates the more reliable route). 

Question 5: 

Which two statements describe characteristics of IPv6 unicast addressing? (Choose two) 

A. Global addresses start with 2000::/3 
B. Link-local addresses start with FE00:/12 
C. Link-local addresses start with FF00::/10 
D. There is only one loopback address and it is ::1 
E. If a global address is assigned to an interface, then that is the only allowable address for the 
interface. 

Answer: A D 

Explanation: 

Below is the list of common kinds of IPv6 addresses: 

Loopback address ::1 
Link-local address FE80::/10 
Site-local address FEC0::/10 
Global address 2000::/3 
Multicast address FF00::/8 

From the above table, we learn that A and D are correct while B and C are incorrect. Notice that 
the IPv6 unicast loopback address is equivalent to the IPv4 loopback address, 127.0.0.1. The IPv6 
loopback address is 0:0:0:0:0:0:0:1, or ::1. 

E is not correct because of anycast addresses which are indistinguishable from normal unicast 
addresses. You can think of anycast addresses like this: “send it to nearest one which have this 
address”. An anycast address can be assigned to many interfaces and the first interface receives 
the packet destined for this anycast address will proceed the packet. A benefit of anycast 
addressing is the capability to share load to multiple hosts. An example of this benefit is if you are 
a Television provider with multiple servers and you want your users to use the nearest server to 
them then you can use anycast addressing for your servers. When the user initiates a connection 
to the anycast address, the packet will be routed to the nearest server (the user does not have to 
specify which server they want to use). 



http://www.9tut 244 

 

 
 
 
 
CCNA – Troubleshooting 
Question 1: 

Refer to the exhibit. The network administrator is in a campus building distant from Building B. 
WANRouter is hosting a newly installed WAN link on interface S0/0. The new link is not functioning 
and the administrator needs to determine if the correct cable has been attached to the S0/0 
interface. How can the administrator accurately verify the correct cable type on S0/0 in the most 
efficient manner? 

 
A. Telnet to WANRouter and execute the command show interfaces S0/0 
B. Telnet to WANRouter and execute the command show processes S0/0 
C. Telnet to WANRouter and execute the command show running-configuration 
D. Telnet to WANRouter and execute the command show controller S0/0 
E. Physically examine the cable between WANRouter S0/0 and the DCE. 
F. Establish a console session on WANRouter and execute the command show interfaces S0/0 

Answer: D 

Explanation: 

The show controller command displays the information about the physical interface itself and 
the type of serial cable plugged into a serial port. In this case, it should be a DTE cable that plugs 
into a type of data service unit (DSU). 

For your understanding, below is the output of this command: 

 
From the output, we notice that serial 0/0 has a DTE cable and would get its clocking from the 
DSU. 

Question 2: 

Two routers named Atlanta and Brevard are connected by their serial interfaces as shown in the 
exhibit, but there is no data connectivity between them. The Atlanta router is known to have a 
correct configuration. Given the partial configurations shown in the exhibit, what is the problem on 
the Brevard router that is causing the lack of connectivity? 
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A. A loopback is not set 
B. The IP address is incorrect. 
C. The subnet mask is incorrect. 
D. The serial line encapsulations are incompatible. 
E. The maximum transmission unit (MTU) size is too large. 
F. The bandwidth setting is incompatible with the connected interface. 

Answer: B 

Question 3: 

Refer to the exhibit. The two exhibited devices are the only Cisco devices on the network. The 
serial network between the two devices has a mask of 255.255.255.252. Given the output that is 
shown, what three statements are true of these devices? (Choose three) 

 
A. The Manchester serial address is 10.1.1.1. 
B. The Manchester serial address is 10.1.1.2. 
C. The London router is a Cisco 2610. 
D. The Manchester router is a Cisco 2610. 
E. The CDP information was received on port Serial0/0 of the Manchester router. 
F. The CDP information was sent by port Serial0/0 of the London router. 

 

Answer: A C E 
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Explanation: 

From the output, we learn that the IP address of the neighbor router is 10.1.1.2 and the question 
stated that the subnet mask of the network between two router is 255.255.255.252. Therefore 
there are only 2 available hosts in this network (22 – 2 = 2). So we can deduce the ip address (of 
the serial interface) of Manchester router is 10.1.1.1 -> A is correct 

The flatform of the neighbor router is cisco 2610, as shown in the output -> C is correct 

Maybe the most difficult choice of this question is the answer E or F. Please notice that “Interface” 
refers to the local port on the local router, in this case it is the port of Manchester router, and 
“Port ID (outgoing port)” refers to the port on the neighbor router -> E is correct. 

Question 4: 

A network administrator has configured two switches, named London and Madrid, to use VTP. 
However, the switches are not sharing VTP messages. Given the command output shown in the 
graphic, why are these switches not sharing VTP messages? 

 
A. The VTP version is not correctly configured. 
B. The VTP operating mode is not correctly configured. 
C. The VTP domain name is not correctly configured. 
D. VTP pruning mode is disabled. 
E. VTP V2 mode is disabled. 
F. VTP traps generation is disabled. 

Answer: C 

Explanation 

In the exhibit, the Domain Names of 2 switches are mismatched (one is “London” and the other is 
“Madrid”) so these switches do not share VTP messages -> The VTP domain name is not correctly 
configured. Notice that the Domain Names should be the same on both switches to share VTP 
messages. 

Question 5: 

The network shown in the diagram is experiencing connectivity problems. Which of the following 
will correct the problems? (Choose two.) 
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A. Configure the gateway on Host A as 10.1.1.1. 
B. Configure the gateway on Host B as 10.1.2.254. 
C. Configure the IP address of Host A as 10.1.2.2. 
D. Configure the IP address of Host B as 10.1.2.2. 
E. Configure the masks on both hosts to be 255.255.255.224. 
F. Configure the masks on both hosts to be 255.255.255.240. 

 

Answer: B D 

Question 6: 

Refer to the exhibit: 

 
The network administrator has created a new VLAN on Switch1 and added host C and host D. The 
administrator has properly configured switch interfaces FastEthernet0/13 through 
FastEthernet0/24 to be members of the new VLAN. However, after the network administrator 
completed the configuration, host A could communicate with host B, but host A could not 
communicate with host C or host D. Which commands are required to resolve this problem? 

A. Router(config)# interface fastethernet 0/1.3 
Router(config-if)# encapsulation dot1q 3 
Router(config-if)# ip address 192.168.3.1 255.255.255.0 

B. Router(config)# router rip 
Router(config-router)# network 192.168.1.0 
Router(config-router)# network 192.168.2.0 
Router(config-router)# network 192.168.3.0 

C. Switch1# vlan database 
Switch1(vlan)# vtp v2-mode 
Switch1(vlan)# vtp domain cisco 
Switch1(vlan)# vtp server 

D. Switch1(config)# interface fastethernet 0/1 
Switch1(config-if)# switchport mode trunk 
Switch1(config-if)# switchport trunk encapsulation isl 

 

Answers: A 
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Question 7: 

Refer to the exhibit. Hosts on the same VLAN can communicate with each other but are unable to 
communicate with hosts on different VLANs. What is needed to allow communication between 
VLANs? 

 
A. a switch with a trunk link that is configured between the switches 
B. a router with an IP address on the physical interface that is connected to the switch 
C. a switch with an access link that is configured between the switches 
D. a router with subinterfaces configured on the physical interface that is connected to the switch 

Answer: D 

 

Question 8: 

The show interfaces serial 0/0 command resulted in the output shown in the graphic. What are 
possible causes for this interface status? (Choose three) 

 
A. The interface is shut down. 
B. No keepalive messages are received. 
C. The clockrate is not set. 
D. No loopback address is set. 
E. No cable is attached to the interface. 
F. There is a mismatch in the encapsulation type. 

Answer: B C F 

Question 9: 

While troubleshooting a connectivity issue from a PC you obtain the following information: 
Local PC IP address: 10.0.0.35/24 
Default Gateway: 10.0.0.1 

Remote Sever: 10.5.75.250/24 

You then conduct the following tests from the local PC: 
Ping 127.0.0.1 – Successful 
Ping 10.0.0.35 – Successful 
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Ping 10.0.0.1 – Unsuccessful 
Ping 10.5.75.250 – Unsuccessful 

 
What is the underlying cause of this problem? 

A. A remote physical layer problem exists. 
B. The host NIC is not functioning. 
C. TCP/IP has not been correctly installed on the host. 
D. A local physical layer problem exists. 

Answer: D 

Part 2 

Question 1: 

A network administrator is troubleshooting the OSPF configuration of routers R1 and R2. The 
routers cannot establish an adjacency relationship on their common Ethernet link. The graphic 
shows the output of the show ip ospf interface e0 command for routers R1 and R2. Based on the 
information in the graphic, what is the cause of this problem? 

 
A. The OSPF area is not configured properly. 
B. The priority on R1 should be set higher. 
C. The cost on R1 should be set higher. 
D. The hello and dead timers are not configured properly. 
E. A backup designated router needs to be added to the network. 
F. The OSPF process ID numbers must match. 

 

Answer: D 
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Question 2: 

This graphic shows the results of an attempt to open a Telnet connection to router ACCESS1 from 
router Remote27. Which of the following command sequences will correct this problem? 

 
A. ACCESS1(config)# line console 0 
ACCESS1(config-line)# password cisco 
B. Remote27(config)# line console 0 
Remote27(config-line)# login 
Remote27(config-line)# password cisco 
C. ACCESS1(config)# line vty 0 4 
ACCESS1(config-line)# login 
ACCESS1(config-line)# password cisco 
D. Remote27(config)# line vty 0 4 
Remote27(config-line)# login 
Remote27(config-line)# password cisco 
E. ACCESS1(config)# enable password cisco 
F. Remote27(config)# enable password cisco 

Answer: C 

 

Question 3: 

Refer to the exhibit. A network administrator attempts to ping Host2 from Host1 and receives the 
results that are shown. What is a possible problem? 

 
A. The link between Host1 and Switch1 is down. 
B. TCP/IP is not functioning on Host1 
C. The link between Router1 and Router2 is down. 
D. The default gateway on Host1 is incorrect. 
E. Interface Fa0/0 on Router1 is shutdown. 
F. The link between Switch1 and Router1 is down. 

 

Answer: C 
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Explanation: 

In this question, Host1 wants to ping Host2 but it receives a reply from the interface Fa0/0 of 
Router1 (10.1.1.1/24) that the “destination host unreachable”. 

If the link between Host1 and Switch1 is down or the link between Switch1 and Router1 is down 
then Host1 can not receive this reply -> A and F are not correct. 

Host1 can receive a reply from 10.1.1.1 -> the TCP/IP is working properly -> B is not correct. 

For answer D, if the default gateway was not configured correctly on Host1 (in this case the 
default gateway should be 10.1.1.1/24) then 10.1.1.1 can not receive the ping packets from 
Host1 and can not reply for Host1 that the destination is unreachable -> D is not correct. 

Interface Fa0/0 on Router1 replies for the ping packets from Host1 so it is up -> E is not correct. 
If the interface Fa0/0 on Router is shutdown then we will receive a message of “Request timed 
out”, not “Destination host unreachable”. 

Answer C is correct because we can get a reply from the interface Fa0/0 of Router1 so the link 
between Host1 and Router1 should be fine -> the problem lies at the other side of Router1. But if 
the link between Router2 and Host2 is down then we will receive a reply from interface S0/1 of 
Router2 that the “destination host unreachable”. Therefore the problem can just be the link 
between Router1 and Router2. 

Question 4: 

Refer to the exhibit. Hosts in network 192.168.2.0 are unable to reach hosts in network 
192.168.3.0. Based on the output from RouterA, what are two possible reasons for the failure? 
(Choose two) 

 
A. The cable that is connected to S0/0 on RouterA is faulty. 
B. Interface S0/0 on RouterB is administratively down. 
C. Interface S0/0 on RouterA is configured with an incorrect subnet mask. 
D. The IP address that is configured on S0/0 of RouterB is not in the correct subnet. 
E. Interface S0/0 on RouterA is not receiving a clock signal from the CSU/DSU. 
F. The encapsulation that is configured on S0/0 of RouterB does not match the encapsulation that 
is configured on S0/0 of RouterA. 

Answer: E F 

 

Question 5: 

When upgrading the IOS image, the network administrator receives the exhibited error message. 
What could be the cause of this error? 
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A. The new IOS image is too large for the router flash memory. 
B. The TFTP server is unreachable from the router. 
C. The new IOS image is not correct for this router platform. 
D. The IOS image on the TFTP server is corrupt. 
E. There is not enough disk space on the TFTP server for the IOS image. 

Answer: B 

 
 
CCNA – Wireless 

If you are not sure about Wireless, please read my Wireless tutorial and Basic Wireless 
Terminologies 
Wireless Tutorial 
n this article we will discuss about Wireless technologies mentioned in CCNA. 

Wireless LAN (WLAN) is very popular nowadays. Maybe you have ever used some wireless 
applications on your laptop or cellphone. Wireless LANs enable users to communicate without the 
need of cable. Below is an example of a simple WLAN: 

 
Each WLAN network needs a wireless Access Point (AP) to transmit and receive data from users. 
Unlike a wired network which operates at full-duplex (send and receive at the same time), a 
wireless network operates at half-duplex so sometimes an AP is referred as a Wireless Hub. 

The major difference between wired LAN and WLAN is WLAN transmits data by radiating energy 
waves, called radio waves, instead of transmitting electrical signals over a cable. 

Also, WLAN uses CSMA/CA (Carrier Sense Multiple Access with Collision Avoidance) instead of 
CSMA/CD for media access. WLAN can’t use CSMA/CD as a sending device can’t transmit and 
receive data at the same time. CSMA/CA operates as follows: 

+ Listen to ensure the media is free. If it is free, set a random time before sending data 
+ When the random time has passed, listen again. If the media is free, send the data. If not, set 
another random time again 

http://www.9tut.com/wireless-tutorial
http://www.wirelesstut.com/ccna-wireless-knowledge/basic-terminologies
http://www.wirelesstut.com/ccna-wireless-knowledge/basic-terminologies
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+ Wait for an acknowledgment that data has been sent successfully 
+ If no acknowledgment is received, resend the data 

IEEE 802.11 standards: 

Nowadays there are three organizations influencing WLAN standards. They are: 

+ ITU-R: is responsible for allocation of the RF bands 
+ IEEE: specifies how RF is modulated to transfer data 
+ Wi-Fi Alliance: improves the interoperability of wireless products among vendors 

But the most popular type of wireless LAN today is based on the IEEE 802.11 standard, which is 
known informally as Wi-Fi. 

* 802.11a: operates in the 5.7 GHz ISM band. Maximum transmission speed is 54Mbps and 
approximate wireless range is 25-75 feet indoors. 
* 802.11b: operates in the 2.4 GHz ISM band. Maximum transmission speed is 11Mbps and 
approximate wireless range is 100-200 feet indoors. 
* 802/11g: operates in the 2.4 GHz ISM band. Maximum transmission speed is 54Mbps and 
approximate wireless range is 100-200 feet indoors. 

ISM Band: The ISM (Industrial, Scientific and Medical) band, which is controlled by the FCC in 
the US, generally requires licensing for various spectrum use. To accommodate wireless LAN’s, 
the FCC has set aside bandwidth for unlicensed use including the 2.4Ghz spectrum where many 
WLAN products operate. 

Wi-Fi: stands for Wireless Fidelity and is used to define any of the IEEE 802.11 wireless 
standards. The term Wi-Fi was created by the Wireless Ethernet Compatibility Alliance (WECA). 
Products certified as Wi-Fi compliant are interoperable with each other even if they are made by 
different manufacturers. 

Access points can support several or all of the three most popular IEEE WLAN standards including 
802.11a, 802.11b and 802.11g. 

WLAN Modes: 

WLAN has two basic modes of operation: 

* Ad-hoc mode: In this mode devices send data directly to each other without an AP. 

 
* Infrastructure mode: Connect to a wired LAN, supports two modes (service sets): 

+ Basic Service Set (BSS): uses only a single AP to create a WLAN 
+ Extended Service Set (ESS): uses more than one AP to create a WLAN, allows roaming in a 
larger area than a single AP. Usually there is an overlapped area between two APs to support 
roaming. The overlapped area should be more than 10% (from 10% to 15%) to allow users 
moving between two APs without losing their connections (called roaming). The two adjacent APs 
should use non-overlapping channels to avoid interference. The most popular non-overlapping 
channels are channels 1, 6 and 11 (will be explained later). 
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Roaming: The ability to use a wireless device and be able to move from one access point’s range 
to another without losing the connection. 

When configuring ESS, each of the APs should be configured with the same Service Set Identifier 
(SSID) to support roaming function. SSID is the unique name shared among all devices on the 
same wireless network. In public places, SSID is set on the AP and broadcasts to all the wireless 
devices in range. SSIDs are case sensitive text strings and have a maximum length of 32 
characters. SSID is also the minimum requirement for a WLAN to operate. In most Linksys APs (a 
product of Cisco), the default SSID is “linksys”. 

In the next part we will discuss about Wireless Encoding, popular Wireless Security Standard and 
some sources of wireless interference. 

Basic Terminologies 
Antenna 

An antenna is a device to transmit and/or receive electromagnetic waves. Electromagnetic waves 
are often referred to as radio waves. Most antennas are resonant devices, which operate 
efficiently over a relatively narrow frequency band. An antenna must be tuned (matched) to the 
same frequency band as the radio system to which it is connected otherwise reception and/or 
transmission will be impaired. 

Types of antenna 

There are 3 types of antennas used with mobile wireless, omnidirectional, dish and panel 
antennas. 
+ Omnidirectional radiate equally in all directions 
+ Dishes are very directional 
+ Panels are not as directional as Dishes. 

Decibels 

Decibels (dB) are the accepted method of describing a gain or loss relationship in a 
communication system. If a level is stated in decibels, then it is comparing a current signal level 
to a previous level or preset standard level. The beauty of dB is they may be added and 
subtracted. A decibel relationship (for power) is calculated using the following formula: 

 
“A” might be the power applied to the connector on an antenna, the input terminal of an amplifier 
or one end of a transmission line. “B” might be the power arriving at the opposite end of the 
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transmission line, the amplifier output or the peak power in the main lobe of radiated energy from 
an antenna. If “A” is larger than “B”, the result will be a positive number or gain. If “A” is smaller 
than “B”, the result will be a negative number or loss. 

You will notice that the “B” is capitalized in dB. This is because it refers to the last name of 
Alexander Graham Bell. 

Note: 

+ dBi is a measure of the increase in signal (gain) by your antenna compared to the hypothetical 
isotropic antenna (which uniformly distributes energy in all directions) -> It is a ratio. The greater 
the dBi value, the higher the gain and the more acute the angle of coverage. 

+ dBm is a measure of signal power. It is the the power ratio in decibel (dB) of the measured 
power referenced to one milliwatt (mW). The “m” stands for “milliwatt”. 

Example: 

At 1700 MHz, 1/4 of the power applied to one end of a coax cable arrives at the other end. What 
is the cable loss in dB? 

Solution: 

 
=> Loss = 10 * (- 0.602) = – 6.02 dB 

From the formula above we can calculate at 3 dB the power is reduced by half. Loss =  10 * 
log (1/2) = -3 dB; this is an important number to remember. 

Beamwidth 

The angle, in degrees, between the two half-power points (-3 dB) of an antenna beam, where 
more than 90% of the energy is radiated. 

 
OFDM 

OFDM was proposed in the late 1960s, and in 1970, US patent was issued. OFDM encodes a single 
transmission into  
multiple sub-carriers. All the slow subchannel are then multiplexed into one fast combined 
channel. 

The trouble with traditional FDM is that the guard bands waste bandwidth and thus reduce 
capacity. OFDM selects channels that overlap but do not interfere with each other. 
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OFDM works because the frequencies of the subcarriers are selected so that at each subcarrier 
frequency, all other subcarriers do not contribute to overall waveform. 

In this example, three subcarriers are overlapped but do not interfere with each other. Notice that 
only the peaks of each subcarrier carry data. At the peak of each of the subcarriers, the other two 
subcarriers have zero amplitude. 

 
Types of network in CCNA Wireless 

+ A LAN (local area network) is a data communications network that typically connects personal 
computers within a very limited geographical (usually within a single building). LANs use a variety 
of wired and wireless technologies, standards and protocols. School computer labs and home 
networks are examples of LANs. 

+ A PAN (personal area network) is a term used to refer to the interconnection of personal digital 
devices within a range of about 30 feet (10 meters) and without the use of wires or cables. For 
example, a PAN could be used to wirelessly transmit data from a notebook computer to a PDA or 
portable printer. 

+ A MAN (metropolitan area network) is a public high-speed network capable of voice and data 
transmission within a range of about 50 miles (80 km). Examples of MANs that provide data 
transport services include local ISPs, cable television companies, and local telephone companies. 

+ A WAN (wide area network) covers a large geographical area and typically consists of several 
smaller networks, which might use different computer platforms and network technologies. The 
Internet is the world’s largest WAN. Networks for nationwide banks and superstore chains can be 
classified as WANs. 
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Bluetooth 

Bluetooth wireless technology is a short-range communications technology intended to replace the 
cables connecting portable and/or fixed devices while maintaining high levels of security. 
Connections between Bluetooth devices allow these devices to communicate wirelessly through 
short-range, ad hoc networks. Bluetooth operates in the 2.4 GHz unlicensed ISM band. 

Note: 

Industrial, scientific and medical (ISM) band is a part of the radio spectrum that can be used 
by anybody without a license in most countries. In the U.S, the 902-928 MHz, 2.4 GHz and 5.7-
5.8 GHz bands were initially used for machines that emitted radio frequencies, such as RF 
welders, industrial heaters and microwave ovens, but not for radio communications. In 1985, the 
FCC Rules opened up the ISM bands for wireless LANs and mobile communications. Nowadays, 
numerous applications use this band, including cordless phones, wireless garage door openers, 
wireless microphones, vehicle tracking, amateur radio… 

WiMAX 

Worldwide Interoperability for Microwave Access (WiMax) is defined by the WiMax forum and 
standardized by the IEEE 802.16 suite. The most current standard is 802.16e. 

Operates in two separate frequency bands,  2-11 GHz and 10-66 GHz 
At the higher frequencies, line of sight (LOS) is required – point-to-point links only 
In the lower region, the signals propagate without the requirement for line of sight (NLOS) to 
customers 

Basic Service Set (BSS) 

A group of stations that share an access point are said to be part of one BSS. 

Extended Service Set (ESS) 

Some WLANs are large enough to require multiple access points. A group of access points 
connected to the same WLAN are known as an ESS. Within an ESS, a client can associate with any 
one of many access points that use the same Extended service set identifier (ESSID). That allows 
users to roam about an office without losing wireless connection. 

IEEE 802.11 standard 

A family of standards that defines the physical layers (PHY) and the Media Access Control (MAC) 
layer. 

* IEEE 802.11a: 54 Mbps in the 5.7 GHz ISM band 
* IEEE 802.11b: 11 Mbps in the 2.4 GHz ISM band 
* IEEE 802.11g: 54 Mbps in the 2.4 GHz ISM band 
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* IEEE 802.11i: security. The IEEE initiated the 802.11i project to overcome the problem of WEP 
(which has many flaws and it could be exploited easily) 
* IEEE 802.11e: QoS 
* IEEE 802.11f: Inter Access Point Protocol (IAPP) 

More information about 802.11i: 

The new security standard, 802.11i, which was ratified in June 2004, fixes all WEP weaknesses. It 
is divided into three main categories: 

1. Temporary Key Integrity Protocol (TKIP) is a short-term solution that fixes all WEP 
weaknesses. TKIP can be used with old 802.11 equipment (after a driver/firmware upgrade) and 
provides integrity and confidentiality. 
2. Counter Mode with CBC-MAC Protocol (CCMP) [RFC2610] is a new protocol, designed from 
ground up. It uses AES as its cryptographic algorithm, and, since this is more CPU intensive than 
RC4 (used in WEP and TKIP), new 802.11 hardware may be required. Some drivers can 
implement CCMP in software. CCMP provides integrity and confidentiality. 
3. 802.1X Port-Based Network Access Control: Either when using TKIP or CCMP, 802.1X is 
used for authentication. 

Wireless Access Points 

There are two categories of Wireless Access Points (WAPs):    
* Autonomous WAPs  
* Lightweight WAPs (LWAPs) 

Autonomous WAPs operate independently, and each contains its own configuration file and 
security policy. Autonomous WAPs suffer from scalability issues in enterprise environments, as a 
large number of independent WAPs can quickly become difficult to manage. 

Lightweight WAPs (LWAPs) are centrally controlled using one or more Wireless LAN Controllers 
(WLCs), providing a more scalable solution than Autonomous WAPs. 

Encryption 

Encryption is the process of changing data into a form that can be read only by the intended 
receiver. To decipher the message, the receiver of the encrypted data must have the proper 
decryption key (password). 

TKIP 

TKIP stands for Temporal Key Integrity Protocol.  It is basically a patch for the weakness found in 
WEP.  The problem with the original WEP is that an attacker could recover your key after 
observing a relatively small amount of your traffic.  TKIP addresses that problem by automatically 
negotiating a new key every few minutes — effectively never giving an attacker enough data to 
break a key.  Both WEP and WPA-TKIP use the RC4 stream cipher. 

TKIP Session Key 

* Different for every pair 
* Different for every station 
* Generated for each session 
* Derived from a “seed” called the passphrase 

AES 

AES stands for Advanced Encryption Standard and is a totally separate cipher system.  It is a 128-
bit, 192-bit, or 256-bit block cipher and is considered the gold standard of encryption systems 
today.  AES takes more computing power to run so small devices like Nintendo DS don’t have it, 
but is the most secure option you can pick for your wireless network. 
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EAP 

Extensible Authentication Protocol (EAP) [RFC 3748] is just the transport protocol optimized for 
authentication, not the authentication method itself: 

” EAP is an authentication framework which supports multiple authentication methods. EAP 
typically runs directly over data link layers such as Point-to-Point Protocol (PPP) or IEEE 802, 
without requiring IP. EAP provides its own support for duplicate elimination and retransmission, 
but is reliant on lower layer ordering guarantees. Fragmentation is not supported within EAP itself; 
however, individual EAP methods may support this.” — RFC 3748, page 3 

Some of the most-used EAP authentication mechanism are listed below: 

* EAP-MD5: MD5-Challenge requires username/password, and is equivalent to the PPP CHAP 
protocol [RFC1994]. This method does not provide dictionary attack resistance, mutual 
authentication, or key derivation, and has therefore little use in a wireless authentication 
enviroment. 
* Lightweight EAP (LEAP): A username/password combination is sent to a Authentication 
Server (RADIUS) for authentication. Leap is a proprietary protocol developed by Cisco, and is not 
considered secure. Cisco is phasing out LEAP in favor of PEAP. 
* EAP-TLS: Creates a TLS session within EAP, between the Supplicant and the Authentication 
Server. Both the server and the client(s) need a valid (x509) certificate, and therefore a PKI. This 
method provides authentication both ways. 
* EAP-TTLS: Sets up a encrypted TLS-tunnel for safe transport of authentication data. Within the 
TLS tunnel, (any) other authentication methods may be used. Developed by Funk Software and 
Meetinghouse, and is currently an IETF draft. 
*EAP-FAST: Provides a way to ensure the same level of security as EAP-TLS, but without the 
need to manage certificates on the client or server side. To achieve this, the same AAA server on 
which the authentication will occur generates the client credential, called the Protected Access 
Credential (PAC). 
* Protected EAP (PEAP): Uses, as EAP-TTLS, an encrypted TLS-tunnel. Supplicant certificates 
for both EAP-TTLS and EAP-PEAP are optional, but server (AS) certificates are required. Developed 
by Microsoft, Cisco, and RSA Security, and is currently an IETF draft. 
* EAP-MSCHAPv2: Requires username/password, and is basically an EAP encapsulation of MS-
CHAP-v2 [RFC2759]. Usually used inside of a PEAP-encrypted tunnel. Developed by Microsoft, and 
is currently an IETF draft. 

RADIUS 

Remote Authentication Dial-In User Service (RADIUS) is defined in [RFC2865] (with friends), and 
was primarily used by ISPs who authenticated username and password before the user got 
authorized to use the ISP’s network. 

802.1X does not specify what kind of back-end authentication server must be present, but 
RADIUS is the “de-facto” back-end authentication server used in 802.1X. 

Roaming 

Roaming is the movement of a client from one AP to another while still transmitting. Roaming can 
be done across different mobility groups, but must remain inside the same mobility domain. There 
are 2 types of roaming: 

A client roaming from AP1 to AP2. These two APs are in the same mobility group and mobility 
domain 
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Roaming in the same Mobility Group 

A client roaming from AP1 to AP2. These two APs are in different mobility groups but in the same 
mobility domain 

 
Roaming in different Mobility Groups (but still in the same Mobility Domain) 

Question 1 

Which additional configuration step is necessary in order to connect to an access point that has 
SSID broadcasting disabled? 

A. Set the SSID value in the client software to public. 
B. Configure open authentication on the AP and the client. 
C. Set the SSID value on the client to the SSID configured on the AP. 
D. Configure MAC address filtering to permit the client to connect to the AP. 

Answer: C 

Question 2 

What is one reason that WPA encryption is preferred over WEP? 

A. A WPA key is longer and requires more special characters than the WEP key. 
B. The access point and the client are manually configured with different WPA key values. 
C. WPA key values remain the same until the client configuration is changed. 
D. The values of WPA keys can change dynamically while the system is used. 

Answer: D 
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Question 3 

Which two devices can interfere with the operation of a wireless network because they operate on 
similar frequencies? (Choose two) 

A. copier 
B. microwave oven 
C. toaster 
D. cordless phone 
E. IP phone 
F. AM radio 

Answer: B D 

Question 4 

A single 802.11 g access point has been configured and installed in the center of a square office. A 
few wireless users are experiencing slow performance and drops while most users are operating at 
peak efficiency. What are three likely causes of this problem? (Choose three) 

A. mismatched TKIP encryption 
B. null SSID 
C. cordless phones 
D.mismatched SSID 
E. metal file cabinets 
F. antenna type or direction 

Answer: C E F 

Question 5 

Refer to the exhibit. What two facts can be determined from the WLAN diagram? (Choose two) 

 
A. The area of overlap of the two cells represents a basic service set (BSS). 
B. The network diagram represents an extended service set (ESS). 
C. Access points in each cell must be configured to use channel 1. 
D. The area of overlap must be less than 10% of the area to ensure connectivity. 
E. The two APs should be configured to operate on different channels. 

 

Answer: B E 
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Explanation 

A group of access points connected to the same WLAN are known as an Extended Service Set 
(ESS). Within an ESS, a client can associate with any one of many access points that use the 
same Extended service set identifier (ESSID). It allows users to roam about an office without 
losing wireless connection -> B is correct. 

Two APs operating near each other should be configured on different channels to avoid 
interference. There are fourteen channels defined in the IEEE 802.11b channel set. Each channel 
is 22MHz wide but there is only 5MHz channel separation so the channels are overlapped. 
Channels 1, 6 and 11 are most commonly used because they do not overlap as shown below: 

 
So if we configure an AP with channel 1 then we should set its nearest AP to channel 6 or 11 to 
make sure their channels are not overlapped. 

Question 6 

What are three basic parameters to configure on a wireless access point? (Choose three) 

A. SSID 
B. RTS/CTS 
C. AES-CCMP 
D. TKIP/MIC 
E. RF channel 
F. authentication method 

Answer: A E F 

Question 7 

What speeds must be disabled in a mixed 802.11 b/g WLAN to allow only 802.11 g clients to 
connect? 

A. 6,9,12,18 
B. 1,2,5.5,6 
C. 5.5,6,9,11 
D. 1,2,5.5,11 

Answer: D 

Explanation 

The data rates of 802.11b are 1, 2, 5.5 and 11 Mbps using Direct Sequence Spread Spectrum 
(DSSS) while the data rates of 802.11g are 1, 2, 5.5, 11 Mbps using DSSS and 6, 9, 12, 18, 24, 
36, 48, 54 Mbps using OFDM. So if we only want to allow 802.11g clients, just disable 1, 2, 5.5 
and 11 Mbps speed. 

Question 8 

What is the maximum data rate specified for IEEE 802.11b WLANs? 

A. 10 Mbps 
B. 11 Mbps 



http://www.9tut 263 

 

C. 54 Mbps 
D. 100 Mbps 

Answer: B 

Question 9 

A wireless client cannot connect to an 802.11 b/g BSS with a b/g wireless card. The client section 
of the access point does not list any active WLAN clients. What is a possible reason for this? 

A. The incorrect channel is configured on the client. 
B. The client’s IP address is on the wrong subnet. 
C. The client has an incorrect pre-shared key. 
D. The SSID is configured incorrectly on the client. 

Answer: D 

Question 10 

Which two features did WPAv1 add to address the inherent weaknesses found in WEP? (Choose 
two) 

A. a stronger encryption algorithm 
B. key mixing using temporal keys 
C. shared key authentication 
D. a shorter initialization vector 
E. per frame sequence counters 

Answer: B E 

Question 11 

What is the maximum data rate specified for IEEE 802.11b WLANs? 

A. 10Mbps 
B. 11Mbps 
C. 54Mbps 
D. 100Mbps 

Answer: B 

Explanation 

Popular wireless standards are listed below: 

* IEEE 802.11a: 54 Mbps in the 5.7 GHz ISM band 
* IEEE 802.11b: 11 Mbps in the 2.4 GHz ISM band 
* IEEE 802.11g: 54 Mbps in the 2.4 GHz ISM band 

Question 12 

You have finished physically installing an access point on the ceiling at your office. At a minimum, 
which parameter must be configured on the access point in order to allow a wireless client to 
operate on it? 

A. AES 
B. PSK 
C. SSID 
D. TKIP 
E. WEP 

Answer: C 
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