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Discovery 10: Configure and Verify Static Routes

Task 1: Verify Devices Reachability
Activity

Step 1: Before getting into the configuration of static routes, observe the connectivity when routing is not yet configured on
any of the routers.

Access the console of PC1 and ping SW1 and R1.

PC1# ping 10.10.1.4 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 10.10.1.4, timeout is 2 seconds: 
.!!!!
Success rate is 80 percent (4/5), round-trip min/avg/max = 1/1/1 ms 
PC1# ping 10.10.1.1 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 10.10.1.1, timeout is 2 seconds: 
.!!!!
Success rate is 80 percent (4/5), round-trip min/avg/max = 1/1/2 ms

Be sure to take advantage of the Cisco IOS command recall feature when entering similar commands. Use the Up Arrow key to scroll through the
command history and use the Right and Left Arrow and Backspace keys to edit commands that are similar to what you need to enter.

Consult the topology diagram whenever it is helpful to clarify the physical layout of the lab.

You probably expected to be able to ping these addresses. They are on the same subnet as PC1. So, routing is not required. The ARP protocol resolves
the MAC address of the peer and communication ensues at Layer 2.

Step 2: Personal computers, and IP end hosts in general, normally have routing tables. They usually consist of a single entry,
a default route to their default gateway. View the routing table on PC1 to verify that R1 is its default gateway.

On PC1, enter following command:

PC1# show ip route 
Default gateway is 10.10.1.1 

Host               Gateway           Last Use    Total Uses  Interface 
ICMP redirect cache is empty

Step 3: From PC1, ping the IP addresses of the remote Serial1/1 and Serial1/2 interfaces of R1.
On PC1, enter following commands:

PC1# ping 10.1.1.2 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 10.1.1.2, timeout is 2 seconds: 
!!!!!
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/201/1002 ms 
PC1# ping 10.1.1.10 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 10.1.1.10, timeout is 2 seconds: 
!!!!!
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

The ping worked without any routes configured on R1. PC1 was configured to send all remote traffic to R1, and R1 has all the respective subnets
(including the subnet of PC1) in its routing table as directly connected networks.

Step 4: Try to ping R2’s Serial1/2 interface, which is a point-to-point neighbor to the Serial1/2 interface of R1.
On PC1, enter following command:

PC1# ping 10.1.1.9 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 10.1.1.9, timeout is 2 seconds: 
.....
Success rate is 0 percent (0/5)
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This ping attempt fails. Interestingly, the ICMP echo requests actually do make it to R2. PC1 is configured to use R1 as its default gateway and R1 has
10.1.1.0/30 as a directly connected network in its routing table. So, the forwarding to R2 will function. The problem is that R2 does not have a route
back to 10.10.1.0/24 and as a result cannot forward the replies to R1. R2 drops the ICMP packet.

Task 2: Configure and Verify Static Routes
Activity

Step 1: Now it is time to configure some static routes. On the R1 router, configure routes to 10.10.2.0/24 and 10.10.3.0/24
through R2 and R3 respectively.

On R1, enter the following commands:

R1# conf t 
Enter configuration commands, one per line.  End with CNTL/Z. 
R1(config)# ip route 10.10.2.0 255.255.255.0 10.1.1.9 
R1(config)# ip route 10.10.3.0 255.255.255.0 10.1.1.1 
R1(config)# end 
R1#

Step 2: On R2, configure routes to 10.10.1.0/24 and 10.10.3.0/24 through R1 and R3 respectively.
On R2, enter the following commands:

R2# conf t 
Enter configuration commands, one per line.  End with CNTL/Z. 
R2(config)# ip route 10.10.1.0 255.255.255.0 10.1.1.10 
R2(config)# ip route 10.10.3.0 255.255.255.0 10.1.1.5 
R2(config)# end 
R2#

Step 3: Consult the topology diagram and consider the static routes that you just configured. Should PC1 be able to ping
PC2? How about SRV1? And how about 10.1.1.6 or 10.1.1.5 (the IP addresses on the subnet between R2 and R3)? Access the
console of PC1 and explore the current connectivity.

On PC1, enter the following commands:

PC1# ping 10.10.2.20 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 10.10.2.20, timeout is 2 seconds: 
.!!!!
Success rate is 80 percent (4/5), round-trip min/avg/max = 1/1/1 ms

PC1 can ping PC2. This fact implies bidirectional connectivity. The forwarding ICMP echoes from PC1 to PC2 was successful and the forwarding of
ICMP echo replies from PC2 to PC1 was successful.

PC1# ping 10.10.3.30 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 10.10.3.30, timeout is 2 seconds: 
.....
Success rate is 0 percent (0/5)

This ping attempt was not successful. With the current route configuration, the ICMP echoes will actually reach SRV1. R1 has a route to 10.10.3.0/24
using R3, and R3 has an interface that is directly connected to 10.10.3.0/24. But, the ICMP echo replies that SRV1 generated will be sent to R3 (the
default gateway of SRV1), but R3 does not have a route back to 10.10.1.0/24. So, it will drop the echo replies.

The "." characters in the ping output indicate timeouts on the reply

PC1# ping 10.1.1.6 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 10.1.1.6, timeout is 2 seconds: 
U.U.U
Success rate is 0 percent (0/5)

This ping attempt fails for a different reason. The subnet 10.1.1.4/30 is the point to point link between R2 and R3. R1 does not have a route to that
subnet. Hence, it must drop the packets that are destined for that subnet.

The "U" characters in the ping output indicate that a router in the forwarding path returned ICMP Unreachable messages to PC1.

Step 4: Consult the topology diagram. There are six subnets. Each router has direct connectivity to three of those subnets
with the remaining three subnets being remote to the router. For full connectivity, each router must have a route defined for
each of the three remote subnets. Configure the third static route on both R1 and R2, and configure all three routes on R3.

On R1, enter the following commands:

R1# conf t 
Enter configuration commands, one per line.  End with CNTL/Z. 
R1(config)# ip route 10.1.1.4 255.255.255.252 10.1.1.9 



R1(config)# end 
R1#

On R1 and R2, if your login session has not timed out, command recall will still function when you enter configuration mode, providing access to the
previously entered route commands. But, be careful! The routes have different subnet masks, so you must change them along with the IP addresses!

On R2, enter the following commands:

R2# conf t 
Enter configuration commands, one per line.  End with CNTL/Z. 
R2(config)# ip route 10.1.1.0 255.255.255.252 10.1.1.10 
R2(config)# end 
R2#

The next hop specified (10.1.1.10) is an interface on R1. 10.1.1.5 on R3 would have been an equivalent option for the next hop. The choice to use R1 as
the next hop was arbitrary.

On R3, enter the following commands:

R3# conf t 
Enter configuration commands, one per line.  End with CNTL/Z. 
R3(config)# ip route 10.10.1.0 255.255.255.0 10.1.1.2 
R3(config)# ip route 10.10.2.0 255.255.255.0 10.1.1.6 
R3(config)# ip route 10.1.1.8 255.255.255.252 10.1.1.2 
R3(config)# end 
R3#

Step 5: Now is a good time to verify the routing tables on all three routers.
This example shows the routing table and configuration on R1. R2 and R3 should have similar, complimentary routes configured.

R1# show ip route 
Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP 
       D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area 
       N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 
       E1 - OSPF external type 1, E2 - OSPF external type 2 
       i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2 
       ia - IS-IS inter area, * - candidate default, U - per-user static route 
       o - ODR, P - periodic downloaded static route, H - NHRP, l - LISP 
       + - replicated route, % - next hop override 

Gateway of last resort is not set 

      10.0.0.0/8 is variably subnetted, 9 subnets, 3 masks 
C        10.1.1.0/30 is directly connected, Serial1/1 
L        10.1.1.2/32 is directly connected, Serial1/1 
S        10.1.1.4/30 [1/0] via 10.1.1.9 
C        10.1.1.8/30 is directly connected, Serial1/2 
L        10.1.1.10/32 is directly connected, Serial1/2 
C        10.10.1.0/24 is directly connected, Ethernet0/0 
L        10.10.1.1/32 is directly connected, Ethernet0/0 
S        10.10.2.0/24 [1/0] via 10.1.1.9 
S        10.10.3.0/24 [1/0] via 10.1.1.1 
R1# show running-config | include route 
ip route 10.1.1.4 255.255.255.252 10.1.1.9 
ip route 10.10.2.0 255.255.255.0 10.1.1.9 
ip route 10.10.3.0 255.255.255.0 10.1.1.1

Step 6: At this point, all three routers have routes (either directly connected or statically defined) to all six subnets. Full
connectivity should be available.

Access the console of PC1 and verify that IP addresses from the different subnets are reachable with the ping command.

PC1# ping 10.10.2.20 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 10.10.2.20, timeout is 2 seconds: 
!!!!!
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms 
PC1# ping 10.10.3.30 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 10.10.3.30, timeout is 2 seconds: 
!!!!!
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms 
PC1# ping 10.1.1.6 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 10.1.1.6, timeout is 2 seconds: 
!!!!!
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/2 ms 
PC1# ping 10.1.1.5 



Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 10.1.1.5, timeout is 2 seconds: 
!!!!!
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/2 ms

Task 3: Demonstrate Static Route Drawback
Activity

Step 1: The pings demonstrate that there is connectivity. Use the traceroute command to verify the paths that are in place.
On PC1, enter the following commands:

PC1# traceroute 10.10.2.20 
Type escape sequence to abort. 
Tracing the route to 10.10.2.20 
VRF info: (vrf in name/id, vrf out name/id) 
  1 10.10.1.1 1 msec 1 msec 1 msec 
  2 10.1.1.9 1 msec 0 msec 1 msec 
  3 10.10.2.20 2 msec *  2 msec

The path from PC1 to PC2 goes through R1 and R2.

PC1# traceroute 10.10.3.30 
Type escape sequence to abort. 
Tracing the route to 10.10.3.30 
VRF info: (vrf in name/id, vrf out name/id) 
  1 10.10.1.1 1 msec 1 msec 1 msec 
  2 10.1.1.1 1 msec 0 msec 0 msec 
  3 10.10.3.30 1 msec *  1 msec

It is normal in the lab environment for the middle attempt to the final destination to time out with the traceroute command.

The path from PC1 to SRV1 goes through R1 and R3.

At this point, one of the limitations of static routes should be apparent. They do not scale well. In the lab, there are only six subnets and three routers with
no path being longer than two hops. In this simple environment, it required nine static routes for full connectivity. As the network complexity grows, the
number of required static routes grows very fast and quickly becomes unwieldy.

In the next series of steps, you will experience another limitation of static routes. They do not provide redundancy. Introduce an interface fault into the
network.

Step 2: On R3, disable the interface Serial1/1, which connects R3 to R1.
On R3, enter the following commands:

R3# conf t 
Enter configuration commands, one per line.  End with CNTL/Z. 
R3(config)# interface Serial 1/1 
R3(config-if)# shutdown 
R3(config-if)# end 
R3# 
*Oct 15 07:04:28.078: %SYS-5-CONFIG_I: Configured from console by console 
R3# 
*Oct 15 07:04:29.292: %LINK-5-CHANGED: Interface Serial1/1, changed state to administratively down 
*Oct 15 07:04:30.296: %LINEPROTO-5-UPDOWN: Line protocol on Interface Serial1/1, changed state to down

Step 3: Shutting down Serial1/1 on R3 will have effects on R1 and R3. Access the console of R1 and verify that a syslog
message is displayed, indicating that the interface Serial1/1 has changed status to "down."

In the lab environment, this status change may take a minute to propagate.

R1# 
*Oct 15 07:04:57.975: %LINEPROTO-5-UPDOWN: Line protocol on Interface Serial1/1, changed state to down

Step 4: View the interface status and routing table on R1.
On R1, enter the following command:

R1# show ip interface brief 
Interface                  IP-Address      OK? Method Status                Protocol 
Ethernet0/0                10.10.1.1       YES NVRAM  up                    up   
Ethernet0/1                unassigned      YES NVRAM  administratively down down 
Ethernet0/2                unassigned      YES NVRAM  administratively down down 
Ethernet0/3                unassigned      YES NVRAM  administratively down down 
Serial1/0                  unassigned      YES NVRAM  administratively down down 
Serial1/1                  10.1.1.2        YES NVRAM  up                    down 
Serial1/2                  10.1.1.10       YES NVRAM  up                    up   
Serial1/3                  unassigned      YES NVRAM  administratively down down

The protocol status of Serial1/1 is "down."



R1# show ip route 
Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP 
       D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area 
       N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 
       E1 - OSPF external type 1, E2 - OSPF external type 2 
       i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2 
       ia - IS-IS inter area, * - candidate default, U - per-user static route 
       o - ODR, P - periodic downloaded static route, H - NHRP, l - LISP 
       + - replicated route, % - next hop override 

Gateway of last resort is not set 

      10.0.0.0/8 is variably subnetted, 6 subnets, 3 masks 
S        10.1.1.4/30 [1/0] via 10.1.1.9 
C        10.1.1.8/30 is directly connected, Serial1/2 
L        10.1.1.10/32 is directly connected, Serial1/2 
C        10.10.1.0/24 is directly connected, Ethernet0/0 
L        10.10.1.1/32 is directly connected, Ethernet0/0 
S        10.10.2.0/24 [1/0] via 10.1.1.9

There are only two static routes in the routing table. With Serial1/1 being down, there is no path to 10.1.1.1 on the 10.1.1.0/30 subnet. So, the route to
10.10.3.0/24 that uses 10.1.1.1 as the next hop is invalid and has been removed from the routing table.

The static route command still exists in the configuration.

Step 5: Explore the connectivity from the perspective of PC1. Access the console of PC1 and attempt a ping and a traceroute
to 10.10.3.30.

On PC1, enter the following command:

PC1# ping 10.10.3.30 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 10.10.3.30, timeout is 2 seconds: 
U.U.U
Success rate is 0 percent (0/5)

The ping is not successful. The "U" characters indicate that a router in the path (in this case R1) is sending an ICMP unreachable message back to PC1.

PC1# traceroute 10.10.3.30 
Type escape sequence to abort. 
Tracing the route to 10.10.3.30 
VRF info: (vrf in name/id, vrf out name/id) 
  1 10.10.1.1 1 msec 1 msec 0 msec 
  2 10.10.1.1 !H  *  !H

The path gets to R1 (10.10.1.1), but then gets stuck.

Step 6: Repair the interface fault by returning to R3 and enabling Serial1/1.
On R3, enter the following commands:

R3# configure terminal 
Enter configuration commands, one per line.  End with CNTL/Z. 
R3(config)# interface Serial 1/1 
R3(config-if)# no shutdown 
R3(config-if)# end 
R3# 
*Oct 15 07:13:12.022: %LINK-3-UPDOWN: Interface Serial1/1, changed state to up 
R3# 
*Oct 15 07:13:12.747: %SYS-5-CONFIG_I: Configured from console by console 
*Oct 15 07:13:13.027: %LINEPROTO-5-UPDOWN: Line protocol on Interface Serial1/1, changed state to up

Step 7: Return to the console of R1 and verify that the display of the syslog message is indicating that Serial1/1 has changed
back to the "up" state.

R1# 
*Oct 15 07:13:18.148: %LINEPROTO-5-UPDOWN: Line protocol on Interface Serial1/1, changed state to up

Step 8: The real proof comes by verifying end to end connectivity. Return to the console of PC1 and execute a ping and a
traceroute command to SRV1.

On PC1, enter the following commands:

PC1# ping 10.10.3.30 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 10.10.3.30, timeout is 2 seconds: 
!!!!!
Success rate is 100 percent (5/5), round-trip min/avg/max = 10/10/11 ms 
PC1# traceroute 10.10.3.30 



Type escape sequence to abort. 
Tracing the route to 10.10.3.30 
VRF info: (vrf in name/id, vrf out name/id) 
  1 10.10.1.1 1 msec 1 msec 1 msec 
  2 10.1.1.1 10 msec 10 msec 9 msec 
  3 10.10.3.30 11 msec *  9 msec

The path from PC1 to SRV1 now, again travels through R1 and R3.

Task 4: Configure and Verify the Backup Static Route
Activity

What has been demonstrated so far in this discovery covers the typical usage of static routes. The next series of steps will show an unconventional use of
static routes. This task should be considered an academic exercise. It is only feasible because of the simplicity of the lab environment. Add more routers or
subnets into the mix and this methodology would quickly become unwieldy.

Administrative distance is a property that is used to distinguish the trustworthiness of different routing protocols. Cisco IOS routers prefer routes with a
lower administrative distance. By default static routes have an administrative distance of 1, which all but guarantees that they will be used in the routing
table.

It is optional to specify a different administrative distance on static routes. In this next series of steps, you will define a set of backup static routes with an
administrative distance of 2. The only way these routes will end up in the routing table is if one of the routes with an administrative distance of 1 becomes
unavailable. You will also verify the behavior of when an interface fails in the new configuration.

Step 1: Access the console of R1 and add three static routes. The new routes will specify the same remote networks as the
existing static routes, but they will specify a next hop on the alternate peer router and specify and administrative distance of
2.

On R1, enter the following commands:

R1# conf t 
Enter configuration commands, one per line.  End with CNTL/Z. 
R1(config)# ip route 10.10.2.0 255.255.255.0 10.1.1.1 2 
R1(config)# ip route 10.10.3.0 255.255.255.0 10.1.1.9 2 
R1(config)# ip route 10.1.1.4 255.255.255.252 10.1.1.1 2 
R1(config)# end 
R1#

Step 2: Verify that there are now six static routes in the configuration. There are two to each of the remote networks. The
second route to each remote network specifies an alternate next hop and an administrative distance of 2.

On R1, enter the following commands:

R1# show running-config | include route 
ip route 10.1.1.4 255.255.255.252 10.1.1.9 
ip route 10.1.1.4 255.255.255.252 10.1.1.1 2 
ip route 10.10.2.0 255.255.255.0 10.1.1.9 
ip route 10.10.2.0 255.255.255.0 10.1.1.1 2 
ip route 10.10.3.0 255.255.255.0 10.1.1.1 
ip route 10.10.3.0 255.255.255.0 10.1.1.9 2

Step 3: Verify that only three of the static routes appear in the routing table. Only the routes that have the default
administrative distance of 1 are selected for the routing table.

On R1, enter the following command:

R1# show ip route static 
Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP 
       D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area 
       N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 
       E1 - OSPF external type 1, E2 - OSPF external type 2 
       i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2 
       ia - IS-IS inter area, * - candidate default, U - per-user static route 
       o - ODR, P - periodic downloaded static route, H - NHRP, l - LISP 
       + - replicated route, % - next hop override 

Gateway of last resort is not set 

      10.0.0.0/8 is variably subnetted, 9 subnets, 3 masks 
S        10.1.1.4/30 [1/0] via 10.1.1.9 
S        10.10.2.0/24 [1/0] via 10.1.1.9 
S        10.10.3.0/24 [1/0] via 10.1.1.1

The values that you see within the brackets are [Administrative Distance / Metric]. These three routes all have an administrative distance of 1.

Step 4: Repeat the respective configuration of static routes on R2 and R3.
On R2, enter the following commands:



R2# conf t 
Enter configuration commands, one per line.  End with CNTL/Z. 
R2(config)# ip route 10.10.1.0 255.255.255.0 10.1.1.5 2 
R2(config)# ip route 10.10.3.0 255.255.255.0 10.1.1.10 2 
R2(config)# ip route 10.1.1.0 255.255.255.252 10.1.1.5 2 
R2(config)# end 
R2#

On R3, enter the following commands:

R3# conf t 
Enter configuration commands, one per line.  End with CNTL/Z. 
R3(config)# ip route 10.10.1.0 255.255.255.0 10.1.1.6 2 
R3(config)# ip route 10.10.2.0 255.255.255.0 10.1.1.2 2 
R3(config)# ip route 10.1.1.8 255.255.255.252 10.1.1.6 2 
R3(config)# end 
R3#

Step 5: Repeat the fault experiment that was performed earlier in the discovery by disabling interface Serial1/1 on R3.
On R3, enter the following commands:

R3# conf t 
Enter configuration commands, one per line.  End with CNTL/Z. 
R3(config)# interface Serial 1/1 
R3(config-if)# shutdown 
R3(config-if)# end 
R3# 
*Oct 15 07:29:34.297: %SYS-5-CONFIG_I: Configured from console by console 
*Oct 15 07:29:35.080: %LINK-5-CHANGED: Interface Serial1/1, changed state to administratively down 
R3# 
*Oct 15 07:29:36.084: %LINEPROTO-5-UPDOWN: Line protocol on Interface Serial1/1, changed state to down

Step 6: Access the console of R1 to verify that the display of the syslog message indicating that the Serial1/1 interface of R1
has "changed state to down."

R1# 
*Oct 15 07:29:58.519: %LINEPROTO-5-UPDOWN: Line protocol on Interface Serial1/1, changed state to down

Step 7: View the routing table on R1.
On R1, enter the following command:

R1# show ip route 
Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP 
       D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area 
       N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 
       E1 - OSPF external type 1, E2 - OSPF external type 2 
       i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2 
       ia - IS-IS inter area, * - candidate default, U - per-user static route 
       o - ODR, P - periodic downloaded static route, H - NHRP, l - LISP 
       + - replicated route, % - next hop override 

Gateway of last resort is not set 

      10.0.0.0/8 is variably subnetted, 7 subnets, 3 masks 
S        10.1.1.4/30 [1/0] via 10.1.1.9 
C        10.1.1.8/30 is directly connected, Serial1/2 
L        10.1.1.10/32 is directly connected, Serial1/2 
C        10.10.1.0/24 is directly connected, Ethernet0/0 
L        10.10.1.1/32 is directly connected, Ethernet0/0 
S        10.10.2.0/24 [1/0] via 10.1.1.9 
S        10.10.3.0/24 [2/0] via 10.1.1.9

There is a route to 10.10.3.0/24. The route through R2 (10.1.1.9) with an administrative distance of 2 replaced the route through R3 (10.1.1.1) with an
administrative distance of 1 when the connection to the 10.1.1.0/30 network was lost.

Step 8: Access the console of PC1 and verify connectivity between PC1 and SRV1 using the ping and traceroute commands.
On PC1, enter the following commands:

PC1# ping 10.10.3.30 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 10.10.3.30, timeout is 2 seconds: 
!!!!!
Success rate is 100 percent (5/5), round-trip min/avg/max = 17/17/18 ms 
PC1# traceroute 10.10.3.30 
Type escape sequence to abort. 
Tracing the route to 10.10.3.30 



VRF info: (vrf in name/id, vrf out name/id) 
  1 10.10.1.1 1 msec 0 msec 1 msec 
  2 10.1.1.9 9 msec 9 msec 9 msec 
  3 10.1.1.5 17 msec 18 msec 17 msec 
  4 10.10.3.30 15 msec *  18 msec

Connectivity remains even with the loss of the link between R1 and R3. The path is now longer. The path from PC1 to SRV1 traverses R1, R2, and R3.

Step 9: Return to R3 to repair the interface fault.
On R3, enter the following commands:

R3# conf t 
Enter configuration commands, one per line.  End with CNTL/Z. 
R3(config)# interface Serial 1/1 
R3(config-if)# no shutdown 
R3(config-if)# end 
R3# 
*Oct 15 07:34:30.570: %SYS-5-CONFIG_I: Configured from console by console 
R3# 
*Oct 15 07:34:30.968: %LINK-3-UPDOWN: Interface Serial1/1, changed state to up 
*Oct 15 07:34:31.972: %LINEPROTO-5-UPDOWN: Line protocol on Interface Serial1/1, changed state to up

Step 10: Access the console of R1 and verify the display of the syslog message indicating that its interface Serial1/1 returns to
an "up" state.

R1# 
*Oct 15 07:34:38.628: %LINEPROTO-5-UPDOWN: Line protocol on Interface Serial1/1, changed state to up

Step 11: View the routing table on R1.
On R1, enter the following command:

R1# show ip route 
Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP 
       D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area 
       N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 
       E1 - OSPF external type 1, E2 - OSPF external type 2 
       i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2 
       ia - IS-IS inter area, * - candidate default, U - per-user static route 
       o - ODR, P - periodic downloaded static route, H - NHRP, l - LISP 
       + - replicated route, % - next hop override 

Gateway of last resort is not set 

      10.0.0.0/8 is variably subnetted, 9 subnets, 3 masks 
C        10.1.1.0/30 is directly connected, Serial1/1 
L        10.1.1.2/32 is directly connected, Serial1/1 
S        10.1.1.4/30 [1/0] via 10.1.1.9 
C        10.1.1.8/30 is directly connected, Serial1/2 
L        10.1.1.10/32 is directly connected, Serial1/2 
C        10.10.1.0/24 is directly connected, Ethernet0/0 
L        10.10.1.1/32 is directly connected, Ethernet0/0 
S        10.10.2.0/24 [1/0] via 10.1.1.9 
S        10.10.3.0/24 [1/0] via 10.1.1.1

The original route to 10.10.3.0 using R3 as the next hop and with an administrative distance of 1 has returned to the routing table.

Task 5: Configure and Verify the Default Route
Activity

A default route is a route to the network 0.0.0.0 with the subnet mask 0.0.0.0. Default routes can be defined statically. Default routes are most commonly
used when there is a hierarchy in the network. For example, to get from a branch office network to the headquarters network (and the rest of the world), or
to get from the corporate network to the Internet (and the rest of the world).

The lab environment is not hierarchical. In fact, it is perfectly symmetrical. So the use of a default route on R1, R2, or R3 is not very practical. But, even
so, it can be enlightening to explore the behavior of a default route within the lab environment.

Step 1: Access R1 and remove all the static routes that are configured. Unfortunately, removing those routes is a tedious
operation. Be sure to make good use of the Cisco IOS command history feature to ease the burden.

On R1, enter the following commands:

R1# conf t 
Enter configuration commands, one per line.  End with CNTL/Z. 
R1(config)# no ip route 10.1.1.4 255.255.255.252 10.1.1.9 
R1(config)# no ip route 10.1.1.4 255.255.255.252 10.1.1.1 2 
R1(config)# no ip route 10.10.2.0 255.255.255.0 10.1.1.9 



R1(config)# no ip route 10.10.2.0 255.255.255.0 10.1.1.1 2 
R1(config)# no ip route 10.10.3.0 255.255.255.0 10.1.1.1 
R1(config)# no ip route 10.10.3.0 255.255.255.0 10.1.1.9 2 
R1(config)# end 
R1#

Step 2: Verify that there are no route commands left in the configuration and that only local and connected routes appear in
the routing table.

On R1, enter the following commands:

R1# show running-config | include route 
R1# show ip route 
Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP 
       D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area 
       N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 
       E1 - OSPF external type 1, E2 - OSPF external type 2 
       i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2 
       ia - IS-IS inter area, * - candidate default, U - per-user static route 
       o - ODR, P - periodic downloaded static route, H - NHRP, l - LISP 
       + - replicated route, % - next hop override 

Gateway of last resort is not set 

      10.0.0.0/8 is variably subnetted, 6 subnets, 3 masks 
C        10.1.1.0/30 is directly connected, Serial1/1 
L        10.1.1.2/32 is directly connected, Serial1/1 
C        10.1.1.8/30 is directly connected, Serial1/2 
L        10.1.1.10/32 is directly connected, Serial1/2 
C        10.10.1.0/24 is directly connected, Ethernet0/0 
L        10.10.1.1/32 is directly connected, Ethernet0/0

Step 3: Configure a default route using 10.1.1.1 (Serial1/1 on R3) on R1.
On R1, enter following commands:

R1# conf t 
Enter configuration commands, one per line.  End with CNTL/Z. 
R1(config)# ip route 0.0.0.0 0.0.0.0 10.1.1.1 
R1(config)# end 
R1#

Step 4: Verify that this route is the only route in the running configuration and that there is a default route in the routing
table.

On R1, enter the following commands:

R1# show running-config | include route 
ip route 0.0.0.0 0.0.0.0 10.1.1.1 
R1# show ip route 
Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP 
       D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area 
       N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 
       E1 - OSPF external type 1, E2 - OSPF external type 2 
       i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2 
       ia - IS-IS inter area, * - candidate default, U - per-user static route 
       o - ODR, P - periodic downloaded static route, H - NHRP, l - LISP 
       + - replicated route, % - next hop override 

Gateway of last resort is 10.1.1.1 to network 0.0.0.0 

S*    0.0.0.0/0 [1/0] via 10.1.1.1 
      10.0.0.0/8 is variably subnetted, 6 subnets, 3 masks 
C        10.1.1.0/30 is directly connected, Serial1/1 
L        10.1.1.2/32 is directly connected, Serial1/1 
C        10.1.1.8/30 is directly connected, Serial1/2 
L        10.1.1.10/32 is directly connected, Serial1/2 
C        10.10.1.0/24 is directly connected, Ethernet0/0 
L        10.10.1.1/32 is directly connected, Ethernet0/0

Step 5: Access the console of PC1 and use the ping command to verify connectivity with other IP addresses in the network.
On PC1, enter the following commands:

PC1# ping 10.10.3.30 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 10.10.3.30, timeout is 2 seconds: 
!!!!!



Success rate is 100 percent (5/5), round-trip min/avg/max = 10/10/10 ms 
PC1# ping 10.10.2.20 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 10.10.2.20, timeout is 2 seconds: 
!!!!!
Success rate is 100 percent (5/5), round-trip min/avg/max = 12/13/15 ms 
PC1# ping 10.1.1.9 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 10.1.1.9, timeout is 2 seconds: 
!!!!!
Success rate is 100 percent (5/5), round-trip min/avg/max = 8/9/10 ms

Replacing the specific routes in the configuration of R1 with a default route to R3 does provide connectivity throughout the network as long as there are
no failed interfaces.

Step 6: Examine the path from PC1 to PC2 using the traceroute command.
On PC1, enter the following command:

PC1# traceroute 10.10.2.20 
Type escape sequence to abort. 
Tracing the route to 10.10.2.20 
VRF info: (vrf in name/id, vrf out name/id) 
  1 10.10.1.1 1 msec 0 msec 1 msec 
  2 10.1.1.1 9 msec 5 msec 9 msec 
  3 10.1.1.6 13 msec 13 msec 13 msec 
  4 10.10.2.20 14 msec *  15 msec

R1 is the first hop in the path. R1 no longer has an explicit and efficient static route to 10.10.2.0/24, so it uses its default route and forwards this traffic
to R3. R3 has a static route to the 10.10.2.0/24 network via R2. So, the path from PC1 to PC2 goes through R1, R3, and then R2.

Step 7: Examine the path from PC1 to 10.1.1.9 (Serial1/2 on R2) using traceroute command.
On PC1, enter the following command:

PC1# traceroute 10.1.1.9 
Type escape sequence to abort. 
Tracing the route to 10.1.1.9 
VRF info: (vrf in name/id, vrf out name/id) 
  1 10.10.1.1 0 msec 0 msec 0 msec 
  2 10.1.1.9 11 msec *  9 msec

R1 did not need to use its default route to reach 10.1.1.9. R1 has a connected route to 10.1.1.8/30 in its routing table. This specific route is preferred
over the default route and is used in this case.

Step 8: You have examined connectivity and the path from PC1 to PC2. Now access the console of PC2 and examine
connectivity and the path from PC2 to PC1 using the ping and traceroute commands.

On PC2, enter the following command:

PC2# ping 10.10.1.10 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 10.10.1.10, timeout is 2 seconds: 
!!!!!
Success rate is 100 percent (5/5), round-trip min/avg/max = 12/13/14 ms

The explicit static routes to 10.10.1.0/24 that are defined on R2 and R3 will sustain connectivity to that subnet within the lab.

On PC2, enter the following command:

PC2# traceroute 10.10.1.10 
Type escape sequence to abort. 
Tracing the route to 10.10.1.10 
VRF info: (vrf in name/id, vrf out name/id) 
  1 10.10.2.1 1 msec 0 msec 0 msec 
  2 10.1.1.10 13 msec 14 msec 13 msec 
  3 10.10.1.10 15 msec *  13 msec

R2 is the first hop in this path, and R2 has an explicit and optimized static route to 10.10.1.0/24 that uses R1 as the next hop. Hence the path from PC2
to PC1 traverses R2 and then R1. R3 is not involved.

Contrast this situation to the path that was previously displayed for PC1 to PC2. That path required the default route on R1. The path traversed R1, R3,
and then R2.

When the path from Host A to Host B is not simply the reverse of the path that is taken from Host B to Host A, it is called asymmetric routing.
Asymmetric routing is generally an undesirable behavior.

At this point, you have experimented extensively with static routes. You have configured typical static routes and redundant static routes and a default
static route. In each case, you have seen how to verify the status of the configuration and the routing table. You have also examined the packet forwarding
behavior in each case including scenarios where there is an interface fault in place. Feel free to continue to independently explore the configuration and
function of static routes in the lab environment.
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