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Module 10

Implementing Network 
Security

Module Overview

• Overview of Network Security

• Implementing Firewalls

• Network Access Protection
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Lesson 1: Overview of Network Security

• Network Security Threats

• Mitigating Network Security Threats

Network Security Threats

Common network-based security threats include:

•Eavesdropping

•Denial-of-service

• Port scanning

•Man-in-the-middle

There are a variety of network security threats, but they fall 
into a number of categories

Hacking is a generic term that means any type of network attack
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Mitigating Network Security Threats

Attack Mitigations

Eavesdropping
IPsec, VPNs, Intruder detection

Denial-of-service
Firewalls, perimeter networks, IPsec, server 
hardening

Port scanning Server hardening, firewalls

Man-in-the-middle IPsec

It is important to implement a holistic approach to 
network security to ensure that one loophole or omission 

does not result in another

Lesson 2: Implementing Firewalls

• Types of Firewall

• What Is a Perimeter Network?

• What Is Windows Firewall?

• Network Location Profiles

• Configuring Windows Firewall with Advanced Security

• Demonstration: How to Use Windows Firewall to Manage 
Inbound Network Traffic

• What Is IPsec?

• Connection Security Rules
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Types of Firewall

There are four types of firewall:

•Application-layer gateways

•Circuit-level gateways

• Packet filters

•Stateful multilayer inspection

Firewalls can be installed on hosts, such as Windows Firewalls can be installed on hosts, such as Windows 
Server, or implemented as software in devices

such as routers

What Is a Perimeter Network?
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What Is Windows Firewall?

Windows Firewall is a host-based, stateful firewall 
included in Windows Server 2008 R2

Windows Firewall:

• Is accessed through a Microsoft Management Console

•Supports location-aware profiles

•Supports more granular rules

•Supports both inbound and outbound rules

•Can be configured through Group Policy

Network Location Profiles

The first time that your server connects to a network, 
you must select a network location

There are three network locations:

• Private networks

• Public networks

•Domain networks
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Configuring Windows Firewall with Advanced 
Security

Inbound rules

Outbound rules

Connection security rules

Monitoring rules

Demonstration: How to Use Windows Firewall to 
Manage Inbound Network Traffic

• In this demonstration, you will see how to create and test 
an inbound firewall rule
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What Is IPsec?

IPsec is a suite of protocols that allows secure, encrypted 
communication between two computers over an

unsecured network

IPsec:

• Offers mutual authentication before and during communications

• Forces both parties to identify themselves during the 
communication process

• Enables confidentiality through IP traffic encryption, and digital 
packet authentication

Connection Security Rules

Rule Type Description

Isolation
Restricts connections based on authentication criteria 
that you define 

Authentication 
Exemption

• Exempts specific computers, or a group or range of 
IP addresses, from being required to authenticate 

• Grants access to those infrastructure computers with 
which this computer must communicate before 
authentication occurs 

Server-to-Server
Authenticates two specific computers, two groups of 
computers, two subnets, or a specific computer and a 
group of computers or subnet 

Tunnel
Provides secure communications between two peer 
computers through tunnel endpoints (VPN or L2TP 
IPsec tunnels) 

Custom Enables you to create a rule with special settings
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Lesson 3: Network Access Protection

• Why Is Network Compliance Important? 

• What Is Network Access Protection?

• NAP Scenarios

• NAP Enforcement Methods

• Demonstration: How to Configure NAP with DHCP 
Enforcement

Why Is Network Compliance Important?

Network security challenges include:

Lack of control over unmanaged, remote computers 
that connect to your network

Lack of control over unmanaged computers that 
connect to your local area network
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What Is Network Access Protection?

NAP provides components that help administrators enforce 
network compliance policies, and can check for:

NAP does not protect networks from malicious software or users

Updated antivirus����

Firewall status����

Spyware protection����

Automatic update status����

NAP Scenarios

NAP helps you verify the health state of:

•Roaming laptops

•Desktop computers

•Visiting laptops

•Unmanaged home computers 
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NAP Enforcement Methods

Method Key Points

IPsec enforcement for IPsec-
protected communications

• Computer must be compliant to communicate 
with other compliant computers

• The strongest NAP enforcement type, and can be 
applied per IP address or protocol port number

802.1X enforcement for IEEE 
802.1X-authenticated wired 
or wireless connections

• Computer must be compliant to obtain unlimited 
access through an 802.1X connection 
(authentication switch or access point)

VPN enforcement for remote 
access connections

• Computer must be compliant to obtain unlimited 
access through a RAS connection

DHCP enforcement for DHCP-
based address configuration

• Computer must be compliant to receive an 
unlimited access IPv4 address configuration from 
DHCP

• This is the weakest form of NAP enforcement

Demonstration: How to Configure NAP with DHCP 
Enforcement

• In this demonstration you will see how to configure DHCP 
enforcement for NAP
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Lab: Implementing Network Security

• Exercise 1: Configuring Windows Firewall with Advanced 
Security

• Exercise 2: Configuring Compliance with NAP

Estimated time: 60 minutes

Logon information

Virtual machine
6420B-NYC-DC1
6420B-NYC-SVR2
6420B-NYC-CL1

User name Contoso\Administrator

Password Pa$$w0rd
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Lab Scenario

• Ed Meadows has asked you to improve network security 
on domain-attached computers. He has supplied the 
requirements in an e-mail message. You must read the 
requirements and then implement them on a client 
computer.  

Lab Review

• In the lab, you configured DHCP enforcement for NAP. 
What other methods of enforcement could you have used?

• You configured a number of client settings manually; for 
example, the Security Center, the NAP Enforcement Agent. 
Rather than configure clients manually, how else could you 
enforce these changes?
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Module Review and Takeaways

• Review Questions

• Best Practices

• Tools


