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Module 12

Maintaining Windows 8.1



Module Overview

• Managing Windows Activation

• Monitoring and Configuring Performance Options 
in Windows 8.1

• Protecting Windows 8.1 from Malware and Viruses

• Applying Application and Windows Updates



Lesson 1: Managing Windows Activation

• What Is Activation?

• Methods for Windows 8.1 Volume Activation

• Volume Activation Considerations

• Troubleshooting Volume Activation



What Is Activation?

• Confirms product and product key status

• Establishes a relationship between the product key 
and an installation on a specific device

• Assures software integrity

• Provides full updates and support

• Ensures license compliance

• If hardware changes, reactivation is required

• Three main methods for activation

• Retail

• OEM

• Microsoft Volume Licensing (volume activation)



Methods for Windows 8.1 Volume Activation

• Volume Activation provides simple, security-
enhanced activation for enterprise organizations

• Volume activation models:

• Active Directory–based activation

• Only Windows 8, Windows Server 2012, and newer Windows 
Server and Windows client operating systems

• Requires periodic reactivation

• KMS

• Local activations without connecting to Microsoft

• Requires periodic reactivation

• MAK

• Activation key for multiple activations

• Number of activations based on license agreement

• Activation is not time limited



Volume Activation Considerations

• Active Directory-based activation considerations:
• You do not need an additional host server 

• Active Directory-based activation is forest wide

• There are no threshold limits 

• KMS activation considerations:
• Client computers attempt to connect with the KMS host every 2 

hours

• To stay activated, client computers renew every 180 days

• Client computers connect over TCP/IP port 1688

• MAK activation considerations:
• Recommended for computers that are not on a corporate network, 

or for environments that do not meet the KMS activation threshold

• Two ways to activate computers by using MAK:

• MAK Independent

• MAK Proxy



Troubleshooting Volume Activation

• Active Directory–based activation troubleshooting

• Ensure that the computer can contact the domain 
controller

• Verify that the computer is domain joined

• KMS activation troubleshooting

• Verify that the KMS SRV resource record is present in DNS

• Ensure that your routers do not block TCP port 1688 

• Verify that the KMS host has been contacted 

• Look for Error entries in Event Viewer

• MAK activation troubleshooting

• Ensure that an Internet connection is available 

• Look for Error entries in Event Viewer



Lesson 2: Monitoring and Configuring 
Performance Options in Windows 8.1

• Performance Considerations

• How Windows Uses Key System Components

• Performance Monitoring Tools

• Establishing a Performance Baseline

• Demonstration: Using Performance Monitor

• Optimizing Memory Performance

• Optimizing Disk Performance



Performance Considerations

Factors that can influence performance include:

• Access speed of the physical hard disks

• Memory available for all running processes

• Fastest speed of the processor

• Maximum throughput of the network interfaces

• Resources that the individual applications 
consume

• Configuration of components

• Installed drivers



How Windows Uses Key System Components

Four main hardware components that you should 
monitor in a Windows 8.1–based computer are:

• Processor

• Disk 

• Memory

• Network 

A performance bottleneck occurs when a computer 
is unable to service the current requests for a 
specific resource





Performance Monitoring Tools



Performance Monitoring Tools



Performance Monitoring Tools



Establishing a Performance Baseline

You can set up a baseline in Performance Monitor 
to help you with the following tasks:

• Evaluate your computer’s workload

• Monitor system resources

• Notice changes and trends in resource use

• Test configuration changes

• Diagnose problems



Demonstration: Using Performance Monitor

In this practice session, you will:

• Open Performance Monitor

• Add new values to the chart

• Create a data collector set

• Examine a report







Optimizing Memory Performance

You can help to optimize memory by:

• Selecting a 64-bit version of Windows 8.1

• Avoiding shared memory video adapters

• Optimizing paging



Optimizing Disk Performance

To optimize disk performance, consider the 
following:

• Minimize the frequency of paging

• Implement faster disks

• Consider using SSDs

• Defragment volumes that are used heavily

• Automatic on Windows 8.1

• Ensure that you enable write-caching

• Distribute the memory load across all available 
disks



Lab: Maintaining Windows 8.1

• Exercise 1: Troubleshooting a Performance 
Problem

Logon Information
Virtual machines: 20688D-LON-DC1

20688D-LON-CL1
User name: Adatum\Administrator

Password: Pa$$w0rd

Estimated Time: 30 minutes



Lab Scenario

A user reports performance-related issues with his 
computer. The help desk is unable to determine 
the problem. You must investigate to ascertain 
which computer component the problem is 
affecting, and then make recommendations about 
a solution or mitigation.



Lab Review

• What was your approach to the scenario? How did 
your approach differ from the class?



Lesson 3: Protecting Windows 8.1 from Malware 
and Viruses

• Common Security Threats Posed by Malware

• Windows Defender in Windows 8.1

• Demonstration: Removing Malicious Software with 
Windows Defender



Common Security Threats Posed by Malware



Windows Defender in Windows 8.1

Windows Defender:

• Schedules scans to occur on a regular basis

• Provides configurable responses to severe, high, 
medium, and low alert levels

• Works with Windows Update to install new 
spyware definitions automatically 

• Provides customizable options to exclude files, 
folders, and file types



Demonstration: Removing Malicious Software 
with Windows Defender

In this practice session, you will:

• Perform a quick scan

• Test malware detection

• Examine the Windows Defender history





Lesson 4: Applying Application and Windows Updates

• Why Are Updates Important?

• Methods for Applying Application Updates and 
Windows Updates

• Using WSUS to Manage Updates

• Configuring Windows Update

• Managing Updates

• Configuring Update Settings with GPOs

• Troubleshooting Windows Update Issues



Why Are Updates Important?

Consider the following factors when determining 
an update strategy:

• Updates may include security fixes

• Updates may include functional changes

• Updates may include corrections in software 
behavior

• Consistency is important



Methods for Applying Application Updates and 
Windows Updates

You can apply application updates and Windows 
operating system updates in a number of ways:

• Manually as part of a reactive maintenance 
process

• Automatically as part of a proactive maintenance 
process using:

• Windows Update

• System Center 2012 Configuration Manager 

• Windows Intune 



Using WSUS to Manage Updates

Automatic 
updates 

Server running 
WSUS

Automatic 
updates 

LAN

Internet

Test clients

Microsoft 
Update 
website



Using WSUS to Manage Updates

Update 
management Identify

Evaluate 
and plan

Deploy

Assess

•Set up production 
environment

Phase 1: Assess

•Approve and 
schedule updates
•Review process

Phase 4: Deploy
•Discover new 
updates
•Determine if 
updates are 
relevant

Phase 2: Identify

• Test updates
•Determine how to update production 
environment

Phase 3: Evaluate and plan



Configuring Windows Update



Managing Updates



Configuring Update Settings with GPOs



Troubleshooting Windows Update Issues

If an update causes reliability or performance issues 
after it has been applied to a computer, you must 
either:

• Manually uninstall updates

• Use System Restore



Module Review and Takeaways

• Review Questions


