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Module 11

Configuring Applications for 
Windows® 8.1



Module Overview

• Application Deployment Options in Windows 8.1

• Managing Windows Store Apps

• Configuring Internet Explorer Settings

• Configuring Application Restrictions



Lesson 1: Application Deployment Options in 
Windows 8.1

• Types of Apps in Windows 8.1

• Manual Application Installation

• Methods to Automate Desktop App Installation

• What Is App-V?

• Sequencing Applications with AppV

• Options for Deploying AppV Applications

• What Are RemoteApp Programs?

• Deploying RemoteApp Programs



Types of Apps in Windows 8.1

• Desktop app installation:

• Is performed by using .exe or .msi installer files

• Can be automated

• Can be replaced by distributed app installation and 
execution methods in larger environments

• Windows Store apps:

• Run on Windows 8.1, Windows RT 8.1, Windows 8, and 
Windows RT

• Can be installed from the Windows Store

• Can be sideloaded, provided that requirements are met



Manual Application Installation



Methods to Automate Desktop App Installation

You can automate application installation in 
Windows 8.1 by using:

• Group Policy software installation

• Microsoft Deployment Toolkit 

• Configuration Manager

• Windows Intune



What Is App-V?

• Included as part of the Microsoft Desktop Optimization Pack 

• Requires the installation of a local client

• Does not require the additional deployment of prerequisite 
software

• Enables applications to be streamed or installed locally

• Simplifies application removal

• Enables different versions of applications to run concurrently

• Minimizes application conflicts

• Simplifies application upgrades

• Simplifies roaming application deployments

• Uses local resources



Sequencing Applications with App-V

You must sequence an application before it can be 
used with an App-V client

Sequencing process:

1. Prepare the sequencing computer

2. Start the App-V Sequencer

3. Install the application that you want to sequence

4. The Sequencer captures file and setting changes that 
occur during the installation

5. The Sequencer captures the post-installation tasks

6. The Sequencer creates .appv and .msi files



Options for Deploying App-V Applications

• Stand-alone deployment model:

• Enables you to deploy sequenced applications in the .msi 
format to target computers

• Enables you to use Group Policy or Windows Intune

• App-V full infrastructure model:

• Enables virtualized applications to stream to computers

• Configuration Manager integrated model:

• Enables you to deploy sequenced applications in the .appv 
format



What Are RemoteApp Programs?

• Enable applications to run remotely but display 
locally

• Enable applications to run on clients that do not 
meet application hardware requirements

• RemoteApp programs can run:

• Directly on RD Session Host servers

• On separate virtual machines in a Remote Desktop VDI 
scenario



Deploying RemoteApp Programs

• Publish to applications through RemoteApp 
Manager administration console

• Provide clients with access to the applications 
through RD Web Access

• Publish the RemoteApp feed through Group 
Policy:

• The RemoteApp feed is published to the Start screen of 
Windows 8.1



Lesson 2: Managing Windows Store Apps

• What Is the Windows Store?

• Managing Access to the Windows Store

• How to Sideload Windows Store Apps

• Demonstration: Sideloading Windows Store Apps



What Is the Windows Store?

The Windows Store provides a convenient, single location for 
users to access and download Windows Store apps



Managing Access to the Windows Store

Use Group Policy to disable the Store application



How to Sideload Windows Store Apps

• Enable sideloading apps GPO setting

• LOB apps must be digitally signed

• To add, list, or remove Windows Store apps, use:

• Dism.exe

• Configuration Manager

• Windows Intune

• Windows PowerShell

Sideloading provides a mechanism for distribution of LOB 
apps to client computers without using the Windows Store:



Demonstration: Sideloading Windows Store Apps

In this demonstration, you will see how to:

•Enable sideloading

• Install the root certificate

• Install a Windows Store app

•Remove an installed Windows Store app





Lesson 3: Configuring Internet Explorer Settings

• What Is Compatibility View?

• Privacy Features

• The SmartScreen Feature

• Managing Internet Explorer Add-ons

• Other Security Features

• Demonstration: Configuring Internet Explorer



What Is Compatibility View?

• None of the improvements in Internet Explorer 11 
matter if websites look bad or work poorly 

• Compatibility View helps display a webpage as it 
is meant to be viewed



Privacy Features

• InPrivate Browsing is inherently more secure than using 
the Delete Browsing History option to maintain privacy 
because there are no logs kept or tracks made during 
browsing

• Tracking Protection helps monitor the frequency of all 
third-party content as it appears across all web sites visited 
by the user

• The Delete Browsing History option enables users and 
organizations to delete browsing history selectively



The SmartScreen Feature



Managing Internet Explorer Add-ons

• Internet Explorer 11 is built to function without 
add-ons

• Internet Explorer for the desktop supports HTML5 
and Adobe Flash out-of-the-box 

• Manage Add-ons allows users to:

• Enable and disable add-ons 

• Add and remove add-ons

• IT professionals can customize Internet Explorer 11 
with IEAK 11



Other Security Features

• Per-user ActiveX makes it possible for standard users to 
install ActiveX controls in their own user profiles without 
requiring administrative permissions

• Per-site ActiveX enables IT professionals to use Group 
Policy to preset allowed controls and their related 
domains

• Cross-Site Scripting Filter identifies and neutralizes a 
cross-site scripting attack if it is replayed in a server’s 
response

• DEP/NX protection helps thwart attacks by preventing 
code from running in memory that is marked non-
executable





Demonstration: Configuring Internet Explorer

In this demonstration, you will see how to: 

• Configure Compatibility View

• Delete browsing history

• Configure InPrivate Browsing

• View the add-on management interface

• Manage downloading with the Download 
Manager







Lab A: Configuring Internet Explorer Security

• Exercise 1: Configuring Internet Explorer

Logon Information
Virtual machines: 20687D-LON-DC1 

20687D-LON-CL1
User name: Adatum\Administrator

Password: Pa$$w0rd

Estimated Time: 15 minutes



Lab Scenario

Holly Dickson at A. Datum Corporation is 
concerned about her users’ security settings 
when they are browsing the Internet, especially 
when they are doing so while connected to their 
customers’ networks. She has asked you to 
investigate the improvement of Internet Explorer 
security settings on her users’ computers.



Lab Review

• What does Internet Explorer 11 display when a 
browser detects that a website does not adhere to 
HTML5 or CSS3 standards?

• In the lab, you added the local intranet home 
page to the Trusted sites zone. How else could 
you have ensured that required ActiveX controls 
could have run?

• InPrivate Browsing deletes all the history of your 
browsing activity, passwords entered in websites, 
and collected cookies. Suggest some situations 
where this could be useful in an enterprise 
environment.



Lesson 4: Configuring Application Restrictions

• What Is AppLocker?

• AppLocker Rules

• Demonstration: Configuring AppLocker Rules

• Demonstration: Enforcing AppLocker Rules



What Is AppLocker?

• AppLocker is a security feature that enables you to 
specify exactly what applications are allowed to 
run on user PCs and devices

• Benefits of AppLocker:

• Controls how users can access and run all types of 
applications

• Ensures that user PCs and devices are running only 
approved, licensed software



AppLocker Rules

• Default rules enable the following:

• All users can run files in the default Program Files 
directory 

• All users can run all files signed by the Windows 
operating system

• Members of the built-in Administrators group can 
run all files

• Create default AppLocker rules first before manually 
creating new rules or automatically generating rules for a 
specific folder

• Create custom rules and automatically generate rules by 
using the built-in AppLocker wizards found in the Local 
Security Policy console



Demonstration: Configuring AppLocker Rules

In this demonstration, you will see how to: 

• Create a custom AppLocker rule

• Automatically generate the script rules





Demonstration: Enforcing AppLocker Rules

In this demonstration, you will see how to: 

• Enforce AppLocker Rules

• Confirm the executable rule enforcement

• Test the executable rule enforcement







Lab B: Configuring AppLocker

• Exercise 1: Configuring AppLocker Rules

• Exercise 2: Testing the AppLocker Rules

Logon Information
Virtual machines: 20687D-LON-DC1, 

20687D-LON-CL1
User name: Adatum\Administrator

Password: Pa$$w0rd

Estimated Time: 20 minutes



Lab Scenario

Holly is concerned that people in her department 
are spending time listening to music files. She 
wants a way to disable the Windows Media®

Player. You decide to implement AppLocker to 
prevent members of the IT group from running 
this program.



Lab Review

• In the lab, you configured an executable path 
for the executable rule. What could you do if you 
wanted to allow users to run an older version of 
Windows Media Player?



Module Review and Takeaways

• Best Practice

• Common Issues and Troubleshooting Tips

• Review Questions

• Tools




