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Managing Disks and Device Drivers



Module Overview

• Managing Disks, Partitions, and Volumes

• Maintaining Disks, Partitions, and Volumes

• Working with Virtual Hard Disks

• Installing and Configuring Device Drivers



Lesson 1: Managing Disks, Partitions, and Volumes

• Comparing MBR and GPT Disks

• Disk Management Tools

• Converting a Basic Disk to a Dynamic Disk

• What Is a Simple Volume?

• Demonstration: Creating a Simple Volume

• What Are Mirrored, Spanned, and Striped 
Volumes?

• Demonstration: Creating Spanned and Striped 
Volumes

• Purpose of Resizing a Volume

• Demonstration: Resizing a Volume

• Overview of Storage Spaces



Comparing MBR and GPT Disks

MBR disk:

• Contain the partition table for the disk and a 
small amount of executable code called the 
master boot code 

• Is created when a disk is partitioned

• Contains a four-partition entry table

• Is on the first sector of the hard disk

• Limits the number and size of partitions



Comparing MBR and GPT Disks

GPT:

• Contains an array of partition entries describing 
the start and end LBA of each partition on a disk

• Supports more partitions

• Supports larger partitions

• Enhances reliability

• Supports boot disks on 64-bit Windows 
operating systems and UEFI systems 



Disk Management Tools

Disk Management snap-in:
• GUI

• Manage disks and volumes, both basic 
and dynamic, locally or on remote 
computers

• Simple partition creation

DiskPart:
• Scriptable command-line tool

• Create scripts to automate disk-related 
tasks 

• Always runs locally

Windows PowerShell 4.0:

• Latest version

• Has native disk management commands

• Can be used to script disk-related tasks

Use DiskPart or  Windows PowerShell 
to convert partition styles

MBR GPT



Disk Management Tools

Disk Management snap-in:

• GUI

• Manage disks and volumes, both basic and 
dynamic, locally or on remote computers

• Simple partition creation



Disk Management Tools



Disk Management Tools

DiskPart:

• Scriptable command-line utility:

• DiskPart /s <script> to run a DiskPart script 

• Create scripts to automate disk-related tasks 

• Always runs locally

• Run commands from the DiskPart command 
prompt:

• list disk displays the disks on a system

• select disk <disknumber> is used to select the disk to 
manage

• convert gpt converts the selected disk to GPT format



Disk Management Tools

Windows PowerShell 4.0:
• Latest version of Windows PowerShell

• Has native disk management commands

• Can be used to script disk-related tasks

Cmdlets:
• Get-Disk selects a disk

• Initialize-Disk prepares a disk for use

• Set-Disk sets disk parameters, such as partition style



Disk Management Tools

You can use DiskPart or Windows PowerShell to 
convert partition styles

MBR GPT



Converting a Basic Disk to a Dynamic Disk



What Is a Simple Volume?

• Dynamic volume that encompasses available free space from  
a single, basic, or dynamic hard disk drive

• Can be extended on the same disk

• If extending into noncontiguous space, the disk will be 
converted to dynamic if it is a basic disk



Demonstration: Creating a Simple Volume

In this demonstration, you will see how to create a 
simple volume by using Disk Management and 
Windows PowerShell





What Are Mirrored, Spanned, and Striped Volumes?

• Join areas of unallocated space on disks into a single logical disk

• Mirrored:

• Disk space is allocated once and used simultaneously

• Spanned:

• Disk space is added and used sequentially

• Striped: 

• Disk space is allocated once and used equally across every physical disk in 
the striped set



What Are Mirrored, Spanned, and Striped Volumes?

Mirrored:

• Requires two 
dynamic disks

• Allocated space 
from each disk 
must be identical

• Two disks are 
combined into a 
single volume

• Provides fault 
tolerance

• Provides faster 
reads 

• Cannot resize

Striped:

• Requires multiple 
dynamic disks

• Allocated space 
from each disk 
must be identical

• Three to 32 disks 
can be combined 
into a single volume

• No fault tolerance

• Provides faster 
throughput

• Cannot resize

Spanned:

• Requires multiple 
dynamic disks

• Space added from 
multiple dynamic 
disks

• Two to 32 disks can 
be combined into a 
single volume

• No fault tolerance

• Same performance 
as a simple volume

• Can shrink or 
extend



Demonstration: Creating Spanned and Striped 
Volumes

In this demonstration, you will see how to: 

• Create a spanned volume

• Create a striped volume





Purpose of Resizing a Volume

• Resize a volume to create additional, unallocated 
space to use for data or apps on a new volume 

• Shrink simple and spanned dynamic disks to:
• Extend a simple volume on the same disk

• Extend a simple volume to include unallocated space 
on other disks on the same computer

• Before shrinking:
• Defragment the disk

• Ensure that no page files are stored on the volume that 
is to be shrunk 



Demonstration: Resizing a Volume

In this demonstration, you will see how to:

• Shrink a volume by using DiskPart

• Extend a volume by using Disk Management





Overview of Storage Spaces



Lesson 2: Maintaining Disks, Partitions, and Volumes

• What Is Disk Fragmentation?

• Defragmenting a Disk

• Checking for Disk Errors

• What Are Disk Quotas?

• Demonstration: Configuring Disk Maintenance 
Tasks



What Is Disk Fragmentation?

• Disk fragmentation is the noncontiguous 
storage of data on a volume

• Disk fragmentation can:
• Consist of both fragmented files and fragmented free space

• Lead to poor performance of a disk subsystem
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Defragmenting a Disk

Rearrange data and reunite fragmented files

Scheduled to run automatically by default

Can be run at the command prompt
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Checking for Disk Errors

Improved Chkdsk tool:

• Automatically checks a file system

• Can take volumes offline to repair

• Automatic scheduled maintenance window



What Are Disk Quotas?

Establishing disk quotas enables you to conserve disk space by 
limiting a volume’s disk space use for each of your users

Disk quotas help you:

• Track and restrict disk 
consumption

• Proactively monitor 
available space

• Determine who is 
consuming available 
space

• Plan for storage capacity 
increases



Demonstration: Configuring Disk Maintenance Tasks

In this demonstration, you will see how to:  

• Configure drive defragmentation

• Check a volume for errors

• Create a disk quota





Lesson 3: Working with Virtual Hard Disks

• Virtual Hard Disks in Windows 8.1

• Managing .vhd files in the Windows 8.1 File 
System



Virtual Hard Disks in Windows 8.1

The .vhd file format specifies a virtual hard drive that is 
encapsulated in a single file and is capable of hosting native file 
systems and supporting standard disk operations

Virtual disk formats:

• .vhd:

• Can be up to 2 TB in size

• Compatible with 
Windows 7 and newer

• .vhdx:

• Supported by Windows 
8 and Windows 8.1

• Designed for virtual hard 
disks up to 64 TB in size

Virtual disk types:
• Fixed size:

• Recommended for virtual 
hard disks

• Better performance and 
stability

• Dynamically expanding:

• Recommended for the 
.vhdx format

• More efficient use of large 
drives

• Differencing:

• Tracks changes

• Reduces storage space



Managing Virtual Hard Disk Files in the 
Windows 8.1 File System

The tools for creating and mounting virtual hard drives are 
Disk Management, DiskPart, and Windows PowerShell

Disk Management:

• To create a virtual 
disk, use Create VHD 
from the Action menu

• To attach a virtual 
disk, use Attach VHD 
from the Action menu

• To unmount a virtual 
disk, right-click the 
disk, and then click 
Detach VHD

DiskPart:

• The base command 
for creating a virtual 
disk is create vdisk 

• The base command 
for selecting a virtual 
disk is select vdisk

• The base command 
for mounting a virtual 
disk is attach vdisk 

• The base command 
for unmounting a 
virtual disk is detach 
vdisk 

Windows PowerShell:

• The command 
for viewing virtual 
disk images is 
Get-DiskImage

• The command 
for mounting a 
virtual disk is 
Mount-DiskImage

• The command 
for dismounting 
a virtual disk is 
Dismount-DiskImage



Managing Virtual Hard Disk files in the 
Windows 8.1 File System
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Managing Virtual Hard Disk files in the 
Windows 8.1 File System



Lab A: Managing Disks

• Exercise 1: Creating Volumes

• Exercise 2: Configuring Disk Quotas

• Exercise 3: Managing Virtual Hard Disks

Logon Information

Virtual machines: 20687D-LON-DC1
20687D-LON-CL2

User names: Adatum\Administrator
Adatum\Alan

Password: Pa$$w0rd

Estimated Time: 45 minutes



Lab Scenario

A. Datum Corporation has purchased additional 
hard drives for the laptop computers used by 
the Marketing department. You need to modify 
the hard drive configuration manually. Because 
of application requirements, you need to create 
several simple partitions, a spanned partition, 
and a striped partition. The laptop computers are 
shared and require that you place a quota on the 
spanned drive. In certain instances, you plan to 
use virtual hard drives. 



Lab Review

• When would you use a spanned volume instead 
of a simple volume?

• In your environment, where would you use disk 
quotas?

• When would you use a virtual hard disk on a 
workstation computer?



Lesson 4: Installing and Configuring Device Drivers

• Overview of Device Drivers in Windows 8.1

• Installing Devices and Drivers

• Staging Drivers in the Driver Store

• Device Driver Management Tools

• Options for Updating Drivers

• Managing Signed Drivers

• Discussion: Options for Recovering from a Driver 
Issue

• Demonstration: Managing Drivers



Overview of Device Drivers in Windows 8.1

A driver is a small software program that allows a 
hardware device and a computer to communicate 
with each other



Overview of Device Drivers in Windows 8.1

• Drivers that were developed for the 32-bit 
version do not work with the 64-bit version, and 
vice versa 

• Device drivers that ship with Windows 8.1 have a 
Microsoft digital signature 

• The driver store is the driver repository 

• Device metadata packages contain device-
experience XML documents that represent:

• The properties of the device 

• The device functions

• Applications and services that support the device 



Installing Devices and Drivers

Improve end-user device driver installation by:

• Configuring client devices to search a specified list of folders
automatically 

Search folders specified by the DevicePath registry entry

• Staging driver packages in the protected driver store

Add to the driver store by using the Plug and 

Play utility (Pnputil.exe) at a command prompt



• The Plug and Play utility (Pnputil.exe):

• Must be run from an elevated command prompt

• You can use the Plug and Play utility (Pnputil.exe) 
to:

• Add driver packages to the driver store:

pnputil –a <PathToDriver>/<Driver>.inf

Package name changed to OEM<#>.inf

• View driver packages added to the driver store:

pnputil –e

• Remove driver packages from the driver store:

pnputil –d OEM<#>.inf

Staging Drivers in the Driver Store



Device Driver Management Tools

Device Manager Device StageDevices and Printers



Device Driver Management Tools

Device Manager:

• Helps install and 
update drivers for 
hardware devices, 
change the hardware 
settings for those 
devices, and 
troubleshoot problems

• Use Device Manager 
to manage devices 
on a local computer 
only



Device Driver Management Tools

Devices and Printers:

• Provides a place to 
manage devices

• Devices that display 
in this location
usually are external 
devices that you 
connect to or 
disconnect from a
computer through 
a port or network 
connection



Device Driver Management Tools

Device Stage:

• Provides users with a 
way to access devices 
and advanced options 
for managing them

• Devices in use are 
shown on the taskbar 
with a photorealistic  
icon 



Options for Updating Drivers

Dynamic Update:

Windows Update:

Manufacturer’s media or website:

Device Manager:

Compatibility Report:

• Works with Windows Update to download critical fixes and 
device drivers that are required for the setup process

• Updates driver software for a device manually

• Use the media or browse to the device manufacturer’s 
website to obtain an updated driver

• Use this report to load a new or updated driver during an 
upgrade

• Delivers software updates and drivers, and provides 
automatic updating options 



Managing Signed Drivers

• Benefits of signing and staging driver packages:
• Improved security

• Reduced support costs

• Better user experience

• Maintaining signed drivers:
• Use Sigverif.exe to check for unsigned device drivers

• Use a command prompt to run the driverquery
command with the /si switch to obtain a basic list of 
signed and unsigned device drivers

• Use Group Policy to deploy certificates to client 
computers          



Discussion: Options for Recovering from a 
Driver Issue

• How often have new devices and their associated 
drivers introduced reliability problems on 
computers that you manage?

• What are possible ways to recover from a driver 
problem? Describe a situation in which you might 
use each recovery method to resolve a driver 
problem.





Demonstration: Managing Drivers

In this demonstration, you will see how to:  

• Update a device driver

• Roll back a device driver

• Install a driver into the driver store





Lab B: Configuring Device Drivers

• Exercise 1: Installing Device Drivers

• Exercise 2: Managing Device Drivers

Logon Information

Virtual machines: 20687D-LON-DC1
20687D-LON-CL2

User name: Adatum\Administrator
Password: Pa$$w0rd

Estimated Time: 30 minutes



Lab Scenario

A. Datum recently purchased new laptop 
computers for the Sales department. The Sales 
manager has reported an error with one of the 
laptop drivers that is causing problems. You have 
identified the issue and determined that you need 
to install an updated driver. Also, you must ensure 
that members of the Sales department are able to 
roll back the driver if it causes errors.



Lab Review

• When and why would you preinstall drivers on 
workstation computers?

• When would you uninstall a device driver?



Module Review and Takeaways

• Review Questions

• Tools

• Common Issues and Troubleshooting Tips






