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Module1: Installing and Configuring Windows Server 

Lab: Installing and Configuring Windows 
Server 2012 
Exercise 1: Performing a Local Media-Based Installation 

  Task 1: Read the server installation instructions 

1. Read the contents of the email message in the lab scenario.  

2. Specifically, notice the installation options.   

  Task 2: Install Windows Server 2012 

1. Attach the Windows Server 2012 Installation DVD to LON-SVR4 by using these steps: 

a. Switch to Hyper-V® Manager, right-click 10967A-LON-SVR4, and then click Settings. 

b. In the Settings for 10967A-LON-SVR4 dialog box, click DVD Drive in the Hardware pane. 

c. In the DVD Drive pane, select Image file, and then click Browse. 

d. Browse to C:\Program Files\Microsoft Learning\10967\Drives, click WindowsServer2012_Eval.iso, 
and then click Open. 

e. In the Settings for 10967A-LON-SVR4 dialog box, click OK. 

2. In the Hyper-V Manager, right-click 10967A-LON-SVR4, and then click Connect.  

3. In the Virtual Machine Connection window, click the Action menu, and then click Start.  

4. In the Windows Setup wizard, choose the following settings, and then click Next. 

• Language to install: English (United States) 

• Time and currency format: English (United States) 

• Keyboard or input method: US 

5. Click the Install Now button 

6. Select the Windows Server 2012 Datacenter Evaluation (Server with a GUI) operating system, and 
then click Next. 

7. Accept the license terms, and then click Next. 

8. Click Custom: Install Windows only (advanced). 

9. Install Windows Server 2012 on Drive 0, and then click Next. 

10. Provide the administrator password, Pa$$w0rd, and then click Finish. 

    Note: Setup will continue by copying and expanding files, installing features and updates, 
and finish the installation. This phase takes about 20 minutes. Your instructor might continue with 
other activities during this phase. 

 

Results: After this exercise, you should have installed a new Windows Server® 2012 server. 
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Exercise 2: Configuring Windows Server 

  Task 1: Read the server post-installation configuration instructions 

1. Read the contents of the email message in the lab scenario.  

2. Specifically, notice the post-installation configuration options. 

  Task 2: Configure post-installation settings 

1. If it is necessary, switch to the 10967A-LON-SVR4 virtual machine, and then login as Administrator 
with Pa$$w0rd.  

2. Open Server Manager, and in the navigation pane, click Local Server.  

3. Configure time zone settings as specified in the email message. 

a. In the Properties area, scroll to the right side, and then click the Time zone entry.  

b. In the Date and Time dialog box, click the Change time zone button.  

c. Select (UTC) Dublin, Edinburgh, Lisbon, London, make sure that Automatically adjust clock for 
Daylight Saving Time, is selected, and then click OK.  

d. In the Date and Time dialog box, click OK. 

4. Configure networking settings as specified in the email message. 

a. In the Properties area, click the Local Area Connection entry.  

b. In the Local Area Connection Properties window, right-click Local Area Connection, and then 
select Properties.  

c. Click Internet Protocol Version 4 (TCP/IPv4), and then click the Properties button.  

d. In the Internet Protocol Version 4 (TCP/IPv4) Properties window, select Use the following IP 
address.  

e. Enter the following values:  

• IP address: 172.16.0.30  

• Subnet mask: 255.255.0.0  

• Default gateway: 172.16.0.1 

f. Select Use the following DNS server addresses.  

• Preferred DNS server: 172.16.0.10  

g. In the Internet Protocol Version 4 (TCP/IPv4) Properties window, click OK.  

h. In the Local Area Connections Properties window, click Close.  

i. Close the Network Connections window. 

5. Configure automatic updating and feedback settings as specified in the email message. 

a. In the Properties area, click the Windows Update entry.   

b. In the Windows Update window, click Turn on automatic updates.  

c. Close the Windows Update window.  

6. Configure the computer name and domain settings as specified in the email message. 

a. In the Properties area, click the Computer Name value. 

b. In the System Properties window, click the Change button. 
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c. In the Computer Name/Domain Changes window, type LON-SVR4 in the Computer name 
field. 

d. Select Domain in the Member of section, and then type Adatum.com in the Domain field. 

e. Click OK. 

f. When you are prompted to provide administrative account details, use ADATUM\Administrator 
and a password of Pa$$w0rd. 

g. When the Welcome to the Adatum domain dialog box appears, click OK. 

h. When you are prompted to restart your computer to apply these changes, click OK. 

i. In the System Properties window, click Close. 

j. When you are prompted to restart, click Restart Now. 

 

Results: After this exercise, you should have configured post-installation settings by using Server 
Manager.  
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Exercise 3: Convert to Server Core 

  Task 1: Remove GUI from Windows Server 2012 installation 

1. If it is necessary, switch to 10967A-LON-SVR4, and then login as Adatum\Administrator with 
Pa$$w0rd 

2. Click the File Explorer icon on the bottom toolbar to confirm the graphical user interface (GUI) 
components are installed.  

3. In Server Manager, select the Manage menu, and then click Remove Roles and Features. 

4. In the Remove Roles and Features wizard, click Server Selection, verify LON-SVR4.Adatum.com is 
selected, and then click Next. 

5. On the Remove Server Roles page, click Next. 

6. On the Remove Features page, expand User Interfaces and Infrastructure, clear Server Graphical 
Shell and Graphical Management Tools and Infrastructure, click Remove feature, when the 
Remove Roles and Feature Wizard opens, click Next. 

7. On the Confirm Removal Selections page, select the Restart the destination server automatically 
if required check box, and then click Yes to confirm your selection. 

8. Click the Remove button, and wait for the feature to be removed.  

9. After the computer restarts, log on as ADATUM\administrator with password Pa$$w0rd. 

10. Notice that the File Explorer icon is no longer available and Server Manager does not appear. Also, 
pressing the Windows logo key does not activate the Windows interface.  

  Task 2: Install GUI administrative components in Windows Server 2012 Server Core 

1. Continue to work on 10967A-LON-SVR4. 

2. At the command prompt type the following, and then press Enter 

powershell 

3. At the Windows PowerShell prompt, type the following, and then press Enter. 

Get-WindowsFeature 

4. Note the Name associated with the Graphical Management Tools and Infrastructure component 

5. At the Windows PowerShell prompt, type the following, and then press Enter. 

Install-WindowsFeature Server-Gui-Mgmt-Infra 

6. Wait for the installation to finish. 

7. Notice the Warning message that you must restart this computer to finish the installation process. 

8. At the prompt, type the following, and then press Enter. 

Restart-Computer 

9. After the computer restarts, log on as ADATUM\administrator with password Pa$$w0rd. 

10. Verify the command prompt displays and Server Manager also displays. Components such as File 
Explorer are still not available.  

11. When the Remove Roles and Feature Wizard window provides a message that Removal succeeded on 
LON-SVR4.Adatum.com, click Close.  



L1-5 

 

Results: After this exercise, you should have converted from a Full installation to a Minimal Interface 
installation.   
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Exercise 4: Configuring Services 

  Task 1: Configure Print Spooler service settings 

1. If it is necessary, switch to the 10967A-LON-SVR4 virtual machine and log in with the user name 
ADATUM\Administrator and password Pa$$w0rd.  

2. In Server Manager, click the Tools menu, and then click Services.  

3. Scroll down to Print Spooler. Notice that Print Spooler status is Running and startup is set to 
Automatic. 

4. Right-click Print Spooler, and then click Properties. 

5. Click the drop-down box for Startup type, and then select Disabled. 

6. Click the Stop button to stop the Print Spooler service and then click OK. 

 

Results: After this exercise, you should have used Server Manager to change service startup options. 
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Exercise 5: Configuring Devices 

  Task 1: Update the standard PS/2 keyboard driver 

1. If it is necessary, switch to the 10967A-LON-SVR4 virtual machine and log in with user name 
ADATUM\Administrator and password Pa$$w0rd 

2. In Server Manager, click the Tools menu, and then click Computer Management. 

3. In the left column, select Device Manager.  

4. In the Device Manager window, expand Keyboards, right-click Standard PS/2 Keyboard, and then 
click Update Driver Software.  

5. In the Update Driver Software – Standard PS/2 Keyboard dialog box, click Browse my computer 
for driver software.  

6. On the Browse for driver software on your computer page, click Let me pick from a list of 
device drivers on my computer.  

7. In the Show compatible hardware list, click PC/AT Enhanced PS/2 Keyboard (101/102 Key), and 
then click Next.  

8. Click Close.  

9. In the System Settings Change dialog box, click Yes to restart the computer. 

  Task 2: Roll back the driver to its earlier version 

1. Log on to the 10967A- LON-SVR4 virtual machine as ADATUM\Administrator with a password of 
Pa$$w0rd.  

2. In Server Manager, click the Tools menu, and then click Computer Management. 

3. In the left column, select Device Manager.  

4. In the Device Manager window, expand Keyboards, right-click PC/AT Enhanced PS/2 Keyboard 
(101/102 Key), and then click Properties.  

5. In the PC/AT Enhanced PS/2 Keyboard (101/102 Key) Properties dialog box, click the Driver tab.  

6. Click Roll Back Driver.  

7. In the Driver Package rollback dialog box, click Yes.  

8. Click Close, and then in the System Settings Change dialog box, click Yes to restart the computer.  

9. Log on to the 10967A- LON-SVR4 virtual machine as ADATUM\Administrator with a password of 
Pa$$w0rd. 

10. In Server Manager, click the Tools menu, and then click Computer Management. 

11. In the left column select Device Manager.  

12. Expand Keyboards, and then click Standard PS/2 Keyboard.  

13. Verify that you have successfully rolled back the keyboard driver.  

  Task 3: Revert the lab machines 

When you have completed the lab, revert the virtual machines back to their initial state. To do this, 
complete the following steps: 

1. On the host computer, start Hyper-V Manager.  

2. In the Virtual Machines list, right-click 10967A-LON-DC1, and then click Revert. 
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3. In the Revert Virtual Machine dialog box, click Revert. 

4. Repeat these steps for 10967A-LON-SVR4.  

 

Results: After this exercise, you should have performed update and rollback operations on a device driver. 
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Module2: Implementing Storage in Windows Server 

Lab: Implementing Storage in Windows 
Server 
Exercise 1: Creating and Mounting a VHD File 

  Task 1: Create and initialize a virtual hard disk 

1. Ensure you are signed on to 10967A-LON-SVR1 virtual machine with user name 
ADATUM\Administrator and password Pa$$w0rd.On your host computer, open Hyper-V Manager. 

2. Open Server Manager, then click Tools and select Computer Management, 

3. In the Computer Management console expand Storage, and then click Disk Management. 

Note: Alternatively, you can hover the mouse over the bottom left corner and right-click. In the resultant 
menu select Disk Management 

4. Right-click Disk Management in the left pane and select Create VHD 

5. In the Create and Attach Virtual Hard Disk dialog create a .vhd file with the following 
characteristics then click OK 

• Location and filename: C:\Temp\LON-SVR1-Disk7 

• Virtual hard disk size: 7 GB 

• Virtual hard disk format: VHD 

• Virtual hard disk type: Dynamically expanding 

6. Open File Explorer and verify the file exists as you created it. 

7. Open Disk Management and verify the disk is listed with the properties you specified. 

  Task 2: Use Windows PowerShell to identify the newly created disk, bring the disk 
online and initialize it 

1. Open the Windows PowerShell console by right-clicking the Windows PowerShell icon and selecting 
Run as Administrator 

2. To view the available disks, type the following and press Enter.  

Get-Disk 

3. The vhd file just created should have a size of approx. 7 GB, be online and have ID number 7. 

4. You can use Windows PowerShell to take a disk offline. Type the following, where <X> is the number 
of the disk that has just been created, and then press Enter. 

Set-Disk –number <X> -IsOffline $True 

5. Use the Get-Disk command to verify the disk is offline. 

6. To bring the disk online, type the following and press Enter.  

Set-Disk –number <X> -IsOffline $False 

7. To find a command that may be able to initialize a disk, type the following and press Enter.  



L2-2 Fundamentals of a Windows Server Infrastructure 

Get-Help *Disk* 

8. Scroll through the resultant cmdlets and locate the cmdlet Initialize-Disk 

9. To initialize the disk with an MBR partition style, type the following and press Enter.  

Initialize-Disk –Number 7 –PartitionStyle MBR 

10. Use the Get-Disk command to ensure that the disk was initialized successfully. 

 

Results: After this exercise, you should have a Hyper-V® .vhd file. 
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Exercise 2: Creating and Making Available New Volumes 

  Task 1: Create two new simple volumes 

1. Ensure you are signed on to 10967A-LON-SVR1 virtual machine with user name 
ADATUM\Administrator and password Pa$$w0rd  

2. Under Computer Management, expand Storage, and then click Disk Management. 

3. Right-click Disk 1 and select Online 

4. Right-click Disk 1 and select Initialize Disk 

5. In the Initialize Disk dialog accept the defaults and click OK 

6. On Disk 1 right-click the unallocated area of the Disk (the black area), and then select New Simple 
Volume.  

7. Click Next. 

8. Change Simple volume size in MB to 2000. Click Next. 

9. Select J in the drop down box for the Assign the following drive letter. Click Next. 

10. On the Format Partition page ensure NTFS is selected and enter the volume label as 
SimpleVol_NTFS, click Next. 

11. Click Finish. 

12. Right-click SimpleVol_NTFS and select Format, and then click OK in the Format J: dialog box. 

13. In the Format J: dialog box, read the warning and click OK. 

14. In the Disk Management dialog box, read the warning and click Yes. 

15. Verify SimpleVol_NTFS shows Healthy (Primary Partition). 

16. Go to File Explorer from the task bar and notice a dialog appears prompting that the newly attached 
disk needs to be formatted, In this dialog click Cancel 

17. Open File Explorer and ensure the new volume is displayed as a drive with letter J 

18. Repeat Steps 3 to 17 using Disk 2 with the following settings – Substitute K for J. Substitute 
SimpleVol_ReFS for SimpleVol_NTFS 

• Simple Volume size in MB: 10000 

• Assign the following driver letter: K 

• FileSystem: ReFS 

19. Volume Label: SimpleVol_ReFS 

  Task 2: Change the new disks drive letters 

1. On the 10967A-LON-SVR1, go to Server Manager and click on Tools 

2. Select Computer Management and then expand Storage and click on Disk Management 

3. In Disk Management right-click the  SimpleVol_NTFS volume and then select Change Drive Letter 
and Paths. 

4. Click Change. 

5. Change Assign the following drive letter to R:, click OK, and then click Yes twice. 

6. Repeat steps 3 to 5 for the SimpleVol_ReFS volume assigning the drive letter S to the volume 
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7. Open File Explorer and verify the drive letters now appears as configured 

  Task 3: Mount the new volume 

1. On the 10967A-LON-SVR1, go to Server Manager and click on Tools 

2. Select Computer Management and then expand Storage and click on Disk Management 

3. In Disk Management, right-click the SimpleVol_NTFS volume, and then select Change Drive Letter 
and Paths. 

4. Click Add. 

5. Select Mount in the following empty NTFS folder, and then click Browse. 

6. With C:\ selected, click New Folder and call the folder MountedVolume_NTFS 

7. Click OK twice. 

8. Repeat steps 3 to 7 for the SimpleVol_ReFS volume using the folder path C:\MountedVolume_ReFS 

9. In File Explorer, show that C:\MountedVolume_NTFS and C:\MountedVolume_ReFS exist and they 
are accessible as expected. 

 

Results: After this exercise, you should have a 2 GB NTFS volume and a 10 GB ReFS volume 
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Exercise 3: Vary the Sizes of the NTFS and ReFS Volumes 

  Task 1: Extend the size of the NTFS volume 

1. On the 10967A-LON-SVR1, go to Server Manager and click on Tools. 

2. Select Computer Management and then expand Storage and click on Disk Management 

3. In Disk Management, right-click the SimpleVol_NTFS volume, and then select Extend Volume  

4. In the Welcome to the Extend Volume Wizard page click Next 

5. On the Select Disks page in the select the amount of space in MB textbox enter 4000 and click 
Next 

6. On the Completing the Extend Volume Wizard click Finish  

7. Verify the NTFS volume size has increased from 2 GB to 6 GB in size and is still available and 
accessible. 

  Task 2: Shrink the size of the ReFS volume 

1. On the 10967A-LON-SVR1, go to Server Manager and click on Tools. 

2. Select Computer Management and then expand Storage and click on Disk Management 

3. In Disk Management, right-click the SimpleVol_ReFS volume, and then select Shrink Volume  

4. Verify a message displays that states, The volume cannot be shrunk because the file system 
does not support it.  

5. Click OK to close the Virtual Disk Manager dialog box. 

 

Results: You have expanded the NTFS volume to 4 GB in size but have failed to shrink the ReFS volume 
size as shrinking ReFS volume is not supported. If your manager insists that you have an ReFS drive to the 
reduced size the volume will need to be re-created. 
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Exercise 4: Creating a Fault-Tolerant Disk Configuration by Using Storage 
Spaces 

  Task 1: Create a storage pool 

1. Ensure you are signed in to 10967A-LON-SVR1 and logged on with user name 
ADATUM\Administrator and password Pa$$w0rd 

2. In Server Manager click on File and Storage Services followed by Volumes then Storage Pools 

3. In the Storage Pool section click on Tasks and choose New Storage Pool… 

4. On the opening page of the New Storage Pool Wizard click Next 

5. On the Specify a storage pool name and subsystem page enter StoragePool1 into the Name textbox, 
and then click Next.  

6. On the Select physical disks for the storage pool page select Physical disks 3 and 4, and then click 
Next.  

7. On the Confirm selections page click Create 

8. On the View results page click Close 

  Task 2: Create a storage space virtual disk 

1. In Server Manager in the File and Storage Services section click Volumes and then Storage Pools 

2. Click StoragePool1 under Storage Pools, and then in the Virtual Disks section click Tasks and choose 
New Virtual Disk… 

3. In the New Virtual Disk Wizard on the Before You Begin page click Next 

4. On the Select Storage Pool page ensure StoragePool1 is selected and click Next 

5. On the Specify the virtual disk name page enter VirtualDisk1 into the Name field and Click Next 

6. On the Storage Layout page select Mirror and click Next 

7. On the Specify provisioning type page select Thin and click Next 

8. On the Specify the size of the virtual disk page enter 4 GB into the virtual disk size textbox click 
Next 

9. On the Confirm selections page click Create and then click Close 

10. The New Volume Wizard appears and on the Before you Begin page click Next 

11. On the Select the server and disk page click Next 

12. On the Specify the size of the volume page click Next 

13. On the Assign a drive letter or folder page select T from the drop down list, and then click Next. 

14. On the Select file system settings page select NTFS as the file system, Enter VirtualDiskMirVol as 
the Volume Label and click Next 

15. On the Confirm selections page click Create  

16. On the Completion page click Close 

  Task 3: Verify the virtual disk is available and functional 

1. Open File Explorer by clicking on the File Explorer icon in the Task bar 

2. Locate the drive with the volume label VirtualDiskMirVol 

3. Create a .txt files in this drive called Test File.txt 
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  Task 4: Add an additional physical disk to the storage pool 

1. In Server Manager in the File and Storage Services section click Volumes and then Storage Pools 

2. Right-click StoragePool1 under Storage Pools, and select Add Physical Disk…  

3. In the Add Physical Disk dialog  select PhysicalDisk 5 and click OK 

4. Verify  three disks are now listed in the Physical Disks section in Storage Pools 

  Task 5: Remove a physical disk to simulate disk failure 

1. In Server Manager in the File and Storage Services section click Volumes and then Storage Pools 

2. In the Physical Disks  section right-click PhysicalDisk 4 and select Remove Disk 

3. In the resultant Remove Physical Disk prompt click Yes 

4. Click OK again in the Remove Physical Disk dialog 

  Task 6: Verify storage virtual disk state and data accessibility 

1. Open File Explorer by clicking on the File Explorer icon in the Task bar 

2. Verify the Test File.txt is still present and accessible on the VirtualDiskMirVol 

3. Return to Server Manager, click on File and Storage Services followed by Volumes then Storage 
Pools then go to the Physical Disks section 

4. Notice that there are only two disks now as part of the Virtual Disk listed in the Physical Disks section  

5. In the Virtual Disk section verify a warning exists alongside the VirtualDisk1  

6. Right-click the Virtual Disk VirtualDisk1, select Properties and in the Virtual Disk Properties dialog 
click on Health 

7. Notice the status is listed as Warning  

8. Click OK to close the VirtualDisk1 Properties window 

  Task 7: Repair and verify the health of the virtual disk 

1. In Server Manager in the Storage Pools pane in the Virtual Disk section right-click VirtualDiskl1 and 
select Repair Virtual Disk 

2. Refresh the settings and verify the Virtual Disk warning message is no longer present 

3. Right-click the Virtual disk VirtualDisk1 and select properties and click Health 

4. Verify the health status now reads healthy, and then close the VirtualDisk1 Properties window 

5. Open File Explorer and verify the file you created earlier is still accessible and available  

  Task 8: Revert the lab machines 

When you have completed the lab, revert the virtual machines back to their initial state. To do this, 
follow these steps: 

1. On the host computer, start Hyper-V® Manager.  

2. In the Virtual Machines list, right-click 10967A-LON-DC1, and then click Revert. 

3. In the Revert Virtual Machine dialog box, click Revert. 

4. Repeat these steps for 10967A-LON-SVR1.  
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Results: You have created Storage Pool and Virtual Disk and have verified the integrity of the share data 
in the event of catastrophic hard disk failure by simulating the removal of a disk to represent hard disk 
failure 
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Module3: Understanding Network Infrastructure 

Lab: Selecting Network Infrastructure 
Components 
Exercise 1: Determining Appropriate Network Components 

  Task 1: Read the supporting documentation 

Read the supporting documentation sent to you by the Seattle office manager. 

  Task 2: Update the proposal document with your planned course of action 

Answer the questions in the Branch Office Network Infrastructure Plan: Component Needs 
Assessment. 

1. What Ethernet infrastructure should be used for the staff offices portion of the Seattle location? 

Answer: Because of the large amount of data being sent back and forth on the network, the fastest 
possible Ethernet standard should be used that can be deployed in an office LAN environment. 
10GBASE-T offers a throughput of 10 Gbps and uses copper wire cabling as its medium, which can be 
easily installed into each office as the new building is being constructed. 

2. What infrastructure should be used to connect the conference room portion of the Seattle location? 

Answer: Based on the conference room’s size and the variance in location and mobility of users and 
their laptops, a wireless infrastructure should be used for the conference room, preferably the fastest 
available, 802.11n. Encryption should also be added to the wireless network, preferably using WPAv2 
and RADIUS, the most secure and current wireless encryption protocol, and the ability to use 
certificates to control access. 

3. What components and technology would you use to connect the New York and Seattle branches? 

Answer: T1 would be a good choice. There isn’t a lot of data being sent between the two offices, and 
a leased T1 connection through a telecommunications provider would allow for data to be sent 
between locations in a secure fashion. 

4. What is the best architecture to allow both partners and home office users to access their information 
using only one method of access? 

Answer: An extranet could be set up, providing a server available for both partners and remote users 
to exchange their files. This would provide one point of access, in addition to a centralized place to 
host the files that these two groups are using.  
We know the A. Datum staff will all be running the Windows 8 operating system, so we could set up 
DirectAccess to allow the remote staff to be always connected to the office network or we could also 
consider a VPN connection; however, because they only need access to a few files, an extranet would 
be a more logical choice. If the office were to expand significantly over the short term, it might be 
worth investing in a DirectAccess solution now. Perhaps this is one point you can inquire about in 
your follow up with Susan. 

 

Results: After this exercise, you should have identified the infrastructure and components required to 
implement a network in a new location. 
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Module4: Connecting Network Components 

Lab: Connecting Network Components 
Exercise 1: Connecting Network Components 

  Task 1: Read the supporting deployment plan document. 

1. Read the supporting email. 

2. Review the Branch Office Network Components Deployment Plan   

  Task 2: Update the Branch Office Network Components Deployment Plan. 

Update the Branch Office Network Components Deployment Plan, by answering these questions. 

1. What devices are required in the branches to support these requirements? 

Answer: Switches. These provide a way of connecting the nodes on the network and support virtual local 
area networks (VLANs). Traffic is isolated to the required VLAN except where necessary. In addition, simple 
hubs do not support quality of service (QoS). 

2. What devices are required to connect the branches together and connect the branches to the head 
office? 

Answer: Routers. Although switches can provide routing function, wide area network (WAN) routers are 
needed to connect the branches together and to connect to the head office. 

3. What issues arise when you implement these devices? 

Answer: You must select a mechanism to manage the routing tables. You could use static routes, or 
alternatively implement a routing protocol like Routing Information Protocol (RIP) or Open Shortest Path 
First (OSPF).  

4. Update the A. Datum Branch Network Plan diagram to show what kinds of devices that you will 
implement. 

Answer: See the following. 

Proposed A. Datum Branch Network Plan 
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Results: After this exercise, you should have completed both the A. Datum Branch Network Plan diagram 
and the Branch Office Network Components Deployment Plan. 
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Exercise 2: Selecting a Suitable Wiring Infrastructure 

  Task 1: Read the supporting documentation 

• Read the Branch Office Network Wiring Plan.  

  Task 2: Update the proposal document with your planned course of action 

Update the proposal document with your planned course of action, by answering these proposal 
questions.  

1. What kind of cable would be suitable here, using the information supplied and the plan you outlined 
for network components earlier? 

Answer: Switches were indicated earlier, which means coaxial cable is not possible. And generally 
coaxial cable is not good in any new installation. Twisted-pair and fiber cabling is required.  

2. How will you address the issue of high levels of electromagnetic interference? 

Answer: Where required, install shielded twisted pair. In areas where this is insufficient; use fiber.  

3. What cable standards do you propose? 

Answer: For copper, Category 5e or higher. Cat 6 supports 10 gigabits per second (Gbps) Ethernet 
and better future-proofs the solution. For fiber, multimode fiber is cheaper and should address the 
bandwidth requirements.  

 

Results: After this exercise, you should have completed the Branch Office Network Wiring Plan. 
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Module5: Implementing TCP/IP 

Lab: Implementing TCP/IP 
Exercise 1: Determining an Appropriate IPv4 Addressing Scheme 

  Task 1: Read the supporting documentation 

1. Review the supporting email documentation. 

2. Review the A. Datum Branch IP Addressing diagram.  

  Task 2: Update the proposal document with your planned steps 

Review the Branch Office IP Addressing Scheme, and update the proposal by answering these questions. 

1. How many network addresses do you need to support these requirements? 

Answer: Six.  

2. What class address is 172.16.0.0/16? 

Answer: Class B. 

3. Is this a private or public address? 

Answer: Private.  

4. Ed has allocated the first block of addresses to the first branch: 172.16.16.0/20. What is the next 
logical subnet using this initial subnet? 

Answer: 172.16.32.0/20. The next is 172.16.48.0/20. 

5. What is the first and last host in this subnet? 

Answer: The first host is one binary digit higher than the subnet ID and the last host is two binary digits 
lower than the next subnet ID. Therefore, the first host is 172.16.16.1/20 and the last is 172.16.31.254. 

6. What would the subnet mask be for hosts in this subnet? 

Answer: 255.255.240.0.  

7. Update the A. Datum Branch IP Addressing.vsd diagram to show the network addresses you will 
implement in the branches; do not worry about the WAN links. 

Answer: See the following addressing diagram.  

Completed A. Datum IP addressing diagram. 
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Results: After this exercise, you should have completed both the A. Datum Branch IP Addressing.vsd 
diagram and the Branch Office IP Addressing Scheme document. 
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Exercise 2: Configuring IPv4 with Windows Server 2012 

  Task 1: Configure a Dynamic Host Configuration Protocol scope 

1. Ensure you are logged on to 10967A-LON-SVR1 as ADATUM\Administrator and password 
Pa$$w0rd 

2. If it is not already open, open Server Manager by clicking the Server Manager icon on the taskbar, 
point to the Tools menu, and then click DHCP. 

3. In the DHCP window, expand lon-svr1.adatum.com, click IPv4, right- click IPv4, and then click New 
Scope. 

4. In the New Scope Wizard, click Next. 

5. On the Scope Name page, in the Name box, type Head Office 1. 

6. In the Description box, type Client computer addresses, and then click Next. 

7. On the IP Address Range page, enter the following information and then click Next. 

• Start IP address: 172.16.0.20 

• End IP address: 172.16.0.30 

• Length: 16 

• Subnet mask: 255.255.0.0 

8. On the Add Exclusions and Delay page, click Next. 

9. On the Lease Duration page, click Next. 

10. On the Configure DHCP Options page, click Next. 

11. On the Router (Default Gateway) page, in the IP address box, type 172.16.0.1, click Add, and then 
click Next. 

12. On the Domain Name and DNS Servers page, click Next. 

13. On the WINS Servers page, click Next. 

14. On the Activate Scope page, click Next. 

15. On the Completing the New Scope Wizard page, click Finish. 

16. In the console, expand IPv4, expand Scope [172.16.0.0] Head Office 1, and then click Address 
Leases. 

17. How many Address Leases have been used? 

Answer: None.  

  Task 2: Configure the client computer to obtain an IP address dynamically 

1. Switch to the 10967A-LON-CL1 virtual machine and ensure you are logged on as 
ADATUM\Administrator and password Pa$$w0rd. 

2. On the Start page type con. When the Control Panel appears on the left side, click it to open it. 

3. Click Network and Internet, click Network and Sharing Center, and then click Change adapter 
settings. 

4. In the Network Connections window, double-click Ethernet, and then click the Properties button.  

5. In the Ethernet Properties dialog box, locate and double-click Internet Protocol Version 4 
(TCP/IPv4). 
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6. Select Obtain an IP address automatically and Obtain DNS server address automatically, and 
then click OK.  

7. In the Ethernet Properties dialog box, click OK, and then click Close to close the Ethernet Status 
dialog box. 

  Task 3: Verify that the client computer obtained an address 

1. Switch back to the 10967A-LON-SVR1 virtual machine 

2. In DHCP, press F5, to refresh the settings.  

Verify that there is a new lease for LON-CL1.  

3. What is the IP address for LON-CL1? 

Answer: 172.16.0.20.  

  Task 4: Determine the IP address on the client computer 

1. Switch back to 10967A-LON-CL1. 

2. Click the lower-left corner of the virtual machine, open the Start home page, type cmd, and then 
press Enter. 

3. At the Command Prompt, type the following command, and then press Enter. 

 ipconfig /all 

4. What is the current IPv4 address? 

Answer: 172.16.0.20.   

5. Is DHCP enabled? 

Answer: Yes. 

6. What is the IP address of the DHCP server?  

Answer: 172.16.0.15. 

7. When does the DHCP Lease expire? Answer: In 8 days. 

 

Results: After this exercise, you should have created a DHCP scope and allocated a client address. 
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Exercise 3: Verifying the IPv4 Configuration 

  Task 1: Stop the DHCP server 

1. Switch to the LON-SVR1 computer. 

2. In DHCP, right-click lon-svr1.adatum.com, point to All Tasks, and then click Stop. 

3. Verify that there is now an error shown in the DHCP Management console, stating Cannot find the 
DHCP Server. 

  Task 2: Try to renew the IPv4 address on the client computer 

1. Switch to the 10967A-LON-CL1 computer and switch to the Command Prompt. 

2. At the Command Prompt, type the following command, and then press Enter. 

ipconfig /release 

3. At the Command Prompt, type the following command, and then press Enter. 

ipconfig /renew 

4. This might take several minutes while the client computer tries to contact a DHCP server.  

5. Notice the time-out error. 

6. At the Command Prompt, type the following command, and then press Enter. 

ipconfig 

7. What IPv4 address was assigned? 

Answer: An address starting with 169.254. 

8. What does the IP address signify? 

Answer: The computer is using Automatic Private IP Addressing (APIPA) because it failed to obtain an 
address from a DHCP server. 

9. At the Command Prompt, type the following command, and then press Enter. 

ping lon-svr1.adatum.com 

10. You are not successful. 

  Task 3: Start the DHCP server 

1. Switch back to 10967A-LON-SVR1. 

2. In DHCP, right-click lon-svr1.adatum.com, point to All Tasks, and then click Start. 

  Task 4: Renew the client address and verify IPv4 

1. Switch to 10967A-LON-CL1, and at the Command Prompt, type the following command, and then 
press Enter. 

ipconfig /renew 

2. What IPv4 address is listed?  

Answer: The IP address starts with 172.16. 

3. What does the IP address signify?  
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Answer: The computer has successfully obtained an IPv4 address from the DHCP. 

4. At the Command Prompt, type the following command, and then press Enter. 

ping lon-svr1.adatum.com 

5. You are successful.  

 

Results: After this exercise, you should have successfully verified the functionality of the DHCP server in 
the head office. 

  



L5-7 

Exercise 4: Configuring and Testing Name Resolution 

  Task 1: View the current DNS records 

1. Switch to 10967A-LON-DC1 and ensure you are signed in as ADATUM\Administrator with 
password Pa$$w0rd 

2. In Server Manager, point to the Tools menu, and then click DNS. 

3. In DNS Manager, expand LON-DC1, expand Forward Lookup Zones, and then click Adatum.com. 

4. What is the current IP address listed against the LON-CL1 Host (A) record in the Adatum.com forward 
lookup zone? 

Answer: 172.16.0.20 

  Task 2: Force a dynamic update 

1. Switch to the LON-CL1 virtual machine. 

2. On the Start page type con. When the Control Panel appears on the left side, click it to open it. 

3. Click Network and Internet, click Network and Sharing Center, and then click Change adapter 
settings. In Network Connections, right-click Ethernet, and then click Properties. 

4. In the Ethernet Properties dialog box, double-click Internet Protocol Version 4 (TCP/IPv4). 

5. In the Internet Protocol Version 4 (TCP/IPv4) Properties dialog box, click Use the following IP 
address. 

6. Use the following information to complete the configuration and then click OK: 

• IP address: 172.16.0.16 

• Subnet mask: 255.255.0.0 

• Default gateway: 172.16.0.1 

• Preferred DNS server: 172.16.0.10 

7. In the Ethernet Properties dialog box, click OK. 

8. Switch to LON-DC1. 

9. In DNS Manager, in Adatum.com, press F5. 

10. What is the current IP address listed against the LON-CL1 Host (A) record? 

Answer: 172.16.0.16 

  Task 3: Add a new DNS record 

1. Switch to LON-CL1, and at the Command Prompt, type the following command, and then press 
Enter. 

ipconfig /? 

2. Scroll through the help returned and identify the /displaydns switch 

3. Now in the Command Prompt type the below and press Enter. 

ipconfig /displaydns 

4. What records are listed? 

Answer: Answer will vary. But there will be several records for LON-DC1. 
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5. Switch to 10967A-LON-SVR1  

6. Hover the mouse over the bottom left side of the virtual machine and click on the resultant start 
menu 

7. Once the start menu appears type “powershell” 

8. The Windows PowerShell icon appears 

9. Right-click the icon and select Run as Administator from the options 

10. In the Windows PowerShell console type the following and press Enter. 

Get-help *DNS* 

11. There are several commands that could get you similar information obtained using ipconfig but type 
the following and press Enter. 

Get-DNSClientCache 

12. Still on 10967A-LON-SVR1 type the following and press Enter. 

Test-Connection www.adatum.com 

13. You are not successful 

14. Switch to the 10967A-LON-CL1 virtual machine 

15. At the Command Prompt, type the following command, and then press Enter. 

ping www.adatum.com 

16. You are not successful.  

17. Switch to 10967A-LON-DC1. 

18. In DNS Manager, right-click Adatum.com, and then click New Alias (CNAME). 

19. In the New Resource Record dialog box, in the Alias name (uses parent domain if left blank) box, type 
www 

20. Enter the following in the Fully qualified domain name (FQDN) for target host box, and then click OK.  

lon-dc1.adatum.com  

  Task 4: Verify a record 

1. Switch to 10967A-LON-CL1. 

2. At the Command Prompt, type the following command, and then press Enter. 

ping www.adatum.com 

    Note: Depending on your Client cache you may or may not be successful at this point. If 
you are not successful continue with the next step, Step 3. If you are successful you can skip 
ahead to Step 7. 

3. You are not successful. 

4. At the Command Prompt, type the following command, and then press Enter. 
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ipconfig /flushdns 

5. At the Command Prompt, type the following command, and then press Enter. 

ping www.adatum.com 

6. You are successful.  

7. At the Command Prompt, type the following command, and then press Enter. 

ipconfig /displaydns 

8. What record is returned for www.adatum.com? 

Answer:  

www.adatum.com 
--------------------------- 
Record Name . . . . . : www.adatum.com 
Record Type . . . . . : 5 
Time To Live . . . . . : 3531 
Data Length . . . . . . : 8 
Section . . . . . . . . . . : Answer 
CNAME Record . . : lon-dc1.adatum.com 
(Some fields might vary slightly) 

Note: Record types are listed by number in IPConfig and 5 corresponds to a CNAME record type. 

9. Switch to 10967A-LON-SVR1 

10. Type the following to identify the cmdlet you need, and then press Enter. 

Help *DNS* 

11. Notice the clear-DNSClientcache cmdlet, type the following, and then press Enter. 

Clear-DNSClientCache 

12. To test the connection, type the following command, and then press Enter. 

Test-Connection www.adatum.com 

13. You are successful. 

14. To view information on the DNS client cache,  type the following command, and then press Enter. 

Get-DNSClientCache 

15. Verify the Record Type for www.adatum.com  is listed as CNAME 

 

Results: After this exercise, you should have successfully verified DNS is functioning correctly and also 
added a new DNS CNAME record type for www.Adatum.com 
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Exercise 5: Viewing the IPv6 Configuration 

  Task 1: Determine the current IPv6 address 

1. On 10967A-LON-CL1, at the Command Prompt, type the following command, and then press Enter. 

ipconfig /all 

2. Is there an IPv6 address listed?  

Answer: Yes 

3. What kind of IPv6 address is it? 

Answer: Link-Local IPv6 Address as indicated by the address format i.e. leading fe80 and also as it is 
called out in text beside the IPv6 Address. 

4. Switch to 10967A-LON-SVR1 

5. To identify the cmdlet you need, type the following, and then press Enter. 

Get-help *address* 

6. Notice the Get-NetIPAddress cmdlet, then type the following and press Enter. 

Get-NetIPAddress 

7. Locate the IPv6 in the list of returned addresses and compare it to the address returned in the 
10967A-LON-CL1 virtual machine. 

  Task 2: Revert the lab machines. 

When you have completed the lab, revert the virtual machines back to their initial state. To do this, 
complete the following steps: 

1. On the host computer, start Hyper-V® Manager.  

2. In the Virtual Machines list, right-click 10967A-LON-CL1, and then click Revert. 

3. In the Revert Virtual Machine dialog box, click Revert. 

4. Repeat steps 2 and 3 for 10967A-LON-SVR1, and 10967A-LON-DC1. 

 

Results: After this exercise, you should have determined that the local host has only a link-local IPv6 
address. 
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Module6: Windows Server Roles 

Lab: Implementing Server Roles 
Exercise 1: Determining the Appropriate Roles to Deploy 

  Task 1: Read the supporting documentation 

1. Read the supporting documentation. 

2. Review the server requirements of the branch offices. 

  Task 2: Complete the Branch Office Server Deployment Recommendations document 

1. Complete the Deployment Proposals section of the Branch Office Server Deployment 
Recommendations document.  

2. How will you address the requirement that all computers can obtain an IPv4 configuration 
automatically even if the link to the head office is down? 

Answer: Deploy the Dynamic Host Configuration Protocol (DHCP) server role to each branch and 
configure an appropriate scope for the branch.   

3. How will you address the requirement that users must be able to access shared files? 

Answer: Deploy the File Services role.  

4. How will you address the requirement that users must be able to use shared printers? 

Answer: Deploy the Print and Document Services role.  

5. What kind of server best supports the needs of the database application? 

Answer: An application server. 

6. What roles support this kind of server? 

Answer: The Application Server role provides the necessary components.  

7. How will you address the requirement that the computers must obtain updates from a local update 
server? 

Answer: Deploy the Windows Server® Update Services (WSUS) role. 

8. Which roles are required at the branch servers? 

Answer: DHCP Server, DNS Server, File Services , Print and Document services, Application Server, 
Windows Server Update Services 

 

Results: After this exercise, you should have completed the Branch Office Server Deployment 
Recommendations document. 
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Exercise 2: Deploying and Configuring the Determined Server Roles 

  Task 1: Deploy infrastructure-related roles 

1. Ensure you are signed on to 10967A-LON-CL1. 

2. Click the Windows logo key, type run, and then press Enter 

3. In the Run textbox type the following and press Enter. 

\\LON-DC1\E$ 

4. If prompted, provide the credentials ADATUM\Administrator and password Pa$$word 

5. Go to the folder …mod06\Labfiles, copy the file Windows6.2-KB2693643-x64.msu to the Desktop, and 
then double-click it 

6. In the Windows Update Standalone installer dialog click Yes 

7. In the Download and Install Updates license terms window click I Accept 

8. In the installation complete dialog click Restart Now 

Or if you are not given a restart option, only a Close option, click Close, then hover the mouse in the 
bottom right hand corner of the task bar, select Settings, then Power, then Restart 

9. The 10967A-LON-CL1 virtual machine will update and restart. This will take approx. 5 minutes 

10.  After 10967A-LON-CL1 restarts log on with the credentials ADATUM\Administrator and password 
Pa$$w0rd 

11. Scroll across to the right side of the Start Menu and notice the presence of Administrative Tools and 
Server Manager icons. Click on Server Manager 

12. In Server Manager within the Dashboard section click on the Create a server group link. 

13. In the Server group name box type LON Servers 

14. Click the DNS tab.  

15. In the Search: box type LON-DC1 and press search icon. LON-DC1.adatum.com should be returned 
and click the arrow to add the server to the selected box on the right side. 

16. In the Search: box type LON-SVR3 and press search icon. LON-SVR3.adatum.com should be returned 
and click the arrow to add the server to the selected box on the right side  

17. Click OK 

18. Click the LON Servers group on the left side 

19. Right click on LON-SVR3 and select Add Roles and Features 

20. In the Add Roles and Features Wizard click Next. 

21. On the Installation Type page click Next 

22. On the Server selection page click lon-svr3.Adatum.com and click Next 

23. On the Server Roles page select  DHCP Server and DNS Server and then click Next 

24. Click Next through the remaining pages and install but do not close the wizard. 

25. On the Installation progress page, wait until the Installation succeeded on lon-svr3.adatum.com 
message displays, and then click Close. 

26. Click the LON Servers group on the left side 
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27. Right click on LON-DC1 and select Add Roles and Features 

28. In the Add Roles and Features Wizard click Next. 

29. On the Installation Type page click Next 

30. On the Server selection page click lon-dc1.Adatum.com and click Next 

31. On the Server Roles page select  Print and Document Services  and click Next 

32. Click Add Features button when prompted 

33. Click Next through the remaining pages, click Install, and then close the wizard when as soon as the 
installation begins. 

34. Click the notification Flag icon in Server manager and view the status of the Role installations 

35. Click the LON Servers group on the left side again.  

36. Click on LON-DC1 press CTRL and click LON-SVR3 then right-click on the highlighted servers. 

37. In the resultant menu select Restart Server. 

38. In the resultant prompt ensure LON-DC1 and LON-SVR3 are listed and click OK 

39. Switch to the LON-DC1 and LON-SVR3 servers and show students that they are restarting as 
specified. 

Notice that you can have many more servers as member of a Server Group and managing in bulk can 
reduce Administrative overhead.  

  Task 2: Deploy the remaining roles on a single server 

1. Ensure you are signed on to 10967A-LON-CL1 with the credentials ADATUM\Administrator and 
password Pa$$w0rd 

2. In Server Manager within the Dashboard section click on the LON Servers group on the left side 

3. Right click on LON-DC1 and select Add Roles and Features 

4. In the Add Roles and Features Wizard click Next. 

5. On the Installation Type page click Next 

6. On the Server selection page click lon-dc1.Adatum.com and click Next 

7. On the Server Roles page select the following roles and then click Next 

• Application Server 

• File and Storage Services 

• Print and Document Services 

• Windows Server Update Services 

8. Click Next until you reach the Content Selection page. 

9. On the Content Selection page, clear the check box for Store updates in the following location 
(choose a valid local path on lon-dc1.adatum.com, or a remote path):, and then click Next. 

10. Click Install but do not close the wizard. 

  Task 3: Obtain configuration settings xml for Infrastructure Role installation 

1. On the Installation Progress page, click the Export Configuration Settings link. 
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2. In the Save As dialog box, in the navigation pane under Libraries, click Documents, in the File 
name: box type LON-DC1 DHCP Server Role Install, and then click Save. 

3. On the Installation progress page, click Close.  

4. Point out to students that the install will run in the background with the wizard closed 

5. In Server Manager click the Notification Flag icon at the top of the console. Point out to students 
that you can view the progress of the installation here and it will also tell you when it is complete. 

6. On the taskbar, click File Explorer, double-click Documents, right-click LON-DC1 DHCP Server 
Role Install, click Open with, and then click Notepad. 

7. Review the XML code in the configuration file. This file contains the configuration settings that were 
generated automatically as you ran through the Add Roles and features Wizard. You can now use or 
customize this file for automation purposes to install the role on this or multiple servers  

8. Close Notepad, and then close File Explorer 

  Task 4: Configure event settings in Server Manager for DNS Server 

1. On 10967A-LON-CL1 open Server Manager 

2. In the Server Manager console, click the DNS node on the left. 

3. Scroll down to the Events section 

4. Click Tasks and select Configure Event Data. 

5. In the Configure Event data dialog select  

• Critical  

• Error 

• Warning 

• Informational 

6. And select to Get events that have occurred within the past 3 days and click OK 

  Task 5: Run the Best Practice Analyzer for the DHCP role 

1. On 10967A-LON-CL1 open Server Manager 

2. In the Server Manager console, click the DHCP node on the left side. 

3. Scroll down to the Best practice Analyzer section 

4. Click Tasks and then select Start BPA Scan 

5. In the Select Servers dialog choose lon-svr3.Adatum.com and click Start Scan 

6. The BPA scan will run for approximately a minute and Warnings and Errors should display 

7. Scroll through the results and determine what remains to be configured i.e. you should see a message 
around authorizing the DHCP server and also that at least one IPv4 scope should be configured 

  Task 6: Revert the lab virtual machines 

1. When you have completed the lab, revert the virtual machines back to their initial state. To do this, 
complete the following steps: 

2. On the host computer, start Hyper-V® Manager.  

3. In the Virtual Machines list, right-click 10967A-LON-CL1, and then click Revert. 
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4. In the Revert Virtual Machine dialog box, click Revert. 

5. Repeat steps 2 and 3 for 10967A-LON-SVR3, and 10967A-LON-DC1 

 

Results: After this exercise, you should have deployed all required roles and features. 
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Module7: Implementing Active Directory 

Lab: Implementing Active Directory Domain 
Services 
Exercise 1: Promoting a New Domain Controller 

  Task 1: Add an additional domain controller 

1. Ensure you are logged on to the 10976A-LON-SVR1 virtual machine as ADATUM\Administrator with 
password Pa$$w0rd. 

2. In Server Manager, click Manage, and then click Add Roles and Features.  

3. Click Server Selection, and then click Next.  

4. Select the Active Directory Domain Services checkbox, click Add Features, and then click Next.  

5. Take the default settings for the remaining selections, and then click Install. 

6. Wait while the Active Directory® Domain Services (AD DS) role and associated features are installed. It 
should take about two minutes.  

7. Click Close to close the Add Roles and Features Wizard window 

8. After the role is installed, click the Notifications flag, and then click Promote this server to a 
domain controller. 

9. Verify that you are in the Active Directory Domain Services Configuration Wizard. 

10. On the Deployment Configuration page, make the following changes then click Next.  

• Select a Deployment Configuration: Add a domain controller to an existing domain 

• Domain: Adatum.com  

• Supply the credentials to perform this operation: accept defaults 

11. On the Domain Controller Options page, make the following changes then click Next.  

• Deselect Domain Name Server (DNS) Server 

• Deselect Global Catalog (GC) 

• Password: Pa$$w0rd 

• Confirm Password: Pa$$w0rd 

12. Accept the default settings for Additional Options, Paths, and Review Options, and then click 
Next. 

13. Run the Prerequisite Check and make sure that all prerequisites are successful. Warnings are 
acceptable.  

14. Click Install, and then wait for the installation to complete and the computer to restart. It should take 
about two minutes before the server restarts 

 

Results: After this exercise, you will have promoted a new domain controller. 
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Exercise 2: Creating an Organizational Unit 

  Task 1: Create an organizational unit 

1. After LON-SVR1 has restarted, log on by using the following credentials: 

• User name: Administrator 

• Password: Pa$$w0rd 

• Domain: Adatum 

2. In Server Manager, click Tools, and then click Active Directory Users and Computers. 

3. In the Navigation pane, right-click Adatum.com, click New, and then click Organizational Unit.  

4. In the Name text box, type A Datum Merger Team, and then click OK. 

5. In the Navigation pane, double-click Adatum.com and verify that you have a new OU called A 
Datum Merger Team.  

6. Close the Active Directory Users and Computers console by clicking the X in the top right corner 

 

Results: After this exercise, you will have created a new organizational unit (OU). 
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Exercise 3: Configuring Accounts 

  Task 1: Add user accounts 

1. Ensure you are still logged on to the 10967A-LON-SVR1 virtual machine  

2. In Server Manager click Tools and then select Active Directory Administrative Center 

3. Click Adatum (local) and click on A Datum Merger Team, point to New, and then click User. 

4. In the Create User: dialog box, in the First name box, type Christian. 

5. In the Last name box, type Kemp. 

6. In the User SamAccountName logon: name box, type Adatum\Christiank 

7. In the Password and Confirm password boxes, type Pa$$w0rd. 

8. In the Account expires: section ensure the Never radio button is selected 

9. In the password options section click the Other password options radio button and check the 
Password never expires checkbox  

10. Click OK 

11. In the Active Directory Administrative Center in the Windows PowerShell History section at the 
bottom of the console click the arrow on the right side to display the Windows PowerShell 
commands generated when creating the user  

12. Right-click in the Windows PowerShell commands and choose Select All then right-click and select 
Copy  

13. Open File Explorer and go to C:\ drive right click and select New and then Text Document 

14. Open the file and click paste to paste in the Windows PowerShell commands and save the txt file. 

15. Review the contents of the file to see how the new user was created.  

16. Rename the file text file Create User Account.ps1 

17. In Active Directory Administrative Center, right-click A Datum Merger Team, point to New, and 
then click User. 

18. As per earlier steps create a user with the following details 

• First name: Tony 

• Last name: Allen 

• UserSamAccountName logon: TonyA 

• Password: Pa$$w0rd 

• Account expires: Never 

• Password Options: Password never expires 

19. Click OK. 

20. In Active Directory Administrative Center, right-click A Datum Merger Team, point to New, and 
then click User. 

21. As per earlier steps create a user with the following details 

• First name: Pia 

• Last name: Lund 

• UserSamAccountName logon: PiaL 
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• Password: Pa$$w0rd 

• Account expires: Never 

• Password Options: Password never expires 

22. Click OK. 

  



L7-5 

  Task 2: Create groups 

1. In Active Directory Administrative Center, right-click A Datum Merger Team, point to New, and 
then click Group. 

2. In the Create Group: dialog box, create a group with the following characteristics 

• Group Name: Mergers and Acquisitions 

• Group scope: Global  

• Group type: Security  

3. Click OK. 

4. Again in the Active Directory Administrative Center, right-click A Datum Merger Team, point to 
New, and then click Group. 

5. In the Create Group: dialog box, create a group with the following characteristics 

• Group Name: Merger Team Management 

• Group scope: Global  

• Group type: Security  

6. Click OK. 

  Task 3: Add members to groups 

1. In Active Directory Administrative Center, double click on the A Datum Merger Team group 

2. Locate and then click on Christian Kemp. 

3. While pressing the Ctrl key, click Pia Lund and Tony Allen. 

4. Release the Ctrl key, right-click Tony Allen, and then click Add to group... 

5. In the Select Groups dialog box, in the Enter the object names to select (examples) text box, type 
Mergers and Acquisitions. 

6. Click Check Names, and then click OK. 

7. In the Active Directory Administrative Center and then A Datum Merger Team under Adatum 
(local), double-click Tony Allen. 

8. In the Tony Allen properties dialog box, click the Member Of tab. 

9. Click Add, and in the Member of section dialog box, in the Enter the object names to select 
(examples) text box, type Merger Team Management. 

10. Click Check Names, and then click OK. 

11. In the Tony Allen properties dialog box, click OK. 

  Task 4: Move a computer account 

1. In Active Directory Administrative Center, click Adatum (local)  and then locate and double click on 
Computers 

2. In the Results pane, right-click LON-CL1, and then click Move. 

3. In the Move dialog box, select A Datum Merger Team, and then click OK. 

4. In Active Directory Administrative Center click A Datum Merger Team and notice the presence of 
the LON-CL1 computer 
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  Task 5: Delegate control of the OU 

1. Still on 10967A-LON-SVR1 in Server Manager click on Tools then select Active Directory Users And 
Computers 

2. Locate then right-click A Datum Merger Team, and then Delegate Control… 

3. In the A Datum Merger Team properties dialog In the Delegation of Control Wizard, on the 
Welcome to the Delegation of Control Wizard page, click Next. 

4. On the Users or Groups page, click Add. 

5. In the Select Users, Computers, or Groups dialog box, in the Enter the object names to select 
(examples): box, type Merger Team Management, click Check Names, and then click OK. 

6. On the Users or Groups page, click Next. 

7. On the Tasks to Delegate page, select the Reset user passwords and force password change at 
next logon checkbox, and then click Next. 

8. Click Finish. 

 

Results: After this exercise, you will have created the necessary user accounts and groups, and moved the 
users’ computer accounts into the OU. 

  



L7-7 

Exercise 4: Creating a GPO 

  Task 1: Create a GPO 

1. Make sure that you are logged on to 10967A-LON-DC1 as ADATUM\Administrator with credentials 
Pa$$w0rd. 

2. In Server Manager, point to Tools, and then click Group Policy Management. 

3. Expand Forest: Adatum.com, expand Domains, and then expand Adatum.com. 

4. In the Navigation pane, right-click Group Policy Objects, and then click New. 

5. In the New GPO dialog box, in the Name box, type A Datum Merger Team GPO, and then click OK. 

6. Expand Group Policy Objects, right-click A Datum Merger Team GPO, and then click Edit. 

7. In the Group Policy Management Editor, expand User Configuration, expand Policies, expand 
Windows Settings, and then click Scripts (Logon/Logoff). 

8. In the Results pane, double-click Logon. 

9. In the Logon Properties dialog box, click Add. 

10. In the Add a Script dialog box, click Browse. 

11. In the Browse dialog box, right-click the No items match your search box, click New, and then click 
Text Document. 

12. Highlight the whole file name, including the file name extension, and type logon.vbs. Then press 
Enter. 

13. If you are prompted, in the Rename dialog box, click Yes. 

14. Right-click logon.vbs, and then click Edit. 

15. If you are prompted, in the Open File – Security Warning dialog box, click Open. 

16. In Notepad, type msgbox “Welcome to the A Datum Merger Team”. 

17. Click File, and then click Save. 

18. Close Notepad. 
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19. In the Browse dialog box, click Open. 

20. Make sure that the Script Name is logon.vbs.  

21. In the Add a Script box, click OK. 

22. In the Logon Properties dialog box, click OK. 

23. Close the Group Policy Management Editor. 

  Task 2: Link a GPO 

1. In the Group Policy Management console, in the Navigation pane, expand Adatum.com, right-click 
A Datum Merger Team, and then select Link an Existing GPO. 

2. In the Select GPO dialog box, in the Group Policy objects list, click A Datum Merger Team GPO, 
and then click OK.  

  Task 3: Test a GPO 

1. Switch to 10967A-LON-CL1 and log off.  

2. Log on by using the following credentials: 

• User name: Tonya 

• Password: Pa$$w0rd 

• Domain: Adatum 

3. Make sure that the logon script runs. 

Note: It may be default display the Start menu items after logon and you may have to select desktop to 
be able to view the logon script. 

  Task 4: Revert the lab machines 

When you have completed the lab, revert the virtual machines back to their initial state. To do this, 
complete the following steps: 

1. On the host computer, start Hyper-V Manager.  

2. In the Virtual Machines list, right-click 10967A-LON-CL1, and then click Revert. 

3. In the Revert Virtual Machine dialog box, click Revert. 

4. Repeat steps 2 and 3 for 10967A-LON-SVR1, and 10967A-LON-DC1. 

 

Results: After this exercise, you will have created a Group Policy Object (GPO) and linked it to the A 
Datum Merger Team OU. 
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Module8: Implementing IT Security Layers 

Lab: Implementing IT Security Layers 
Exercise 1: Implementing Physical Security 

  Task 1: Read the supporting documentation 

1. Read email and the Incident Record to determine the possible problem causes. 

2. Read the A. Datum Network Security Policy – Laptops document to determine if you must enforce 
any changes at the branch based on corporate policies. 

  Task 2: Complete the incident record 

1. Complete the Resolution section of the Incident Report by answering these questions.  

2. What security policies apply to the branch office laptops as defined in the A. Datum Network Security 
Policy – Laptops document?  

Answer: All the policies apply. 

3. What security concerns do you have about the branch offices?  

Answer: If users can take their laptops home, this raises several security issues. First, the users are 
connecting to unmanaged networks (at home or possibly elsewhere) and then reconnecting to the 
corporate network. Second, the laptops are at risk of being lost or stolen.  

Where branches have no dedicated room for servers, the servers are at risk of being physically damaged 
and possibly stolen. 

External contract staff might intentionally or unintentionally introduce malicious code into the corporate 
network through the research department branch networks.  

Use of removable storage devices by users might result in data compromise. Users might introduce, 
unintentionally or otherwise, malicious code that might damage data.  

4. How would you address the concerns you might have about laptop use? 

Answer: By implementing Network Access Protection (NAP), users can move their computers between 
various networks while maintaining the health integrity of the corporate network. Specifically, NAP 
isolates computers that do not meet health criteria.  

Implement Encrypting File System (EFS) and Windows® BitLocker® Drive Encryption on laptop; in the 
event the laptops are lost or stolen, the data on them would not be compromised. 

5. How would you address the concerns you might have about the lack of dedicated server rooms? 

Answer: Put the servers in a location that is least likely to result in their accidental damage.  

If theft is a possibility, first make sure that the servers are physically secure. Then implement BitLocker 
Drive Encryption on all servers.  

Additionally, where domain controllers are placed in branches, if they are not physically secured and the 
branches contain servers that can work with read-only domain controllers (RODCs ), such as Microsoft® 
Exchange Server, implement RODC. 

6. How would you address the concerns you might have about contractor computer use? 

Answer: Implement NAP to make sure that only computers that meet the network health requirements 
can connect.  

Use access control to make sure that visitors can only access files and folders that they have been granted 
permissions on; make sure that you assign permissions sparingly. 

7. How would you address the concerns you might have about removable storage devices? 

Answer: Use Group Policy Object (GPO) to restrict the kind of device that users can use. If you can block 
all use of external universal serial bus (USB) storage devices. 

8. Complete the following resolution section with a summary of your proposals. 
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Answers: 

• Enable and configure BitLocker and EFS on portable computers. 

• Enable and configure BitLocker on servers. 

• Deploy only RODCs to branches, not writable domain controllers (DCs). 

• Implement NAP. 

• Implement GPO to restrict USB storage device usage. 

• Configure restrictive file permissions. 

 

Results: After this exercise, you should have completed the incident record. 
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Exercise 2: Configuring Security Settings in Windows® Internet Explorer® 

  Task 1: Verify the current Internet Explorer security settings 

1. Make sure that you are logged on to the 10967A-LON-DC1 virtual machine with user account 
ADATUM\Administrator and password Pa$$w0rd.  

2. Go to the Start page and open Internet Explorer  

3. Right-click beside the tabs at the top of the Internet Explorer window, select the Menu bar, click 
Tools, and then click Internet Options. 

4. In the Internet Options dialog box, click the Security tab. 

5. In the Select a zone to view or change security settings list, click Local intranet. 

6. What is the current security level for this zone? 

Answer: Medium-low. 

  Task 2: Change the Intranet Zone security settings 

1. Under Security level for this zone, move the slider to High. 

2. Select the Enable Protected Mode (requires restarting Internet Explorer) check box, and then 
click OK. 

  Task 3: Test the security settings 

1. Open Internet Explorer. 

2. Right-click beside the tabs at the top of the Internet Explorer window and select Status bar 

3. Repeat Step 2 for the Menu bar and Command bar 

4. In the Address bar, type http://lon-dc1/intranet, and then press Enter. 

5. Right-click on the A. Datum Intranet Home Page and choose Properties. 

6. What security zone is this website listed as being in?  

Answer: Internet. 

7. Is protected mode turned on or off for this website?  

Answer: Off 

8. Click OK to close the Properties dialog. 

9. On the A. Datum Intranet Home page, click Current Projects. 

10. If you receive a warning message prompting you to add the web site to your trusted zones click 
Close. 

11. Read the Information Bar at the bottom of the screen. What is the problem?  

Answer: An add-on for this website failed to run.  

12. Click Tools, and then click Manage Add-ons. 

13. Can you see a Tabular Data Control Add-on?  

Answer: No.  

14. What is the default search provider? 

Answer: Bing 
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15. Click on Bing and examine the options that are available. 

16. In the Manage Add-ons dialog box, click Close. 

17. Close the A. Datum Projects webpage.  

  Task 4: Add the website to the Trusted Sites list 

1. On the A. Datum Intranet Home page, click Tools, and then click Internet Options. 

2. In the Internet Options dialog box, click the Security tab. 

3. In the Select a zone to view or change security settings list, click Trusted sites. 

4. What is the current security level for this zone?  

Answer: Medium.  

5. Click Sites. 

6. In the Trusted sites dialog box, clear the Require server verification (https:) for all sites in this 
zone check box, click Add, and then click Close. 

7. In the Internet Options dialog box, click OK. 

8. In the Address bar, type http://lon-dc1/intranet, and then press Enter. 

9. Right-click on the A. Datum Intranet Home Page and choose Properties. 

10. What security zone is this website listed as being in now?  

Answer: Trusted sites. 

  Task 5: Test the security zone change 

1. On the A. Datum Intranet home page, click Current Projects. 

2. Did the projects list populate?  

Answer: Yes. 

3. Click Tools, and then click Manage Add-ons. 

4. Can you see a Tabular Data Control Add-on?  

Answer: Yes.  

5. In the Manage Add-ons dialog box, click Close. 

6. Close the A. Datum Projects webpage.  

7. Close the A. Datum Intranet home page. 

8. Open Internet Explorer , click Tools and then select ActiveX Filtering 

9. Go to www.microsoft.com 

10. Notice a blue circle with a line through the middle now present in the address bar. Click on this icon.  

11. A message appears stating that some content is filtered on this site and you have the option to Turn 
off ActiveX Filtering. 

12. Click the Turn off ActiveX Filtering button 

13. Click on the blue circular icon in the address bar again and notice the message now states No 
content is filtered on this site. 

14. Click Tools, then click Manage Add-ons, examine the various Add-on Types, and then click Close 
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  Task 6: View Security Report 

1. Go to the Website https://www.microsoft.com 

2. Notice the presence of a lock icon now appearing in the address bar 

3. Click the lock icon 

4. A website identification dialog appears which contains information about the identity of the website 
and who if anyone has identified the site if the site has a certificate. You can also view the certificate 

  Task 7: Revert the lab machines 

When you have completed the lab, revert the virtual machines back to their initial state. To do this, 
complete the following steps: 

1. On the host computer, start Hyper-V® Manager.  

2. In the Virtual Machines list, right-click 10967A-LON-DC1, and then click Revert. 

3. In the Revert Virtual Machine dialog box, click Revert. 

 

Results: After this exercise, you should have modified Internet Explorer security settings. 
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Module9: Implementing Security in Windows Server 

Lab: Implementing Security in Windows 
Server 
Exercise 1: Configuring a Fine Grained Password Policy 

  Task 1: Create a shadow security group for the Research group 

1. Ensure you are logged on to 10967A-LON-DC1 with username ADATUM\Administrator and 
password Pa$$w0rd 

2. Open Server Manager navigate to Tools and select Active directory Administrative Center 

3. Right click Adatum (local), select New, and then select Group 

4. In the Create Group: dialog enter Research Shadow Group and ensure the 

• Group type: = Security  

• Group scope: = Global 

5. Click OK 

6. Double-click on the Research group and view all the members. 

7. Select all the members within the Research group by clicking the first name in the list, pressing the 
Shift button, then scrolling down and clicking the last name in the list.  

8. Ensure all the members are highlighted then select Add to Group 

9. In the Select Groups in the Enter the object names to select (examples): section type Research, and 
then click Check Names 

10. In the Multiple Names Found dialog select Research Shadow Group and click OK twice. 

11. In the Active Directory Domain Services dialog box, click OK 

12. Open the Research Shadow Group and view the Members to ensure all members have been added 
successfully. 

  Task 2: Create a fine-grained password policy and apply it to the Research group 

1. Ensure you are logged on to 10967A-LON-DC1 with username ADATUM\Administrator and 
password Pa$$w0rd 

2. Open Server Manager go to Tools and select Active directory Administrative Center 

3. Click Adatum (local), double-click on System, and then double-click the Password Settings 
Container 

4. In the Password Settings container area right-click and select New the Password settings 

5. In the Create Password Settings: dialog enter the following settings 

• Name: Research Password Policy 

• Precedence: 1 

• Minimum password length  (characters): 10 

• Number of passwords remembered: 20 

• Password must meet complexity requirements: Yes 



L9-2 Fundamentals of a Windows Server Infrastructure 

• User cannot change the password within (days): 1 

• Users must change the password after (days): 30 

• Protect from accidental deletion: Yes 

6. In the Directly Applies To section click  Add and in the in the Select Users or Groups dialog in the 
Enter the object names to select (examples): section type Research, then click Check Names, Research 
Shadow Group should appear and then click OK 

7. Click OK to close the Create Password Settings dialog. 

  Task 3: Verify new user password policy settings 

1. Sign in to the 10967A-LON-CL1 with username ADATUM\Maxim and password Pa$$w0rd 

Note: ADATUM\Maxim is a member of the Research group 

2. When logged in send a Ctrl+Alt+Del to the virtual machine to get the option to change password 

3. Select Change a password  

4. On the change a password screen enter Max’s current password = Pa$$w0rd 

5. Now attempt to create a new password = password 

You receive a message saying ”Unable to update the password/The value provided for the new password 
does not meet the length, complexity, or history requirements of the domain” 

6. Now attempt to create a different new password = Pa$$w0rd1 

Again you receive a message saying ”Unable to update the password/The value provided for the new 
password does not meet the length, complexity, or history requirements of the domain” 

7. Now attempt to create another more complex different new password = Pa$$w0rd012 

The password is accepted as it is greater than the 10 character limit you specified in the fine grained 
password policy and meets the complexity requirements.  

8. Now log into 10967A-LON-CL1 with user name ADATUM\Franz and password Pa$$w0rd 

Note: ADATUM\Franz is a member of the Sales group 

9. When logged in send a Ctrl+Alt+Del to the virtual machine to get the option to change password 

10. Select Change a password  

11. On the Change a password screen press Enter  

Franz’s current password = Pa$$w0rd 

12. Now Attempt to create a new password = Pa$$w0rd1 

You are successful and the password is changed. It meets the complexity requirements and because Franz 
is not a member of the Research group he is not required to have a minimum password length of 10 
characters, thus the 9 characters he entered is sufficient.  

 

Results: After this exercise, you should have configured Password and Account Lockout settings in 
Account Policies. 
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Exercise 2: Securing NTFS Files and Folders 

  Task 1: Create the C:\Research folder structure 

1. Ensure you are logged on to 10967A-LON-SVR1 with username ADATUM\Administrator and 
password Pa$$w0rd 

2. Click Computer, double-click Local Disk (C:), and then on the top toolbar, click New folder icon. 

3. Type Research in the folder name box, and then press Enter. 

4. Double-click the Research folder. 

5. On the toolbar, click New folder. 

6. Type Classified in the folder name box, and then press Enter. 

7. On the toolbar, click New folder. 

8. Type Projects in the folder name box, and then press Enter. 

  Task 2: Assign appropriate NTFS file and folder permissions to the folder structure 

1. Click the Back button. Then right-click the Research folder, and click Properties. 

2. In the Research Properties dialog box, click the Security tab, and then click Advanced. 

3. Click the Disable inheritance button. 

4. In the Block Inheritance window, click Convert inherited permissions into explicit permissions 
on this object. 

5. Click OK, to close the Advanced Security Settings for Research window. 

6. In the Research Properties dialog box, on the Security tab, click Edit. 

7. Select Users (LON-SVR1\Users), and then click Remove.  

8. In the Permissions for Research dialog box, click Add. 

9. In the Select Users or Groups dialog box, in the Enter the object names to select (examples) box, 
type Adatum\Research, click Check Names. 

10. In the Multiple Names Found dialog select Research and then click OK and click OK again. 

11. In the Group or user names box, click Research (ADATUM\Research). 

12. In the Permissions for Research dialog box, next to Full Control, select the Allow check box, and 
then click OK. 

13. In the Research Properties window, click OK. 

14. Double-click the Research folder, right-click the Classified folder, and then click Properties. 

15. In the Classified Properties dialog box, on the Security tab, click Advanced. 

16. In the Advanced Security Settings for Classified dialog box, click the Disable inheritance button. 

17. In the Block Inheritance dialog box, select Convert inherited permissions into explicit 
permissions for this object. 

    Note: Clicking the Remove All Inherited Permissions From This Object selection removes all 
NTFS permissions for the folder, including your permissions as administrator. This prohibits you 
from making any changes to the folder, including assigning permissions.  
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18. In the Advanced Security Settings for Classified dialog box, click OK. 

19. In the Classified Properties dialog box, on the Security tab, click Edit. 

20. In the Permissions for Classified dialog box, in the Group or user names box, click Research 
(ADATUM\Research), and then click the Remove button. 

21. In the Permission for Classified dialog box, click Add.  

22. In the Select Users, Computers, Service Accounts, or Groups dialog box, in the Enter the object 
names to select (examples) box, type ADATUM\Allie, click Check Names, and then click OK. 

23. In the Group or user names box, click Allie Bellew (ADATUM\Allie). 

24. In the Permissions for Allie Bellew section, next to Full Control, select the Allow check box, and 
then click OK. 

25. In the Classified Properties window, click OK. 

  Task 3: Share the C:\Research folder on the network and set appropriate shared 
folder permissions 

1. Click the Back button. Then right-click the Research folder, and click Properties. 

2. In the Research Properties dialog box, click the Sharing tab, and then click Advanced Sharing. 

3. Click the Share this folder check box, leave the Share name as Research, and then click the 
Permissions button. 

4. In the Permissions for Research dialog box, in the Group or user names box, click Everyone, and 
then click the Remove button. 

5. In the Permissions for Research dialog box, click Add. 

6. In the Select Users or Groups dialog box, in the Enter the object names to select (examples) box, 
type Adatum\Research, click Check Names 

7. In the Multiple Names Found dialog select Research and then click OK and click OK again. 

8. In the Group or user names box, click Research (ADATUM\Research).  

9. In the Permissions for Research dialog box, next to Full Control, select the Allow check box, and 
then click OK. 

10. In the Advanced Sharing dialog box, click OK. 

11. In the Research Properties dialog box, click Close. 

12. Close File Explorer. 

  Task 4: Test access to C:\Research folders 

1. Log on to the 10967A-LON-CL1 with username ADATUM\Bill and password Pa$$w0rd 

Note: ADATUM\Bill is a member of the Manager group. He is not a member of the Research group 

2. Hover the mouse over the lower left corner and when the start menu appears right-click then go to 
the Run command 

3. Enter \\LON-SVR1 and press Enter 

4. Once connected, double-click on the folder share Research 

5. Does ADATUM\Bill have access to the Research folder? 

Answer: No. ADATUM\Bill is not a member of the Research group.  
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6. Sign out as Bill.  

7. Log on as ADATUM\Olivier with password Pa$$w0rd. 

8. Does ADATUM\Olivier have access to the Research\Projects folders 

Answer: Yes. ADATUM\Olivier is a member of the Research group.  

9. Does ADATUM\Olivier have access to the Research\Classified folder? 

Answer: No. The Classified folder is restricted to only allow Allie Bellew access. 

10. Sign out as Olivier.  

11. Log on as ADATUM\Allie with password Pa$$word. 

12. Does ADATUM\Allie have access to the Research\Projects folder? 

Answer: Yes.  

13. Does ADATUM\Allie have access to the Research\Classified folder? 

Answer: Yes.  

 

Results: After this exercise, you should have secured NTFS and shared folders. 
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Exercise 3: Encrypting Files and Folders 

  Task 1: Encrypt files and folders by using EFS 

1. Ensure you are logged on to 10967A-LON-SVR1 with username ADATUM\Administrator and 
password Pa$$w0rd 

2. On the desktop, click File Explorer on the bottom toolbar, click Computer, and then double-click 
Local Disk (C:). 

3. In the right pane, double-click the Research folder. 

4. In the right pane, double-click the Classified folder. 

5. In the right pane, right-click, point to New, and then click Text Document. 

6. Rename the New Text Document file as Personal. 

7. In the left column, double-click Local Disk (C:), and then click the Research folder. 

8. In the right column, right-click the Classified folder, and then click Properties. 

9. In the Classified Properties dialog box, on the General tab click the Advanced button. 

10. In the Advanced Attributes dialog box, select the Encrypt contents to secure data check box, and 
then click OK. 

11. In the Classified Properties dialog box, click OK. 

12. In the Confirm Attribute Changes message box, ensure that Apply changes to this folder, 
subfolders and files is selected, and then click OK. 

Note: If you receive an error saying cannot access the file you can click ignore and continue 

13. Ensure the Personal.txt filename now displays in Green  text. This indicates it has been encrypted. 

14. Verify you can double-click the Personal.txt file and view the contents successfully. 

15. Close File Explorer, and then sign out of 10967A-LON-SVR1. 

  Task 2: Confirm that files are encrypted 

1. Sign in to 10967A-LON-SVR1 with user name ADATUM\Olivier and password Pa$$w0rd  

2. On the desktop, click File Explorer, click Computer, and then double-click Local Disk (C:). 

3. In the right pane, double-click the Research folder. 

4. In the right pane, double-click the Classified folder, click Continue, and then type the Administrator 
Pa$$w0rd in the User Account Control dialog box. 

5. In the right pane, notice that the file is green, double-click Personal, and confirm that a message box 
appears that informs you that Access is denied. Then click OK. 

6. Close Notepad. 

7. Close File Explorer and sign out of 10967A-LON-SVR3. 

  Task 3: Decrypt files and folders 

1. Log on to 10967A-LON-SVR1 as ADATUM\Administrator with a password of Pa$$w0rd. 

2. On the desktop, click the File Explorer icon, click Computer, and then double-click Local Disk (C:). 

3. In the right pane, double-click the Research folder. 

4. In the right pane, right-click the Classified folder, and then click Properties. 
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5. In the Classified Properties dialog box, click the Advanced button. 

6. In the Advanced Attributes dialog box, clear the Encrypt contents to secure data check box, and 
then click OK. 

7. In the Classified Properties dialog box, click OK. 

8. In the Confirm Attribute Changes message box, ensure that Apply changes to this folder, 
subfolders and files is selected, and then click OK. 

9. Close File Explorer. 

  Task 4: Revert the lab machines 

When you have completed the lab, revert the virtual machines back to their initial state. To do this, 
complete the following steps: 

1. On the host computer, start Hyper-V® Manager.  

2. In the Virtual Machines list, right-click 10967A-LON-SVR1, and then click Revert. 

3. In the Revert Virtual Machine dialog box, click Revert. 

Repeat steps 2 and 3 for 10967A-LON-DC1 and 10967A-LON-CL1. 

 

Results: After this exercise, you should have encrypted and decrypted files and folders by using 
Encrypting File System (EFS). 
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Module10: Implementing Network Security 

Lab: Implementing Network Security 
Exercise 1: Configuring Windows Firewall with Advanced Security 

  Task 1: Turn off Website caching and verify connectivity to World Wide Web service 

1. Ensure you are signed on to 10967A-LON-CL1 with user name ADATUM\Administrator and 
password Pa$$w0rd 

2. Open Internet Explorer and click on the wheel icon in the top right side, then select Internet 
Options 

3. In the Internet Options dialog on the General tab go to Browsing History section then click on 
Settings 

4. Go to the Caches and databases tab and uncheck the Allow website caches and databases 
checkbox, then click OK  

5. On the General tab in Internet Options, check the Delete browsing history on exit checkbox and 
then click on the Delete… button. 

6. Check all checkboxes in the Delete Browsing History dialog and click Delete 

Notice the presence of the “Internet Explorer has finished deleting the selected browsing history” message 
in Internet Explorer window 

7. Click OK on the Internet Options dialog 

8. Close Internet Explorer 

9. Open Internet Explorer again and in the address bar type http://LON-DC1/Intranet 

10. Are you able to connect? 

Answer:  Yes, by default you are able to connect to the URL.   

11. Close Internet Explorer. 

  Task 2: Configure a new firewall rule to block access to the World Wide Web service 

1. Switch virtual machines and ensure you are signed on to 10967A-LON-DC1 with user name 
ADATUM\Administrator and password Pa$$w0rd 

2. In Server Manager click on Tools the select Windows Firewall with Advanced Security 

3. In Windows Firewall with Advanced Security, in the navigation pane, click Inbound Rules. 

4. Right-click Inbound Rules and then click New Rule. 

5. In the New Inbound Rule Wizard, on the Rule Type page, click Predefined:  

6. In the drop down box select World Wide Web Services (HTTP) and then click Next. 

7. On the Predefined Rules page in the Rules: section check the World Wide Web Services (HTTP 
Traffic-In) checkbox, scroll across the rule and understand the settings that are configured and click 
Next. 

8. On the Action page click Block the connection and click Finish. 

9. In the Windows Firewall with Advanced security management console in the Inbound Rules pane 
click on the Name column to sort the rules by name then locate the Inbound rule you just 
configured. It should have a red circle with a line through it.  
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10. Double click on the rule and verify the settings in the tabs represent what you configured. Click OK 
once you are finished. 

  Task 3: Test World Wide Web service Access 

1. Ensure you are signed on to 10967A-LON-CL1 with user name ADATUM\Administrator and 
password Pa$$w0rd 

2. Open Internet Explorer and in the address bar type http://LON-DC1/Intranet 

3. Are you able to connect? 

Answer: No, you are unable to connect to the URL and view the company Intranet site. You receive a 
message stating “This page can’t be displayed” 

4. Close Internet Explorer. 

  Task 4: Allow access to the World Wide Web service 

1. Switch virtual machines and ensure you are signed on to 10967A-LON-DC1 with user name 
ADATUM\Administrator and password Pa$$w0rd 

2. In Server Manager click on Tools the select Windows Firewall with Advanced Security 

3. In Windows Firewall with Advanced Security, in the navigation pane, click Inbound Rules. 

4. Locate the World Wide Web Services (HTTP Traffic-In) rule that you configured earlier right-click 
it and select properties 

5. On the General tab in the Action section click Allow the connection then click OK 

Notice the icon changes to a green circle with a white tick in the middle now. 

  Task 5: Verify Web Wide Web access has been restored 

1. Switch virtual machines again and ensure you are signed on to 10967A-LON-CL1 with user name 
ADATUM\Administrator and password Pa$$w0rd 

2. Open Internet Explorer and in the address bar type http://LON-DC1/Intranet 

3. Are you able to connect? 

Answer: Yes, you are able to connect to the URL as was originally the case 

 

Results: After this exercise, you should have created and tested an inbound firewall rule to control access 
to the world wide web service. 
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Exercise 2: Create a Server to Server Connection Security Rule 

  Task 1: Enable ICMPv4 traffic 

1. Ensure you are logged on to the 10967A-LON-DC1 virtual machine with username 
ADATUM\Administrator and password Pa$$w0rd 

2. In Server Manager go to Tools then select Windows Firewall with Advanced Security 

3. Right-click Inbound Rules and then click New Rule. 

4. In the New Inbound Rule Wizard dialog box, click Custom, and then click Next. 

5. On the Programs page, click Next. 

6. On the Protocols and Ports page, in the Protocol type list, click ICMPv4 and then click Next. 

7. On the Scope page, click Next. 

8. On the Action page, click Allow the connection if it is secure, and then click Next. 

9. On the Users page, click Next. 

10. On the Computers page, click Next. 

11. On the Profile page, click Next 

12. On the Name page, in the Name box, type ICMPv4 allowed and then click Finish 

  Task 2: Create a Server to Server Connection Security rule 

1. Still on 10967A-LON-DC1 

2. Right-click Connection Security Rules and then click New Rule. 

3. In the New Connection Security Rule Wizard, click Server-to-Server and then click Next. 

4. On the Endpoints page, click Next. 

5. On the Requirements page, click Request authentication for inbound and outbound 
connections and then click Next. 

6. On the Authentication Method page, click Advanced, and then click Customize. 

7. In the Customize Advanced Authentication Methods dialog box, under First authentication, click 
Add. 

8. In the Add First Authentication Method dialog box, click Preshared Key, type secret and then click 
OK. 

9. In the Customize Advanced Authentication Methods dialog box, click OK. 

10. On the Authentication Method page, click Next.  

11. On the Profile page, click Next. 

12. On the Name page, in the Name box, type A Datum-Server-to-Server and click Finish. 

  Task 3: Create a Server to Server Connection Security rule on a member server 

1. Switch to 10967A-LON-SVR1 and ensure you are logged on as ADATUM\Administrator with 
password Pa$$w0rd 

2. In Server Manager go to Tools then select Windows Firewall with Advanced Security  

3. Right-click Connection Security Rules and then click New Rule. 

4. In the New Connection Security Rule Wizard, click Server-to-Server and then click Next. 
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5. On the Endpoints page, click Next. 

6. On the Requirements page, click Require authentication for inbound and outbound connections 
and then click Next. 

7. On the Authentication Method page, click Advanced, and then click Customize. 

8. In the Customize Advanced Authentication Methods dialog box, under First authentication, click 
Add. 

9. In the Add First Authentication Method dialog box, click Preshared Key, type secret and then click 
OK. 

10. In the Customize Advanced Authentication Methods dialog box, click OK. 

11. On the Authentication Method page, click Next.  

12. On the Profile page, click Next. 

13. On the Name page, in the Name box, type A Datum-Server-to-Server and click Finish. 

  Task 4: Verify the Server to Server Connection Security rule 

1. Still on 10967A-LON-SVR1 

2. Open a Command Prompt with Administrative privileges.  

3. At the Command Prompt, type ping LON-DC1 and press Enter. 

4. Switch to Windows Firewall with Advanced Security. 

5. Expand Monitoring, expand Security Associations, and then click Main Mode. 

6. In the right-pane, double-click the listed item. 

7. View the information in Main Mode, and then click OK. 

8. Click Quick Mode.  

9. In the right-pane, double-click the listed item. 

10. View the information in Quick Mode, and then click OK. 

  Task 5: Revert the lab machines 

When you have completed the lab, revert the virtual machines back to their initial state. To do this, 
complete the following steps: 

1. On the host computer, start Hyper-V® Manager.  

2. In the Virtual Machines list, right-click 10967A-LON-CL1, and then click Revert. 

3. In the Revert Virtual Machine dialog box, click Revert. 

Repeat steps 2 and 3 for 10967A-LON-SVR1 and 10967A-LON-DC1. 

 

Results: After completing this exercise you will have created a server to server connection security rule 
and validated the secure nature of the communication between the two servers 
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Module11: Implementing Security Software 

Lab: Implementing Security Software 
Exercise 1: Create and Enforce an AppLocker Rule 

  Task 1: Create a Group Policy Object to apply an AppLocker rule in the domain 

1. Ensure you are logged on to 10967A-LON-DC1 with user name ADATUM\Administrator and 
password Pa$$w0rd 

2. On LON-DC1, in Server Manager, click Tools, and then select Group Policy Management.  

3. Expand Forest: Adatum.com, expand Domains, expand Adatum.com, right-click Group Policy 
Objects, and then click New. 

4. Name the new GPO SQLSysClrTypes Restriction Policy, and then click OK. 

  Task 2: Create Windows Installer rule to block the installation of the .msi file 

1. In the Group Policy Management Console, expand Group Policy Objects, right-click the Group 
Policy Object SQLSysClrTypes Restriction Policy, and then click Edit. 

2. In the Group Policy Management Editor, expand Computer Configuration, expand Policies, expand 
Windows Settings, expand Security Settings, expand Application Control Policies, and then 
double-click AppLocker. 

3. Click Windows Installer Rules, right-click Windows Installer, and then select Create New Rule 

4. On the Before you Begin page click Next 

5. Permissions page, select Deny, Notice that the rule could be restricted to a specific user or group, 
and then click Next. 

6. On the Conditions page, select Publisher, and then click Next. 

7. Click Browse and navigate to E:\Mod11\LabFiles\ SQLSysClrTypes.msi- and then click Open. 

8. Notice the text explaining the slider usage at the top of the page, and then click Next. 

9. On the Exceptions page, click Next 

10.  On the Name and description page, click Create. 

11. Click Yes if you are prompted to create default rules. 

  Task 3: Configure Windows Installer rule enforcement to be audit only 

1. Click AppLocker, and then click Configure rule enforcement. 

2. Under Windows Installer Rules, select the Configured check box, click Audit Only, and then click 
OK. 

  Task 4: Configure the Application Identity service to automatically start 

    Note: Before you can enforce AppLocker policies, you must start the Application Identity 
service. 

1. In the Group Policy Management Editor, expand Computer Configuration, expand Windows 
Settings, expand Security Settings, click System Services, and then double-click Application 
Identity. 
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2. In the Application Identity Properties dialog box, select the Define this policy setting check box. 

3. Select Automatic under Select service startup mode, and then click OK. 

4. Close Group Policy Management Editor. 

  Task 5: Apply the AppLocker rule to the domain’s Group Policy 

1. In the Group Policy Management Console window, drag the SQLSysClrTypes Restriction Policy 
GPO over the Adatum.com domain container. 

2. Click OK to link the GPO to the domain. 

3. Close the Group Policy Management console. 

4. Open a Command Prompt window, type gpupdate /force, and then press Enter. Wait for the policy 
to be updated. 

    Note: Alternatively you can open a Windows PowerShell console, import the GroupPolicy 
module by running the command Import-module GroupPolicy and then running the cmdlet 
Invoke-GPUpdate  

5. Switch to 10967A-LON-CL1 sign out as ADATUM\Administrator if need be and sign in as 
ADATUM\Allie with a password of Pa$$w0rd. 

6. Open a Command Prompt window, type gpupdate /force, and then press Enter. Wait for the policy 
to be updated. 

  Task 6: Run the Windows Installer and verify the audited result in Event Viewer 

1. Hover the mouse over the lower left corner of the desktop and when the Start menu appears right-
click and go to Run 

2. In the Run dialog type \\LON-DC1\E$  and press OK 

3. In the Windows Security dialog box sign in to the ADATUM domain as Administrator with password 
Pa$$w0rd, and then click OK.  

4. Go to \\LON-DC1\E$\Mod11\Labfiles\  

5. Right-click SQLSysClrTypes.msi and select Install 

6. Complete the installation of the Windows Installer.  

If prompted for credentials during the installation by User Account Control dialog enter user name 
Administrator and password Pa$$w0rd 

7. Open Control Panel, the select System and Security and Administrative Tools, then double-click 
Event Viewer 

8. Go to Applications and Services Logs\Microsoft\Windows\Applocker\MSI and Script and view the 
events that are present  

9. What is the Event ID for audited blocked installations of Windows Installer files? 

Answer: The Event ID is 8006 

    Note: Notice the presence of the 8006 Event IDs and the descriptive text saying 
“…SQLSYSSLRTypes.msi was allowed to run but would have been prevented from running if the 
AppLocker policy were enforced.” 
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10. Note Also, if the event does not appear for you in Event Viewer, you should restart the Application 
Identity service on 10967A-LON-DC1 and try again. 

  Task 7: Enforce the blocking of the Windows Installer 

1. Switch to the 10967A-LON-DC1 virtual machine 

2. In Server Manager, click Tools, and then select Group Policy Management 

3. In the Group Policy Management Console, expand Domains then Adatum.com and underneath 
Adatum.com right-click the SQLSysClrTypes Restriction Policy, and then click Edit. 

4. In the Group Policy Management Editor, expand Computer Configuration, expand Policies, expand 
Windows Settings, expand Security Settings, expand Application Control Policies, and then 
double-click AppLocker 

5. Click AppLocker, and then click Configure rule enforcement. 

6. Under Windows Installer Rules, ensure the Configured checkbox is still selected, select Enforce 
Rules from the drop down box, and then click OK. 

7. Open a Command Prompt window, type gpupdate /force, and then press Enter.  

8. Wait for the policy to be updated  

  Task 8: Run the Windows Installer file and verify the application is blocked 

1. Switch to 10967A-LON-CL1 sign off as ADATUM\Administrator if need be and sign in as 
ADATUM\Allie with a password of Pa$$w0rd. 

2. Open a Command Prompt window, type gpupdate /force, then press Enter and wait for the policy 
to be updated. 

3. Hover the mouse over the lower left corner of the desktop and when the Start menu displays right-
click and go to Run 

4. In the Run dialog type \\LON-DC1\E$  and press OK 

5. Go to \\LON-DC1\E$\Mod11\Labfiles\  

6. Right-click SQLSysClrTypes.msi, select UnInstall and remove the software from the system that was 
installed as part of the earlier task.  

7. When uninstalled, right-click SQLSysClrTypes.msi, and then select Install  

8. Notice the Windows Installer message, “The system administrator has set policies to prevent this 
installation. Click OK.  

 

Results: After this exercise, you will have created an AppLocker rule to block the installation of a particular 
Windows Installer package. You will have tested the rule before implementing the AppLocker rule in your 
production environment and you will have applied that AppLocker rule using Group Policy across the A 
Datum domain. 
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Exercise 2: Use the Security Configuration Wizard 

  Task 1: Create a security policy 

1. Ensure you are logged on to 10967A-LON-DC1 with user name ADATUM\Administrator and 
password Pa$$w0rd 

2. In Server Manager, click Tools, and then click the Security Configuration Wizard. 

3. On the Welcome to the Security Configuration Wizard page, click Next. 

4. On the Configuration Action page, select Create a new security policy, and then click Next. 

5. On the Select Server page, accept the default server name, LON-DC1, and then click Next. 

6. On the Processing Security Configuration Database page, you can click View Configuration 
Database and explore the configuration that was discovered on LON-DC1. 

If you receive a Windows Security Warning regarding an ActiveX control, click Yes to allow the 
interaction. 

7. Click Next. 

8. On the Role-Based Service Configuration section introduction page, click Next. 

9. On the Select Server Roles page, you can explore the settings that were discovered on 10967A-
LON-DC1, but do not change any settings. Click Next. 

10. On the Select Client Features page, you can explore the settings that were discovered on 10967A-
LON-DC1, but do not change any settings. Click Next. 

11. On the Select Administration and Other Options page, you can explore the settings that were 
discovered on 10967A-LON-DC1, but do not change any settings. Click Next. 

12. On the Select Additional Services page, you can explore the settings that were discovered on 
10967A-LON-DC1, but do not change any settings. Click Next. 

13. On the Handling Unspecified Services page, do not change the default setting: Do not change the 
startup mode of the service. Click Next. 

14. On the Confirm Service Changes page, in the View list, select All services. 

15. Examine the settings in the Current Startup Mode column, which reflect service startup modes on 
10967A-LON-DC1, and compare them to the settings specified in the Policy Startup Mode column. 

16. In the View list, select Changed services. 

17. Click Next. 

18. On the Network Security section introduction page, click Next. 

19. On the Network Security Rules page, you can examine the firewall rules derived from the 
configuration of 10967A-LON-DC1. Do not change any settings. Click Next. 

20. On the Registry Settings section introduction page, click Next. 

21. On each page of the Registry Settings section, examine the settings, but do not change any of them, 
then click Next.  

22. Continue to click Next at each page until you the Registry Settings Summary page appears, 
examine the settings and then click Next. 

23. On the Audit Policy section introduction page, click Next. 

24. On the System Audit Policy page, examine but do not change the settings. Click Next. 
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25. On the Audit Policy Summary page, examine the settings in the Current Setting and Policy 
Setting columns. Click Next. 

26. On the Save Security Policy section introduction page, click Next. 

27. In the Security Policy File Name text box, click Browse and navigate to C:\Labfiles, click New 
Folder, name the folder SCW, double-click the SCW folder, type DC Security Policy in the file name: 
box, and then click Save.  

Ensure the following is listed in the Security policy file name box C:\Labfiles\SCW\DC Security 
Policy 

28. Click the View Security Policy button. 

29. If you are prompted to confirm the use of ActiveX® control, click Yes.  

30. Close the window after you have examined the policy. 

31. In the Security Configuration Wizard, click Next. 

32. On the Apply Security Policy page, accept the Apply later default setting, and then click Next. 

33. Click Finish. 

  Task 2: Transform a security policy into a GPO 

1. Ensure you are still signed in on 10967A-LON-DC1 

2. Open the Start screen and type cmd, when the Command Prompt icon appears right-click it and 
choose Run as Administrator  

3. Change to the directory where your new security policy is located.  

cd  C:\LabFiles\SCW\  

4. View the help for the scwcmd file by typing  

scwcmd /?  

5. View the help for the scwcmd transform command by typing 

scwcmd transform /?  

6. Transform the DC Security Policy.xml file to a GPO called DC Security Policy 

scwcmd transform /p:"DC Security Policy.xml" /g:"DC Security Policy"  

7. Verify that the command completed successfully, and then close the Command Prompt window. 

8. In Server Manager, click Tools, and then click Group Policy Management. 

9. In the console tree, expand Forest:Adatum.com, Domains, Adatum.com, and Group Policy 
Objects, and then click DC Security Policy. This is the GPO created by the Scwcmd.exe command. 

10. Click the Settings tab to examine the settings of the GPO. 

11. Close the Group Policy Management console. 

 

Results: After this exercise, you will have used the Security Configuration Wizard (SCW) to create a 
security policy named DC Security Policy, and transformed the security policy to a Group Policy Object 
(GPO) named DC Security Policy. 
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Exercise 3: Use the Best Practices Analyzer 

  Task 1: Run the BPA on the AD DS server role 

1. Ensure you are logged on to 10967A-LON-DC1 with user name ADATUM\Administrator and 
password Pa$$w0rd 

2. In Server Manager, click AD DS in the left navigation pane. 

3. In the center details pane, locate the Best Practices Analyzer. 

4. In the TASKS drop-down list, select Start BPA Scan. 

5. In the Select Servers dialog box, make sure that LON-DC1.Adatum.com is selected, and then click 
Start Scan. 

  Task 2: Analyze the BPA compliance results 

1. Review the BPA results. 

    Note: It can take a minute for results to appear. Refresh the results by using the TASKS 
menu. 

2. How many events were returned? 

Answer: 43 

3. Select an item and view the additional information that is available.  

4. What three additional pieces of information are provided? 

Answer: Problem, impact, and resolution. 

5. Click the severity column heading to sort the findings. 

6. What severity categories are shown for this BPA scan? 

Answer: Error, Information, and Warning. 

7. In the Click to display saved search settings drop-down list (icon on the right side of the filter text 
box), select the Compliant results report. 

8. Notice that only items with Severity equal to Information are now displayed. 

9. How many complaint results were found? 

Answer: 34 

  Task 3: Revert the lab machines 

When you have completed the lab, revert the virtual machines back to their initial state. To do this, 
complete the following steps: 

1. On the host computer, start Hyper-V® Manager.  

2. In the Virtual Machines list, right-click 10967A-LON-DC1, and then click Revert. 

3. In the Revert Virtual Machine dialog box, click Revert. 

4. Repeat steps 1 to 3 for 10967A-LON-CL1.  

 

Results: After this exercise, you will be able to run the Best Practices Analyzer (BPA) on a server role and 
determine areas for improved efficiency or performance. 
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Module12: Monitoring Server Performance 

Lab: Monitoring Server Performance 
Exercise 1: Creating a Performance Baseline 

  Task 1: Create a Data Collector Set 

1. Ensure you are signed in to 10967A-LON-SVR1 as ADATUM\Administrator with password 
Pa$$w0rd 

2. In Server Manager, select Tools, and then click Performance Monitor. 

3. In Performance Monitor, in the navigation pane, expand Data Collector Sets, and then click User 
Defined.  

4. Right-click User Defined, point to New, and then click Data Collector Set. 

5. In the Create new Data Collector Set wizard, in the Name box, type LON-SVR1 Performance.  

6. Click the Create manually (Advanced) radio button and then click Next. 

7. On the What type of data do you want to include? page, select the Performance counter check 
box, and then click Next. 

8. On the Which performance counters would you like to log? page, click Add. 

9. In the Available counters list, expand Memory, click Pages/sec, and then click Add >>. 

10. In the Available counters list, expand Network Interface, click Bytes Total/sec, and then click Add 
>> 

11. In the Available counters list, expand PhysicalDisk, click %Disk Time, and then click Add >>. 

12. Still within PhysicalDisk click Avg. Disk Queue Length, and then click Add >>. 

13. In the Available counters list, expand Processor, click %Processor Time, and then click Add >>. 

14. In the Available counters list, expand System, click Processor Queue Length, and then click Add 
>>. Then click OK. 

15. On the Which performance counters would you like to log? page, in the Sample interval box, 
type 1, and ensure Seconds is selected in the Units: drop down box, and then click Next. 

16. On the Where would you like the data to be saved? page, click Next. 

17. On the Create the data collector set? page, click Save and close, and then click Finish. 

  Task 2: Start the Data Collector Set 

1. Switch to the Performance Monitor. 

2. Naviagate to Data Collector Sets and then click User Defined 

3. Right-click LON-SVR1 Performance, and then click Start. 

  Task 3: Create workloads on the server 

1. Open the Start menu, type cmd.exe, and then press Enter. 

2. At the Command Prompt, type the following command, and then press Enter. (This creates a file 
approx. 100 MB in size) 

fsutil file createnew bigfile 104857600 
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3. At the Command Prompt, type the following command, and then press Enter. (This copies that file to 
LON-DC1) 

copy bigfile \\lon-dc1\c$ 

4. At the Command Prompt, type the following command, and then press Enter. (This creates a copy of 
the file on LON-DC1) 

copy \\lon-dc1\c$\bigfile bigfile2 

5. At the Command Prompt, type the following command, and then press Enter. (This deletes all the 
created files from LON-SVR1) 

del bigfile*.* 

6. At the Command Prompt, type the following command, and then press Enter. (This deletes all the 
created files from LON-DC1) 

del \\lon-dc1\c$\bigfile*.* 

7. Do not close the Command Prompt. 

  Task 4: Analyze collected data 

1. Switch to Performance Monitor. 

2. In the navigation pane, right-click LON-SVR1 Performance, and then click Stop. 

3. In Performance Monitor, in the navigation pane, click Performance Monitor. 

4. On the toolbar, click View Log Data. 

5. In the Performance Monitor Properties dialog box, on the Source tab, click Log files, and then 
click Add. 

6. In the Select Log File dialog box, double-click Admin. 

7. Double-click the LON-SVR1 Performance folder, double-click the LON-SVR1_<date-000001> 
folder, and then double-click DataCollector01.blg. 

8. Click the Data tab, and then click Add. 

9. In the Add Counters dialog box, in the Available counters list, expand Memory, click Pages/sec, 
and then click Add >>. 

10. Expand Network Interface, click Bytes Total/sec, and then click Add >>. 

11. Expand PhysicalDisk, click %Disk Time, and then click Add >>. 

12. Click Avg. Disk Queue Length, and then click Add >>. 

13. Expand Processor, click %Processor Time, and then click Add >>. 

14. Expand System, click Processor Queue Length, click Add >>, and then click OK. 

15. In the Performance Monitor Properties dialog box, click OK. 

16. On the toolbar, click the down arrow, and then click Report.  

17. Record the values listed in the report for analysis later.  

Recorded values:  

• Memory\Pages/sec 
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• Network Interface\Bytes Total/sec 

• PhysicalDisk\% Disk Time 

• PhysicalDisk\Avg. Disk Queue Length  

• Processor\% Processor Time 

18. System\Processor Queue Length 

 

Results: After this exercise, you should have established a performance baseline. 
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Exercise 2: Simulating a Server Load 

  Task 1: Load a new program on the server 

1. Ensure you are signed in to 10967A-LON-SVR1 as ADATUM\Administrator with password Pa$$w0rd 

2. At the Command Prompt, type the following command, and then press Enter. 

cd C:\Labfiles\StressTool\amd64 

  Task 2: Simulated a load on the server’s CPU 

1. Still on 10967A-LON-SVR1 

2. At the Command Prompt, type the following, and then press Enter. 

StressTool 95 

3. Open Task Manager, by right clicking on the Task Bar at the bottom of the screen and selecting Task 
Manager, and then click More details 

4. Go to the Performance tab and click CPU 

5. Notice the CPU % Utilization graph and the change in usage. 

  Task 3: Start the Data Collector Set again 

1. Ensure you are signed in to 10967A-LON-SVR1 as ADATUM\Administrator with password Pa$$w0rd 

2. Switch to the Performance Monitor. 

3. In Performance Monitor, click User Defined. In the results pane, right-click LON-SVR1 Performance, 
and then click Start. 

4. Wait for one minute for data to be captured. 

 

Results: After this exercise, you should have introduced a load on the server and restarted the Data 
Collector Set. 
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Exercise 3: Determining Probable Performance Bottlenecks 

  Task 1: Stop the running program 

1. Ensure you are signed in to 10967A-LON-SVR1 as ADATUM\Administrator with password 
Pa$$w0rd 

2. After one minute, switch to the Command Prompt. 

3. Press Ctrl+ C. 

4. Close the Command Prompt. 

5. Open task Manager by right clicking on the Task Bar at the bottom of the screen and selecting Task 
Manager 

6. Go to the Performance tab and click CPU 

7. Notice the CPU % Utilization graph has returned to normal now that the simulated load has been 
removed. 

  Task 2: View performance data 

1. Switch to the Performance Monitor. 

2. In the navigation pane, right-click LON-SVR1 Performance, and then click Stop. 

3. In Performance Monitor, in the navigation pane, click Performance Monitor. 

4. On the toolbar, click View log data. 

5. In the Performance Monitor Properties dialog box, on the Source tab, click Log files, and then 
click Remove. 

6. Click Add.  

7. In the Select Log File dialog box, click Up One Level. 

8. Double-click the LON-SVR2_<date-000002> folder, and then double-click DataCollector01.blg. 

9. Click the Data tab, click OK, and then click OK to close the Performance Monitor Properties 
dialog box. 

10. If you receive an error or the values in your report are zero, repeat steps 4-9.  

Recorded values:  

• Memory\Pages/sec 

• Network Interface\Bytes Total/sec 

• PhysicalDisk\% Disk Time 

• PhysicalDisk\Avg. Disk Queue Length  

• Processor\% Processor Time 

• System\Processor Queue Length 

  Task 3: Analyze results and draw a conclusion 

1. Question: Compared with your previous report, which values have changed? 

Answer: Memory and disk activity are reduced.  

2. Question: What was the most significant change and why? 
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Answer: Processor activity has increased significantly and this is due to the simulated load we placed on 
it.  

3. Question: If you saw a similar trend in your work environment what would you recommend as a next 
step? 

Answer: CPU load has increased without an increase in networking or disk activity. This would indicate a 
service local to the machine is putting load on the CPU. You could continue to monitor the server to try 
identify what service or program is placing the load on the server 

4. Question: Can you identify any additional counters which could potentially help you narrow down 
your search to determine what application is placing the greatest load on the CPU? 

Answer: If you have not encountered this issue before it may be a process of trial and error to identify 
which additional counters, if any could be of help.  

You should start to create a new Data Collector set and scroll through the available counters. Some 
counters which may help in this instance  

• Process\ Thread count (To identify if a particular process has a large amount of threads running) 

• Processor Information\% User (To identify a user placing a load on a server if there are multiple 
users accessing the server and its services) 

• Thread\ID Process (To identify the process placing the load on the server) 

5. Question: Are there any additional tools which may help identify what process or software is placing 
the load on the server? 

Answer: You could also open Task Manager and go to the Processes tab scroll through the processes 
that are listed and try identify which process are placing the greatest load on the server 

 

Results: After this exercise, you should have identified a potential bottleneck. 
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Exercise 4: Create, Test, and Verify an Alert 

  Task 1: Create and start an alert to trigger an Event ID 

1. Ensure you are still signed in to 10967A-LON-SVR1 as ADATUM\Administrator with password 
Pa$$w0rd 

2. In Performance Monitor, in the navigation pane, expand Data Collector Sets, and then click User 
Defined.  

3. Right-click User Defined, point to New, and then click Data Collector Set. 

4. In the Create new Data Collector Set wizard, in the Name box, type LON-SVR1 Network 
Bandwidth Alert.   

5. Click Create manually (Advanced), and then click Next. 

6. On the What type of data do you want to include? page, click the Performance Counter Alert 
radio button, and then click Next. 

7. On the Which performance counters would you like to monitor? page, click  Add. 

8. In the Available counters list, expand Network Interface, click Bytes Total/sec, click Add >>, and 
then click OK. 

9. On the Which performance counters would you like to monitor? page, in the Alert when: list, 
select Above. 

10. In the Limit box, type 500, and then click Next. 

11. On the Create the data collector set? page, click Finish. 

12. In the navigation pane, expand the User Defined node, and then click LON-SVR1 Network 
Bandwidth Alert. 

13. In the Results pane, right-click DataCollector01, and then click Properties. 

14. In the DataCollector01 Properties dialog box, on the Alert tab choose the following 

• Alert when: Above 

• Limit: 500 

• Sample interval: 10 

• Units: Seconds 

15. Click the Alert Action tab. 

16. Select the Log an entry in the application event log check box, and then in the Start a Data 
Collector set: drop down box select LON-SVR1 Performance and click OK. 

17. In the navigation pane, right-click LON-SVR1 Network Bandwidth Alert, and then click Start. 

  Task 2: Simulate a load on the network bandwidth 

1. Open the Start screen and type cmd.exe, and then press Enter. 

2. At the Command Prompt, type the following command, and then press Enter. (This creates a file 
approx. 1 GB  in size) 

fsutil file createnew bigfile 1048576000 

3. At the Command Prompt, type the following command, and then press Enter. (This copies that file to 
10967A-LON-DC1 and puts a load on the Network Interface) 
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copy bigfile \\lon-dc1\c$ 

  Task 3: Verify the Event ID is generated and the Data Collector Set starts 

1. In Server Manager, click Tools, and then click Event Viewer. 

2. Expand Application and Services Logs, and then select the Microsoft-Windows-Diagnosis-
PLA/Operational log 

3. Scroll through the list of events. Look for Event ID 2031 and read the details in the General tab, which 
should say something like “….Performance counter \Network Adapter> [Emulated])\Bytes Total/sec 
has tripped its alert threshold. The counter value of < X > is over the limit value of 500.000000. 
500.000000 is the alert threshold value.” 

4. What is the Event ID associated with an Event generated with an Alerts threshold being exceeded? 

Answer. Event ID 2031 

5. Return to Performance Monitor and navigate to Data Collector Sets then User defined 

    Note: As you scroll through the Event IDs you may see some errors related to the LON-
SVR1 Performance collector set not being able to start. This will be because it was already 
started successfully. 

6. Ensure LON-SVR1 Performance collector set has started successfully 

  Task 4: Revert the lab machines 

When you have completed the lab, revert the virtual machines back to their initial state. To do this, 
complete the following steps: 

1. On the host computer, start Hyper-V Manager.  

2. In the Virtual Machines list, right-click 10967A-LON-SVR1, and then click Revert. 

3. In the Revert Virtual Machine dialog box, click Revert. 

4. Repeat the previous steps for 10967A-LON-DC1.  

 

Results: After completing this exercise you will have: created an alert, and tested to ensure it generates an 
Event ID and triggers a Data Collector Set to start.  
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Module13: Maintaining Windows Server 

Lab: Maintaining Windows Server 
Exercise 1: Installing and Configuring Windows Server Update Services 

  Task 1: Install the Windows Server Update Services role and required features 

1. Ensure you are signed in to 10967A-LON-DC1 with username ADATUM\Administrator and 
password Pa$$w0rd 

2. In Server Manager, click Manage, and then select Add Roles and Features 

3. On the before you begin page click Next 

4. On the Select installation type page, accept the defaults and Click Next 

5. On the Select destination server page, click Next 

6. On the Select server roles page, select the Windows Server Update Services checkbox  

7. In the Add Roles And Features Wizard dialog click Add Features, then click Next 

8. On the Select features page select .NET Framework 3.5, and then click Next 

Note:  .NET Framework 3.5 is required for the reporting function in WSUS in Windows Server 2012 

9. On the Windows Server Update Services page click Next 

10. On the Select role services page, ensure WID Database and WSUS Service are selected and click 
Next 

11. On the Content location selection page, ensure the “Store updates in the following location …..” 
checkbox is selected, type C:\WSUS in the box, and then click Next  

12. On the Confirm installation selections page, click Install, and then click Close 

  Task 2: Complete WSUS post-configuration tasks 

1. On 10967A-LON-DC1, in Server Manager, click on the Notification icon (the white flag at the top of 
the screen). 

2. In the resultant dialog, navigate to the Post-Deployment Configuration section and click Launch 
Post-Installation tasks 

3. In Server Manager click the Notification Icon again and then select Task Details 

4. In the Task Details dialog note the Task Name and Stage columns, and wait until the Post-
deployment Configuration Task Name is listed as Complete. When it is complete, close the Task 
Details dialog. 

5. In Server Manager, click Tools, and then select Windows Server Update Services 

6. Confirm the Update Services management console successfully opens  

  Task 3: Complete the Windows Server Update Services Configuration Wizard 

1. Still on 10967A-LON-DC1, if not already done so ,in Server Manager, click Tools, and then select 
Windows Server Update Services to open the Update servicers management console 

2. The Windows Server Update Services Configuration Wizard appears and on the Before you 
Begin page click Next 

3. On the Join the  Microsoft Update Improvement Program page click Next 
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4. On the Choose Upstream Server page, ensure Synchronize from Microsoft Update is selected and 
click Next 

5. On the Specify Proxy Server page click Next 

6. On the Connect to Upstream Server page click Start Connecting. When it is finished Click Next 

Note: This may take up to five minutes to complete depending on your connection speed 

7. On the Choose Languages page select Download updates only in these languages: and choose 
English, then click Next 

8. On the Choose Products page, check All Products checkbox then uncheck it again to clear the 
default product selections. Scroll down to Windows and select Windows 8, ensure all other options 
are unchecked, and then click Next. 

9. On the Choose Classifications page, uncheck Definition Updates and security updates and select 
Critical Updates only, and then click Next. 

Note: We are selecting only this option to reduce the amount of time it takes to synchronization. 
However at least both security and critical updates would be needed to keep your environment secure 

10. On the Set Sync Schedule select Synchronize manually and click Next 

11. On the Finished page, select Begin Initial synchronization, and click Next 

12. On the Whats Next page, click Finish 

13. Return to the Update Services management console 

  Task 4: Prepare synchronized reporting 

1. On 10967A-LON-DC1 in the Update Services console click on the navigation pane on the left side, 
expand LON-DC1, click Synchronizations, and then click Synchronization Report in the Actions 
pane 

2. Verify you receive a Feature Unavailable error stating that “The Microsoft Report Viewer2008 
Redistributable is required for this feature…” and then click OK 

3. Close the Update services management console 

4. Open File Explorer navigate to E:\Mod13\Labfiles, right-click the ReportViewer.exe and select Run 
as Administrator 

5. On the Welcome page, click Next 

6. On the License Terms page check the I have read and accept the license terms checkbox, and 
then click Install 

7. On the Setup Complete page, click Finish 

8. In Server Manager, go to Tools, then select Windows Server Update Services 

9. In the navigation pane on the left side click on Synchronizations, and then select Synchronization 
Report in the actions pane   

10. Verify the Synchronization Report opens successful 

11. Close the Synchronization Report for LON-DC1 window, and the Update Services window 

  Task 5: Configure Group Policy to enable WSUS across the domain 

1. Still on 10967A-LON-DC1, in Server Manager, select Tools, and then click Group Policy 
Management. 

2. In the console pane, expand Forest: Adatum.com, expand Domains, and then click Adatum.com. 
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3. Right-click Adatum.com, and then click Create a GPO in this domain, and Link it here. 

4. In the New GPO dialog box, type WSUS in the Name field, and then click OK. 

5. Expand Adatum.com, right-click WSUS, and then click Edit. 

6. In the Group Policy Management Editor window, under Computer Configuration, expand 
Policies, expand Administrative Templates, expand Windows Components, and then click 
Windows Update. 

7. In the details pane, double-click Configure Automatic Updates. 

8. In the Configure Automatic Updates dialog box, click Enabled, and then click Next Setting. 

9. In the Specify intranet Microsoft update service location dialog box, click Enabled.  

10. In the Set the intranet update service for detecting updates field, type http://LON-DC1:8530 

11. In the Set the intranet statistics server field, type http://LON-DC1:8530 

12. Why is the number 8530 specified in the URL? 

Answer. The default http connection port is 80. However, WSUS uses port 8530 for http and port 8531 
for https. That is different from the default and as needs to be specified here so the client can successfully 
connect. 

13. Click Next Setting. 

14. In the Automatic Updates detection frequency dialog box, click Enabled, set the interval (hours): 
at 1 and then click OK. 

15. Ensure the three Group Policy settings are enabled then close Group Policy Management Editor, 
and then close Group Policy Management Console. 

16. Sign in to the 10967A-LON-CL1 virtual machine as ADATUM\Administrator with the password 
Pa$$w0rd. 

17. If not already done so start and then sign in to 10967A-LON-CL1 with user name 
ADATUM\Administrator and password Pa$$w0rd 

18. On 10967A-LON-CL1, open a Command Prompt with Administrative privileges, type the following 
command, and then press Enter. This will force the client to update the Group Policies on the 
computer. 

gpupdate /force 

19. To force the client to detect any changes that have been made to the update service, type the 
following and press Enter. 

wuauclt /ResetAuthentication /Detectnow 

  Task 6: Perform clarification checks on the WSUS Client 

1. On 10967A-LON-CL1, hover the mouse over the lower left corner until the Start menu appears, then 
right-click and select Computer Management  

2. In the Computer Management console, expand Services and Applications, and then select 
Services 

3. In Services, locate Background Intelligent Transfer Service, navigate to Properties and specify a 
Startup type: Automatic, and then click OK. 

4. In Services locate Windows Update, go to Properties and specify a Startup type: Automatic, click 
Apply, and then click OK. 
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  Task 7: Create a computer groups, and add client computers 

1. On 10967A-LON-DC1 virtual machine in Server Manager select Tools then select Windows Server 
Update Services  

2. In the Updated Services console, expand Computers, and then click All Computers 

3. Select Status: Any and click Refresh. Verify there are two computers listed lon-dc1.adatum.com 
and lon- cl1.adatum.com 

4. In the Actions pane, click Add Computer Group. 

5. In the Add Computer Group dialog box, type WSUS LON Win8, and then click Add. 

6. In the Actions pane, click Add Computer Group. 

7. In the Add Computer Group dialog box, type WSUS LON WS2012, and then click Add. 

8. In the console pane, expand All Computers, and then click Unassigned Computers. 

9. In the details pane, in the Status list, click Any, and then click Refresh. 

10. Right-click lon-cl1.adatum.com, and then click Change Membership. 

11. In the Set Computer Group Membership dialog box, select the WSUS LON Win8 check box, and 
then click OK. 

12. Click Unassigned Computers group again. 

13. In the details pane, in the Status list, click Any, and then click Refresh. 

14. Right-click lon-dc1.adatum.com, and then click Change Membership. 

15. In the Set Computer Group Membership dialog box, select the WSUS LON WS2012 check box, 
and then click OK. 

  Task 8: Approve a Critical Update for Windows® 8 operating system clients 

1. In the console pane, expand Updates, and then click Critical Updates. 

2. In the details pane, in the Approval list, select Any Except Declined. 

3. In the Status list, click Any, and then click Refresh.  

4. Click on the Title column to sort them according to Title 

5. Notice there are several updates available. 

6. Locate the “Update for Windows 8 for x64-based Systems (KB2768703)” right-click, and then 
click Approve… 

7. In the Approve Updates dialog box, expand All Computers then click the arrow on the WSUS Win8 
LON Computer Group and select Approved for Install and click OK 

8. In the Approval Progress dialog click Close when it is complete. 

9. Right-click the same update “Update for Windows 8 for x64-based Systems (KB2768703)” and 
again select Approve… 

10. In the Approve Updates dialog box, expand All Computers then click the arrow on the WSUS Win8 
LON Computer Group and select Deadline and then Custom… 

11. In the Choose Deadline dialog select Yesterday’s date and then Click OK 

For example, if it is 2 June when running this lab exercise, select 1 June. and then click OK  

Note: This has the effect of ensuring the update is applied to a client as soon as the client queries the 
Update Server for available updates. 
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12. Click OK to Approve Updates 

13. Click Close on the Approval Progress dialog when it is complete 

  Task 9: Query the WSUS server for available updates from Windows 8 client 

1. Ensure you are signed in to 10967A-LON-CL1 with user name ADATUM\Administrator and 
password pa$$w0rd 

2. Open a Command Prompt window with administrative privileges. 

3. At the Command Prompt, run the following. 

gpupdate /force 

4. Wait for the policy to finish updating.  

5. At the Command Prompt, run the following. 

wuauclt /ResetAuthentication /detectnow 

6. Open File Explorer and open the file C:\Windows\WindowsUpdate.log in Notepad 

7. In Notepad click Format then select Word Wrap 

8. Scroll down to the end of the log file and locate references to http://lon-dc1:8530, ensure there are 
no errors listed. 

9. Return to 10967A-LON-DC1 go to Server Manager, then Tools then select Event Viewer 

10. Expand Windows Logs then click on Application  

11. In the Application Logs details pane locate Events with source equal to Windows Update Services 
and verify there is an event specifying a client connected successfully. 

12. Back on 10967A-LON-CL1 

You may receive a Restart prompt. If so restart 10967A-LON-CL1 and sign in again as 
ADATUM\Administrator with password Pa$$w0rd 

13. Open the Control Panel and select Programs and then underneath Programs and Features select 
the View Installed updates 

14. Verify that the Update for Microsoft Windows(KB2768703) is listed  

    Note: It may take several minutes for the client to connect and the update to be installed. 
You should proceed to the next Exercises and complete those while waiting for the client to be 
updated. Once you have completed those exercises you can then return here to verify the update 
has been applied successfully.  

  Task 10: View WSUS reports. 

1. Switch back to 1096A-LON-DC1, in the Windows Server Update Services console, click Reports. 

2. Review the various reports available in WSUS.  

3. In the details pane, click Computer Detailed Status. 

4. In the Computers Report for LON-DC1 window, click Run Report. 

5. On the completed report, note how many updates are listed under lon-cl1.adatum.com. 

6. Close the Computers Report for LON-DC1 window. 
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7. Close Update Services. 

 

Results: At the end of this exercise, you will have configured Windows Server Update Services (WSUS) to 
manage updates. 
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Exercise 2: Troubleshooting the Startup Process 

  Task 1: Read the supporting documentation 

1. Read the Incident Record to determine possible troubleshooting methods. 

2. Where is the best place to troubleshoot this problem from? 

Answer: If file shares, remote desktop, and ping are unavailable, the troubleshooting process for this 
problem have to be done locally, in the physical location of the computer, or alternatively over the 
telephone with someone at the physical computer who can help you with the troubleshooting 
process. 

3. What considerations should be made about 10967A-LON-SVR5 and the people and services that 
require the services that are provided by 10967A-LON-SVR5? 

Answer: If 10967A-LON-SVR5 performs critical services, a replacement or spare should be checked 
for availability, should the troubleshooting process carry beyond the first one or two most probable 
causes. 

  Task 2: Investigate startup issues on a Windows Server 

1. Start the 10967A-LON-SVR5 virtual machine 

2. You will be prompted to “Press any key to boot from CD or DVD…” as the virtual machine starts 
but do not press anything and allow the virtual machine to start without any intervention 

    Note: The virtual machine has been configured with the Windows Server 2012 Eval iso 
installation files already attached to the virtual machine to assist with steps required later in the 
lab.  As such the 10967A-LON-SVR5 virtual machine will give the prompt “Press any key to 
boot from CD or DVD…” each time when starting up. Do not press any key to boot into the 
installation files unless explicitly told to do so in the lab steps. 

3. View the error message on the screen. 

4. Answer the Assessment Questions in the Incident Record. 

5. What is the error message displayed on 10967A-LON-SVR5? 

Answer: “The Boot Configuration Data file doesn’t contain valid information for an operating system”. 

6. What could the possible causes of this error message be? 

Answer: The problem is a corrupted or damaged Boot Configuration Data (BCD) store. There is no 
reference in the BCD to enable the Windows Boot Manager to access the Windows Boot Loader. 

7. What tool should you use to try to resolve the problem that is causing the error message? 

Answer: BCDEdit will let you view the status of the BCD store. In this case, there is no entry for an 
operating system in the BCD store for 10967A-LON-SVR5. To correct this, run bootrec.exe with the 
/scanos switch to find the operating system on the computer, and then run bootrec.exe with the 
/rebuildbcd switch to create a new BCD store with a pointer to the boot loader for the found operating 
system. 

8. How can you access these tools? 

Answer: By starting the computer by using the Windows Server Installation disc and selecting the Repair 
Your Computer and Command Prompt options. 

9. In Hyper-V Manager, right-click 10967A-LON-SVR5, and select Turn Off 

10. In the Turn Off Machine dialog box, click Turn Off 
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  Task 3: Resolve the issue on the Windows Server and complete the Incident Record 

1. Start the 10967A-LON-SVR5 virtual machine 

2. As stated in the previous exercise you will be prompted to “Press any key to boot from CD or 
DVD…” as the virtual machine starts. 

3. Press Enter and allow the virtual machine to boot into the installation files  

4. In the Install Windows dialog box, click Next. 

5. In the Install Windows dialog box, click the Repair your computer link. 

6. In the System Recovery Options dialog box, click Troubleshoot 

7. On the Advanced Options page click Command Prompt. 

8. At the Command Prompt, type the following, and then press Enter. 

Bcdedit 

9. Observe the lack of an operating system entry in the BCD store. 

10. At the Command Prompt, type the following, then press Enter, and from the resultant output 
determine which are the most appropriate switches to use  

bootrec /? 

11. At the Command Prompt, type the following, and then press Enter: 

bootrec /scanos 

12. At the Command Prompt, type the following, and then press Enter: 

bootrec /rebuildbcd 

13. At the Add installation to boot list prompt, press Y, and then press Enter. 

14. Close the Command Prompt window by typing exit and hitting Enter. 

15. In the System Recovery Options screen, click the Continue button. 

16. Make sure that 10967A-LON-SVR5 starts and brings you to the sign in screen. 

17. Ensure you can sign in successfully with the local administrator credentials user name 
.\Administrator and password Pa$$w0rd 

18. Answer the Resolution Questions on the Incident Report. 

19. How did you resolve the problem? 

Answer: By using BCDEdit to identify the lack of an operating system entry in the BCD store. Then use 
bootrec to rebuild the BCD store.  

20. What should the next steps in the troubleshooting process be? 

Answer: Have a user or users connect to 10967A-LON-SVR5 to make sure that their applications are 
functioning correctly. Notify the remainder of the users of 10967A-LON-SVR5 that the server is 
operating correctly and can resume their use of 10967A-LON-SVR5. Additionally, the details of the 
problem, together with the steps used to repair the problem, should be documented and archived for 
future reference and logging purposes.  

21. Revert the 10967A-LON-SVR5 virtual machine and then shut down the virtual  machine to free up 
host resources, as it is not required for any subsequent exercises 
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Results: After this exercise, you should have used Windows tools to troubleshoot the startup process. 
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Exercise 3: Gathering Information to Start the Troubleshooting Process 

  Task 1: Examine the Performance Monitor logs for the first issue and answer the 
resolution questions for Part A 

1. Ensure you are signed into 10967A-LON-DC1, with user name ADATUM\Administrator and 
password pa$$w0rd 

2. In Server Manager, point to Tools, and then click Performance Monitor. 

3. In the Performance Monitor console, expand Monitoring Tools, and then click Performance 
Monitor. 

4. In the details pane, click the View Log Data button (Ctrl+L). 

5. In the Performance Monitor Properties dialog box, on the Source tab, click Log files, and then 
click Add. 

6. In the Select Log File dialog box, browse to E:\Mod13\Labfiles\Captures. 

7. Click ADATUM-LON-SVR2-System-Perf-Data-PartA.blg, and then click Open. 

8. In the Performance Monitor Properties dialog box, click OK. 

9. In the Performance Monitor details pane, click Add (Ctrl+I). 

10. In the Add Counters dialog box, under Available counters, add the following counters by 
highlighting them and clicking Add>> 

• Processor,  

• % Processor Time 

• Instances of selected object=0  

• System  

• Processor Queue Length 

• Instances of selected object=Not Applicable 

11. Click OK. 

12. In Performance, at the bottom of the window, click % Processor Time to view the graph of the CPU 
usage on LON-SVR2 and notice: 

• The minimum value is 0.623 percent. 

• The maximum value is 100 percent. 

• The average value is 80.126 percent. 

13. In the Performance Monitor details pane, click Add (Ctrl+I). 

14. In the Add Counters dialog box, under Available counters, add the following counters by 
highlighting them and clicking Add>> 

• Process  

• % Processor Time 

• Instances of selected object=<All Instances>  

15. Click OK. 

16. Review the % Processor Time used by each process. It is useful to use the Highlight button (Ctrl+ 
H) to view each instance. Identify the process that is consuming the CPU. 
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17. Complete the resolution questions in Part A of the Incident Record. 

18. What do the Performance Logs for LON-SVR2 indicate could be the source of the problem? 

Answer: The StressTool process is consuming most of the CPU time.  

19. Keeping in mind your answer from the previous question, what steps (using a troubleshooting 
methodology) would you take to continue the troubleshooting process? 

Answer: A likely first step is to determine what the StressTool process is responsible for doing and if any 
users are experiencing issues with those processes. If no specific cause can be found, you might restart the 
StressToolprocess before ensuring that all users using the services associated with StressTool are 
prepared for the services to be unavailable. Additional monitoring of the StressTool process might be 
necessary to determine whether the application needs updating or repair. (Note: The “StressTool” 
process is a testing tool which you encountered earlier in the course. In this lab we used it to place a load 
on the CPU for us then to analyze.)  

20. Close Performance Monitor. 

  Task 2: Examine the Performance Monitor logs for the first issue and answer the 
resolution questions for Part B 

1. Ensure you are still signed into 10967A-LON-DC1, with user name ADATUM\Administrator and 
password pa$$w0rd 

2. In Server Manager, point to Tools, and then click Performance Monitor. 

3. In the Performance Monitor console, expand Monitoring Tools, and then click Performance 
Monitor. 

4. In the details pane, click View Log Data (Ctrl+L). 

5. In the Performance Monitor Properties dialog box, on the Source tab, click Log files, and then 
click Add. 

6. In the Select Log File dialog box, browse to E:\Mod13\Labfiles\Captures. 

7. Click ADATUM-LON-SVR2-System-Perf-Data-PartB.blg, and then click Open. 

8. In the Performance Monitor Properties dialog box, click OK. 

9. In the Performance Monitor details pane, click Add (Ctrl+I). 

10. In the Add Counters dialog box, under Available counters, add the following counters by 
highlighting them and clicking Add>> 

• Physical Disk  

o Avg. Disk Queue Length 

o Instances of selected object= 0 C: 

• Physical Disk  

o Current Disk Queue Length  

o Instances of selected object= 0 C: 

• Physical Disk  

o Disk Transfers/sec 

o Instances of selected object= 0 C: 

• Process 
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o IO Data Bytes/sec 

o Instances of selected object= <All Instances> 

11. Click OK 

12. Review the IO Data Bytes/sec values for each process. It is useful to use the Highlight button 
(Ctrl+H) to view each instance. Identify the process that is using the disk transfer capacity. 

13. Complete the resolution questions in Part B of the Incident Record.  

14. What do the Performance Logs for LON-SVR2 indicate could possibly be the source of the problem? 

Answer: There are a few processes that are intermittently performing a lot of IO occurring.  Such as the 
sqlservr and Wsusservice processes, however they display peaks and troughs. For example, they have IO 
and then none, which would be expected. However peak value for Avg Disk Queue Length and Disk 
Transfers per/sec occur when the process EatDiskspace IO consumption occurs, and this process is 
continuously consuming IO resources on the computer. The EatDiskspace process is consuming a lot of 
disk resources and would warrant a closer look. 

15. Keeping in mind your answer from the previous question, what steps (using a troubleshooting 
methodology) would you take to continue the troubleshooting process?  

Answer: If EatDiskspace is consuming disk resources you could view the Disk tab of the Resource 
Monitor, check the box beside the process and click on the Disk Activity or Storage sections to try 
determine what aspects of the process are involved, such as file copies.  If the process is manipulating files 
you could determine whether that is necessary or not or possibly whether the task could be scheduled 
during non-business hours. (Note: The “EatDiskspace” process is a testing tool which we used it to 
perform a large volume of disk IO operations for us to analyze.)  

16. Close Performance Monitor. 

 

Results: After this exercise, you should have collected information to start the troubleshooting process. 
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